
      International Research Journal of Engineering and Technology (IRJET)        e-ISSN: 2395-0056 

               Volume: 08 Issue: 04 | Apr 2021                 www.irjet.net                                                                       p-ISSN: 2395-0072 

 

© 2021, IRJET       |       Impact Factor value: 7.529       |       ISO 9001:2008 Certified Journal       |     Page 2393 

Analyzing the Best Security Mechanism that should be Implemented by 

E-Commerce Business 
 

Gourav Gupta1 & Ashutosh Nage2 

 
1,2(Students of Parul University) 

3Under Guidance of Professor Amita Garg, Parul Institute of Management & Research, Parul University, 
Vadodara, Gujarat, India. 

-----------------------------------------------------------------***-------------------------------------------------------------------
Abstract: The Internet innovation is setting out 

enormous open doors to grow existing organizations and 

shaping what is called New Economy, Global Economy, 

or Electronic-Commerce (E-Commerce). Web-based 

business depicts deals, client administrations, 

requesting, conveyance and installments, and intra-

business assignments that unveil utilization of the web 

and the computerized arranged registering climate that 

joins associations and people in business, industry, 

government, and the home. Nonetheless, numerous 

associations are threatened by the new advancements, 

uncertain of how to exploit them, and thinking about 

how these innovations will uphold existing interests in 

abilities and foundations. Moreover, this new sort of 

economy or trade accompanies a ton of moves 

particularly those identified with trust and security 

issues. In this paper, the various kinds of safety issues 

confronting online business frameworks will be 

introduced and sorted, also, general rules and measures 

on the most proficient method to manage these security 

issues to ensure web-based business frameworks will be 

introduced and talked about. 
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I. Introduction 

The Internet is an enormous and helpful organization for 

moving information and thusly appears to give an ideal 

foundation to electronic trade. Lamentably, it is likewise 

a public and uncertain framework, so information in 

move utilized for an online business should be ensured 

by some type of data security. Throughout the most 

recent years, endeavors and people have begun to lead 

business over PC organizations, particularly the Internet. 

This improvement is usually summed up as an electronic 

business (e-business) and characterizes e-business as 

business associations, which utilize electronic media.  

Not with standing its wide use and openings, e-business 

has not developed to its maximum capacity, and one of 

its most significant snags being the absence of 

satisfactory safety efforts just as troubles to indicate 

sufficient security necessities. A bounty of examination 

about security in e-business can be found in the writing.  

Online business security has become a genuine worry of 

firms and people that depend on dispersed advanced 

preparation in their day-by-day activities. Security 

breaks and cheats cost organizations and buyers a large 

number of dollars. Albeit specialized defects add to 

security breaks, misrepresentation is frequently made 

conceivable by the way that many exchanging measures 

practical in customary business are generally imperfect 

when led over the Internet. Despite the fact that PC 

researchers and specialists have given specialized 

instruments (e.g., firewalls, cryptographic conventions) 

that improve registering and organizing security, issues 

identified with Internet-based e-business measures stay 

unaddressed There is a developing requirement for 

useful assets and thorough strategies in the plan and 

check of right e-measure situation that works over the 

Internet.  

We are directing a progression of studies pointed toward 

giving a bundle of such instruments and strategies. 

Analysts in the designing and business spaces most often 

look for specialized answers for the issue of improving 

web security But no program of sensible size, regardless 

of whether giving processing administrations or running 

business applications, is without bug. Wang, Hidvegi, and 

Bailey have recommended the utilization of model 

checking, a cutting-edge formal confirmation instrument, 

to numerically confirm the rightness of e-measure 

specialized executions [10]. Since this technique is very 

costly, an alternate point of view is investigated in this 

paper? the reasoning behind security breaks and 

misrepresentation. A large number of safety issues are 

brought about by the despair goals of human clients, and 

not by specialized components. 

II. LITERATURE REVIEW 

A Cockburn, M moyle (2015) 

This investigation dependent on the development of 

web-based business is digital extortion and data fraud. 
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Since the shopping through online business has entered 

all fragments of products going from food supplies to 

electronic merchandise and even vehicles. Subsequently, 

helpless security on online business web workers and in 

clients' PCs is a central issue to be settled for the fast 

development of online business.  

Any product utilized in running the internet business 

framework like the working framework, web worker 

programming and data set programming, and internet 

browser is important for programming security. The 

working framework is the fundamental part of safety 

that ought to be designed appropriately in order to deal 

with security weakness. Programming and regularly 

delivered patches ought to be routinely refreshed to fix 

openings in security. The site improvement itself ought 

to guarantee assurance against assaults like treat 

harming, covered up field control, boundary altering, 

support flood, and cross-site scripting. Site pages, where 

classified data is being entered, ought to be gotten with 

solid cryptography calculation. This paper gives 

headings to online business security to improve client 

trust in online business shopping. 

M Niranjanamurthy, N Kavyashree, (2015) 

In this examination, E-business is talked about in insight 

regarding the security issues related to E-trade and 

forestalling misfortune and shielding the zones 

monetarily and instructive from unapproved access, use, 

or obliteration. In this the creator has plates two kinds of 

significant cryptography we follow forgot E-business 

exchanges. "Symmetric (private-key) cryptography" and 

"Unbalanced (public-key) cryptography" The 

examination discover five significant security plans must 

be viewed as they are hazard evaluation, creating 

security strategy, execution plan, make a security 

association and playing out a security review. 

Konstantin Knorr, Susanne Rohrig (2017) 

This paper presents an open structure for the 

examination of safety prerequisites of business measures 

in electronic trade. The main components of the system 

are security targets (secrecy, trustworthiness, 

accessibility, and responsibility), periods of and the 

spots/parties associated with the cycle, and business 

measures inside a virtual shopping center which 

represents the limit and capability of the structure.  

This paper presented EBPs system for security and 

applied this structure to an example situation. Security 

destinations, gatherings, and stages have been 

distinguished as the main elements of the structure. Also, 

different measurements have been examined like the 

shopping history and actual area of shippers and clients, 

type, and the money-related stature of the item must be 

dissected for security prerequisites of business measures 

in electronic trade. 

R Javalgi, R Ramsey (2019) 

The writing made ready to recognize four principal 

security issues the online business industry faces 

dependent on three standards; the e-stage, the 

proprietor, and its clients. [Transactional Security in E-

Commerce, Privacy in E-Commerce, System Security in 

E-Commerce, Cyber Crime in E-Commerce.  

The primary security issues looked at by the two 

customers and suppliers are value-based security, 

protection, framework security, and digital wrongdoing. 

This examination discovered experiences that, a solitary 

structure fit for tending to these necessities overall is 

absent yet and a special security system exclusively 

tending to online business-related security issues isn't 

proposed up until now. This examination reveals insight 

into the need for a particular security structure to defeat 

the clouded side of internet business. 

A SENGUPTA, C MAZUMDAR, M S BARIK (2018) 

This investigation inspects the advancements utilized in 

web-based business, recognizes the security prerequisite 

of online business frameworks from saw dangers and 

weaknesses.  

Most web-based business exchanges presently are 

gotten by the SSL (secure attachments layer) convention, 

which is intended to encode information trades over the 

web. While SSL is by and large saw as successful, an 

expanding number of weaknesses and different issues 

have made some online business players consider safer 

guidelines. Online business is developing toward 

utilizing XML (Extensible Mark-up Language) innovation, 

which not exclusively will fill in as the establishment of 

many web administrations, yet in addition will get 

exchanges between machines, depending on complex 

trust chains of importance to do as such.  

Henceforth internet business security is seen as a 

designing administration issue and a daily existence 

cycle approach is advanced. How the web-based 

business frameworks can be made secure utilizing these 

safety efforts and, the significant guidelines and laws are 

additionally examined in the point of view of online 

business. 

Alexander Menzheres (2018) 

Security hazards related to web-based business can be 

because of human blunder, a mishap, or unapproved 

admittance to frameworks. Online retailers are destined 

to confront Visa extortion or information mistakes. Their 

online stores are likewise liable to confront phishing 
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assaults, dispersed refusal of administration (DDoS) 

assaults, and man-in-the-center attacks. To tackle the 

security issues in web-based business, dealers and 

installment organizations ought to cooperatively think of 

powerful arrangements. In spite of the fact that these 

security issues are getting extreme with time, there are 

arrangements that online retailers can carry out without 

influencing the client experience of their locales like 

Choosing a PCI Compliant Hosting Provider, Use an 

Address Verification System (AVS), Require more 

grounded passwords, Use SSL Certificates. For 

installments suppliers and online retailers to keep 

accomplishing their business objectives, they need to 

unite and track down a functioning answer for the 

security dangers looked at by both. Other than monetary 

outcomes, these security dangers harm their standing. 

With the legitimate apparatuses set up, they can 

moderate the dangers. 

N. Kuruwitaarachchia, P.K.W.   Abeygunawardenas, 
L.Rupasingha?, S.W.I.Udara (2017) 
 
This paper means to distinguish the primary security 
issues looked at by the two clients and sellers in E-trade 
applications and general security the board systems 
dependent on the key security regions are additionally 
introduced. Internet business security has five 
fundamental measurements - protection, verification, 
uprightness, non-disavowal, and accessibility. The 
principal security issues looked at by the two customers 
and suppliers are conditional security, protection, 
framework security, and digital wrongdoing. This 
examination discovered bits of knowledge that, a solitary 
structure fit for tending to these requirements, in 
general, is absent yet and a special security system 
exclusively tending to internet business-related security 
issues isn't proposed up until now. 
 
MM Yenisey, AA ozok, (2015) 

This examination disks web-based business framework 

security equipment, programming, and climate that are 

the fundamental basic and weak focuses. Equipment 

security incorporates any gadgets utilized in running the 

online business site like organization gadgets, web 

workers, data set workers, and customer's PC.  

To keep away from such dangers web workers and data 

set workers ought to be confined from different 

organizations utilizing an organization's DMZ to 

diminish conceivable interruption from traded-off PCs 

on the different organizations behind the firewall. A DMZ 

or neutral ground is a different organization added 

between an ensured network and an outer organization, 

to give an extra layer of safety. 

 

Gregory Hamel (2020) 

On the off chance that any staff part leaves the 

organization, all entrance advantages for that individual 

ought to be quickly taken out. Staff individuals ought to 

likewise be prepared against digital cheats in which 

touchy data might be given to aggressors acting like a 

reliable individual via telephone or email or through 

produce sites.  

The safe online business site is a unique cycle where new 

dangers crop up consistently. To hold client's trust in 

online business frameworks, appropriate arranging 

ought to be done to remain ensured against conceivable 

security dangers. To assemble a safe online business 

application, the following five security highlights should 

be incorporated, [Authentication, Integrity, Non-

Repudiation, Access control, Availability]. 

Abdelwahab.Aldukali. Ali. ALrawimi (2015) 

The investigation tries to incite the impact offers 

different variables like online security, assurance, site 

believability, and past after-deal insight on the 

expectation to buy on the web. A definite writing audit 

was done and a reasonable linkage of different variables 

has been drawn based on dig study, basic survey, and 

discoveries relationship that hypothesized in the past 

writing. The investigation presumes that online security 

frameworks, site believability, and past after-deals 

experience essentially impact the aim to buy on the web. 

The examination presumes that innovation headway and 

excitement for the accommodation of purchasers made 

this time generally ideal for E-Commerce and web 

business. Associations need to reorient their plans of 

action and rebuild their cycles to full-fill the buyers. It 

needs a change in outlook in innovation, structure, 

representative conduct, procedure, and generally plans 

of action of associations that are enjoyed E-Commerce. 

III. OBJECTIVE OF THE STUDY 

(Primary) 

 Study the Overview of E-commerce security. 
 Understand the purpose of Security in E-

commerce. 
 Identify and describe common Ecommerce 

threats and attacks. 
 Identify and assess major technologies and 

methods for securing Ecommerce 
communications. 

 Identify and assess major technologies for 
information assurance and protection of 
Ecommerce networks, servers and clients. 

 Understand the importance and scope of 
security Mechanism of Information system for 
E-commerce. 
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(secondary) 

 To make Cyber world safer, better managed and 

easy for the common man, E-commerce 

companies; 

 To look toward a next generation approach to 

security engineering by Research; 

 Safe and secure solution solutions in the 

payment method. 

IV. RESEARCH METHODOLOGY 

Population – 

The consumers of Gujarat State are taken as population 

of the research. 

(Population of Gujarat is taken because we live in 

Vadodara city of Gujarat so we can easily conduct collect 

data from the respondents and conduct our study with 

ease) 

Sampling Size – 

205 respondents from various districts of Gujarat are 

taken into consideration as a sample. 

(Districts covered will be Vadodara, Surat, Ahmedabad, 

Rajkot, Jamnagar, Junagadh, Porbandar) 

Sampling Method – 

Convenience sampling method 

(We have selected this method because it will be easy for 

us to contact people for data collection) 

Type of Study – 

Descriptive study 

(It is selected to describe and reveal the E-business 

perception on E-commerce security mechanism) 

Data Collection Sources – 

Questionnaire 

(With the help of questionnaire data collection is 

relatively cheap, quick and efficient) 

Statistical Analysis – 

Pie charts & Bar graph 

(This two statistical analysis are used to summarize large 

set of data in visual form) 

Statistical Methods & Tools – 

MS Excel 

(These tools are helpful to easily compile the 

descriptive statistics and parametric analysis) 

Data Collection Method – 

Primary – Questionnaire 

Secondary – Magazines, eBooks, journals, websites. 

(primary collection method in form of questionnaire is 

selected to get the data directly from consumers and 

secondary data collection methods are selected to get 

sufficient information for the research) 

V. DATA INTERPRETATION 

 

INTERPRETATION: In this survey there was total 106 

(100%) respondents, 91 (85.8%) people shop from E-

commerce websites once in a month. 4 (5.6%) people 

prefer offline shopping. 11 (8.6%) people shop once or 

twice in a week. 

 

INTERPRETATION: In this survey, out of 106 (100%) 

respondents, 90 (84.9%) people feel Amazon is the 

safest website. 70 (66%) people feel Flipkart is safe. 52 

(49.1%) people feel Myntra is safe. 24 (22.6%) people 

feel Snapdeal and Ajio got 31 (29.2%) people who thinks 

is the safest.  

 

INTERPRETATION: Out of 106 (100%) respondents, 38 

(35.8%) people slightly hesitate providing information 
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on an E-commerce website. 39 (37.7%) people strongly 

hesitate providing the information. 22 (20.8%) people 

decide first if they want to provide information or not. 

And same 7 (6.5%) people don’t care providing 

information. 

 

INTERPRETATION: Out of 106 (100%) respondents, 78 

(72.6%) people are very concerned about Cyber 

Security. 27 (26.4%) people are somewhat concerned 

about the Cyber Security constraint. 1 (1.9%) people are 

somewhat unconcerned about this fact. 

 

INTERPRETATION: Out of 106 (100%) respondents, 79 

(74.5%) people hesitate providing bank account 

information but they don’t have any option. Other 27 

(25.5%) people prefer Cash On Delivery system. 

 

INTERPRETATION: Out of 106 (100%) respondents, 55 

(51.9%) people thinks phishing attacks are the most 

common threat in E-commerce. 64 (60.4%) people 

thinks that hacking is the most common threat. 65 

(61.3%) people thinks money thefts. 65 (61.3%) people 

thinks about Data Misuse. 53 (50%) people are 

concerned about Credit Card frauds, and rest of 57 

(53.8%) people thinks the most common threat is 

unprotected service. 

 

INTERPRETATION: Out of 106 (100%) respondents, 94 

(88.7%) people use special characters in their password 

and rest of 12 (11.3%) people use easy password. 

 

INTERPRETATION: Out of 106 (100%) respondents, 72 

(69.7%) people thinks Firewalls are the best security 

tools. 62 (58.5%) people thinks Digital certificates. 77 

(72.6%) people think Biometric is best. 71 (67%) people 

thinks SSL certificate is good. 47 (44.3%) people think 

Encryption software and other 44 (41.5%) people think 

Public key infrastructure is best. 

 
 
INTERPRETATION: Out of 106 (100%) respondents, 87 

(82.1%) people prefer privacy the most and rest 19 

(17.9%) people prefer convenience.  

 
 

INTERPRETATION: Out of 106 (100%) respondents, 74 

(67.9%) people agree that the websites are misleading 

their privacy. 26 (24.5%) people are neutral about the 

privacy constraint. 5 (4.6%) people disagree about this 

fact and other 2 (3.8%) people having their opinion. 
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INTERPRETATION: Out of 106 (100%) respondents, 82 

(77.4%) people thinks security patch level of ecommerce 

website should be updated every month. 14 (13.2%) 

people thinks security patch level of ecommerce website 

should be updated every week. 5 (4.7%) people thinks 

security patch level of ecommerce website should be 

updated every 3 months. 2 (1.9%) people thinks security 

patch level of ecommerce website should be updated 

every 6 months. 3 (2.8%) people thinks security patch 

level of ecommerce website should be updated every 

year. 

 

INTERPRETATION: Out of 106 (100%) respondents, 40 

(37.7%) people thinks Debit Card is safest. 84 (67%) 

people thinks Cash On Delivery is the great option. 71 

(67%) people thinks BHIM UPI is the safest. 17 (16%) 

people thinks about Credit Card and rest of 24 (22.6%) 

people feels Net Banking is safest. 

VI. CONCLUSIONS 

It very well may be finished up from the above report 

that the electronic trade protection measures have 

gotten perhaps the most basic parts of the web-based 

business framework. The web-based business 

framework grew quickly because of the huge 

improvement in software engineering innovation and 

web innovation. The accessibility of the web all through 

the globe made the idea of the online business 

framework mainstream.  

In this module, you have been acquainted with the 

fundamental security system required in internet 

business. This incorporates encryption and decoding 

methods, intends to give validation, accreditation 

message uprightness, and information security. The 

strategies and innovations engaged with web-based 

business security are regularly obscure and require the 

ability of a trained professional. Business faculty liable 

for applying online business for their organizations, 

notwithstanding, ought to in any event have a 

fundamental handle of the strategies and methods and, 

specifically, be touchy to the necessities of safety when 

planning web-based business measures. In the following 

module, we will inspect the essential advances utilized in 

the web-based business. 
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