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 Abstract: This paper presents a novel traffic classification 
scheme, when few training data are available to upgrade 
classification performance. In the proposed scheme, the 
discredited statistical features are reported by traffic flows 
and designed the flow correlation information. In a classifier 
combination framework we resolved the traffic classification 
and performance benefit is theoretically evaluated. A new 
traffic classification method is used to predict the Naïve Bayes 
(NB) correlated flows of prediction. Prediction error sensitivity 
of the aggregation strategies are analyzed at present. To 
evaluate the proposed scheme of real world traffic dataset in 
large scale, a large number of experiments are carried out. The 
final implementation results show that the proposed scheme 
have better performance than existing method. It is useful to 
prevent various network security problems such as lawful 
interception and intrusion detection. Traffic classification also 
important to maintain quality of service. 

Key Words: Binary classifier, SVM, C4.5 algorithm, Naive 
Bayes. 

1. INTRODUCTION  

A network intrusion detection system (NIDS) is an intrusion 
detection system technique which used to detect malicious 
activity such as denial of service attacks; port scans or even 
attempts to crack into computers by monitoring network 
traffic. The NIDS tries to find suspicious patterns by reading 
all incoming packets. For example, one could assume that 
there is someone conducting a port scan of some of the 
computer(s) in the network a large number of TCP 
connection requests to a different ports are observed. 

1.1 ABOUT THE PROJECT 

 To examine the system from any abnormal behavior 
and recognize possible attacks in the system. 

 To detect failure services and intruders,the system 
is designed. 

 To operable in any operating system we are using 
Java language. 

 To capture the packets on the network, WinPCap is 
used. 

 The aim of the system is to detect all types of 
computers malicious usages. The intruder detection 
and the reporting failure helps admin teams to keep 
the system safe.  

1.2 NETWORK INTRUSION DETECTION SYSTEM 

Like an ordinary intrusion detection systems, NIDS tries to 
detect incoming shell codes in the same manner. A NIDS is 
not only limited to detect incoming network traffic but also 
able to detect valuable information about an ongoing 
intrusion i.e.(outgoing or local traffic as well). Some of the 
attacks might detect from the network segment, and hence 
not considered as incoming traffic at all. For example 
crackers used computers can update some firewalls' 
blacklist with the IP addresses. Definite DISA documentation, 
such as the Network STIG, uses the term NID which is used 
to distinguish an internal IDS technique from its outward-
facing counterpart. In a network-based system, we can 
examine the individual packets flowing through a network. 
The NIDS can determine the malicious packets which are 
designed by a firewall’s simplistic filtering rules. The activity 
on each individual computer or host can be identified by 
host based IDS. 

2. EXISTING SYSTEM 

 The main aim of intruders is to undertaking the 
system and damage the functionality of the client. 

 For that, in particular network the intruder will 
intrude the Virus program into the system. 

 To detect the virus and make system to work well, 
we have too many software’s. They are used to 
detect virus or web bots.. 

 But now using signature, intruders sometimes will 
destroy the network of the system. 

  For building a secure information system, firewalls 
or authentication systems is no longer sufficient. 
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 Nowadays, most of intrusion detection systems rely 
on handcrafted signatures like anti-viruses that 
have to be updated continuously in order to be 
effective against new attacks.  

 Instead of relying on this signature based approach 
there is a need now to focus on the detection of 
unknown intrusions, which has led to another 
approach of detecting anomalies on the network 
based IDS.  

3. PROPOSED SYSTEM 

 We are going to design and perform both Signature 
Based IDS (known intrusion)and Anomaly Based 
IDS (unknown intrusion). 

 Here we will design a system which detects the 
signatures with unknown intrusions. 

 Usually the signatures are attached in the Packet 
and are sent to the client system to destroy the 
systems. 

 Now we are using the snort rules to find out these 
signatures. 

 To create Snort rules, information about these 
signatures are necessary. 

 Snort's detection system depends on rules.  

 We can check various parts of a data packet using 
snort rules. These rules are based on intruder 
signatures. 

 We are using Boyer-Moore Algorithm for the 
comparison of the content. 

 The packets will be capture using winpcap and 
Jpcap softwares. 

 To activate the SMTP and POP3 protocols, we will 
be using James Server. 

 Finally we will generate a report for all the 
protocols which are running. Log files will be 
generated.  
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Figs 3.1 BLOCK DIAGRAM 

 4. SYSTEM REQUIREMNETS 

 Using an ensemble of binary classifiers 
simulataneously with feature selection and 
multiboosting a new data-mining based IDS 
technique can be performed. 

 Our model applies a new ensemble approach based 
on ,the accurate binary classifiers which then 
combines each binary classifier’s decisions for the 
same input and for a given input it decides which 
class is most suitable.  

 By other binary classifiers’ decision the potential 
bias of certain binary classifier could be alleviated 
during this process. 

HARDWARE SPECIFICATION  

 2.2 GHz or Higher CPU 

 80 GB Hard disk Drive 

 1 GB RAM 

 1024 x 768 VGA Display 
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 Standard Keyboard, Mouse 

 SOFTWARE SPECIFICATION  

 Language : Java, Servlet  

 Framework : MVC II  

 Build Tool : Apache Ant 1.7.0 

 Web Server : Apache Tomcat 5.5 

 Database : My SQL 5.0 

  Package : Winpcap 

5. MODULES 

The application is divided into 4 modules 

1. Analyze the dataset 

 We represent a dataset in tabular form, which 
represents a collection of data’s. A particular variable is 
represented by each column. Given member of a dataset 
in question is represented by each row. Each value of 
variables, such as height and weight of an object of 
random numbers are listed. Each value is called as a 
datum. Dataset consists of data for one or more 
members, which corresponds to number of rows.  

2. Pre-processing. 

Network packets are received in this module and 
attributes are extracted using WinPcap and JPCap. In the 
field of information technology, a packet is a formatted 
unit of data, which carried out by a packet mode of 
computer network. Consider a packet as a letter, 
envelope is like a header and whatever the person puts 
inside the envelope is data area. 

3. Data mining using binary classifier (C4.5 
algorithm) 

The training samples are derived by considering all 
classes other than the current class as other using binary 
classifiers, e.g., Cnormal will examine two classes: 
normal and other. In order to identify relevant features 
for each binary classifier, select different features for 
different classes by applying the information gain or 
gain ratio. The information gain or gain ratio will return 
all the features which consists of more information for 
separating the current class from all other classes. 

4. Multiboosting 

With the theory of bias-variance decomposition, the 
effect of combining different classifiers can be 
explained. Bias denotes error due to learning algorithm. 

Whereas variance refers an error due to learned model. 
Sum of bias and variance gives the total expected error. 

 6. CONCLUSIONS 

In this paper, we propose a new data-mining based 
approach by aggregating multi boosting and an 
ensemble of binary classifier. In the first developing 
world computers are really considered as a great boon 
to humanity. Complicated problems can be solved by 
computers easily. The project entitled “A new data 
mining based approach for intrusion detection” is very 
much useful to the user facing problems. 

This approach consists of three major functions: 

 By applying different features for different types of 
attacks, accurate binary classifiers are generated. 

 For removing bias a new ensemble approach of the 
binary classifiers are needed.  

 For reducing both bias and variance multiboosting 
are applied.. 

 To facilitate tedious task of manager easier and Compact, 
the softwares are serving as a tool. 

 The software is to reduce the strain, in which  the concern 
travels to take. 

7. REFERENCES 

 A.K. Ghosh, A. Schwartbard, and M. Schatz, 
“Learning program behaviour profiles for intrusion 
detection “, proc. of first USENIX Workshop based 
on intrusion detection and network monitoring 
approach , santa clara ,CA ,April ,1999,pp. 51-62. 

 W.Lee and S.J.Stolfo, K.W.Mok” data mining 
framework for building intrusion detection models”, 
Proc. of the 1999 IEEE Symp. 

 

 


