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Abstract - With the increasing user need the data is
increasing day by day. Hence to store and manage such huge
data the big databases like Oracle, MongoDB, NoSQL, etc can
be used. NoSQL is the most widely used among all. Although
some companies prefer to use relational databases depending
on data being stored. It is very much necessary to secure such
huge data from various threats with proper methods. This
paper focuses on various issues related to databases and
various solutions to protect data from such threats.
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Motivation: In today’s world, security is the most
important concern. With the increasing data and crime it is
becoming more and more difficult to manage security of
data. The data if misused can result in many drawbacks. A
person’s money can be withdrawal by a hacker, of which
bank is unknown resulting in loss of customer’s money. A
hacker can misuse private information of a person. A hacker
can also destroy any organization, if security is not managed
properly. Hence proper security of data is the important
factor to be concerned.

1. INTRODUCTION

Nowadays, with the increasing population and technology
the demand for data storage and retrieval is increasing day
by day. Organizations even keep backup of their data for use,
if current data is lost due to some problem. Thus data is
increasing day by day, as data is the most important aspect
of todays world. For storage of unstructured data NoSQL
database can be used. NoSQL database systems provide real
time performance while managing huge data. The data
structures used by NoSQL are different than those used by
the relational databases. If the data is changing over time,
NoSQL is best choice to be used. However security of data is
the most important concern.

NoSQL database are at evolutionary stage, unlike relational
databases. The attack vectors for NoSQL are not well
mapped out. There is a high possibility that new attack

vectors will emerge on NoSQL [1]. To overcome this problem
researchers are coming with new ways. The best practice to
secure data can be, firstly access the privacy information
security and prepare security evaluation architecture to
analyze security evaluation index. Then encrypt network
privacy information. After encryption implement security
management by verifying the user by calculating the trust
value. Thus data can be secured. This method proves to be
best as compared to the traditional method. However this
method take long security protection time and has low
efficiency. Thus more research needs to be carried out
regarding the security.

2. LITERATURE SURVEY

Table -1: literature survey
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4. CONCLUSION

In summary, after the study of various methods and
algorithms we find that data encryption and verification can
be used for secure data management, but still the research
has some shortcomings. Hence there is need for more
research to be carried out for security of data.
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