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Abstract - Data security is the process of protecting
information and data systems from malicious access, use,
disclosure, disruption, alteration or destruction. Visual
cryptography encrypts the secret image into a visual image
form by hiding the secret image with a cover image. Recent
years, apart from the academic and institutional information
security, Military information security is very important. In the
system main focus is on applying Visual Cryptography on
colour image. So Half tone method was used. The system give
more importance to the date on which Visual Cryptography
will be applied. The system to hide a secure data first
steganography technique used will be based on Vedic Numeric
Code in which coding is based on tongue position. In vedic
numeric coding English alphabets are assigned for the vedic
numbers to convert the secret numbers into alphabets. Then
the stenographed image will be used as the input to the Visual
Cryptography. The method enables more security provided to
the data. By achieving the system it can also prove better
Correlation, Universal Quality Index(UQI) and Structural
Similarity(SSIM) factors.
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1. INTRODUCTION

Visual Cryptography is first proposed by Naor and
Shamir in 1994. Visual cryptography is related to the secret
holding mechanism which protects the secret data from
unauthorized users. VC divides the secret image data into
binary images into many shares and each shares alone
cannot reveal any information about the data. Therefore only
the user having complete shares can access the information.
VC is the new era of methodology in the privacy security of
the confidential data’s including medical data, military codes,
bank details etc. The shares of secret images are
superimposed to get the original image data. Various
methods are generated every year to give the accurate data
after the VC operations. Main target of accepting various
method is depended upon the handling of visual quality and
security. Ordinary cryptography method uses public key,
private keys etc. In case of visual cryptography the concept
of key becomes secret image, target image, cover image etc.
Here the key concepts are not used. Here, the paper
describes about the military grid reference system. Here the
area will be divided into many grids, and MGRS is used to

specify these locations which is divided into different grids.
Grids are divided as squares. When the image is converted
into n shares in VC, at the end process of the process the n
shares should be stacked completely to get the secret image.
But in case of (k, n) method only k number of shares from
total n shares can be joined to regenerate the secret image.
In a (k, n) visual cryptography method at least k number of
suitable shares should be used to get the secretimage, where
k<n. the accurate data after the VC operations. Main target of
accepting various method is depended upon the handling of
visual quality and security. Ordinary cryptography method
uses public key, private keys etc. In case of visual
cryptography the concept of key becomes secret image,
target image, cover image etc. Here the key concepts are not
used. Here, the paper describes about the military grid
reference system. Here the area will be divided into many
grids, and MGRS is used to specify these locations which is
divided into different grids. Grids are divided as squares.
When the image is converted into n shares in VC, at the end
process of the process the n shares should be stacked
completely to get the secret image. But in case of (k, n)
method only k number of shares from total n shares can be
joined to regenerate the secret image. In a (k, n) visual
cryptography method at least k number of suitable shares
should be used to get the secretimage, where k<n. According
to the (k, n) method the secretimage is divided into n shares
and only efficient k shares is required to recreate the secret
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Fig.1.: Example (2, 2) visual cryptography
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Here the secret image is divided into 2 and they are
hidden with a cover image. Again these cover image is
combined in the receiver side, then the original image is
extracted from it. In a (k,n) visual cryptography a k number
of shares from the complete shares are rejoined to get the
original secret image. DBS, Vedic numeric coding, halftoning
with error diffusion are the emerging methods in visual
cryptography. DBS, Vedic numeric coding, halftoning with
error diffusion are the emerging methods in visual
cryptography. Another main method for the halftoning is
error diffusion. The term error diffusion is the main master
plan for the error diffusion. Because error diffusion filters
the errors and distribute that errors by balancing their value.
Therefore every pixel in the image will be carrying similar
amount of errors, then the visibility of the image will be
more natural. The emerging methods in cryptography is
Honey pot method, Quantum key distribution etc.

2. LITERATURE SURVEY

A large amount of data is being transmitted and
exchanged over the internet every day. However, it is noted
that data transmitted over internet or stored in internet
servers may be captured by the attackers if the data are not
encrypted by good algorithms. Therefore, information
security is one of the most important task in the field of
modern computerized networks. Visual secret sharing (VSS)
is one such scheme which can be used to handle the
situation[1]. Visual Cryptography was developed by Noar
and Shamir [1]. Halftone Visual Cryptography scheme
produce halftone shares taking meaningful visual
information which reduces the suspicion of intruders [1].
Halftoning is a representation technique to transform the
original continuous tone digital image into a binary image
consisting only of 1’s and 0’s.[9] According to the scheme,
first of all a halftone image obtained by applying any
halftoning technique such as the Floyd or Jarvis error
diffusion algorithm[1]. .This is efficient algorithm for
halftoning gray scale image. The quantization error at each
pixel is filtered and fed back to a set of future input
samples[9]. Fig.2. shows a binary error diffusion diagram
where f(m, n)represents the (m, n) pixel of the input
grayscale image, d(m, n) is the sum of the input pixel value
and the diffused past errors, and g(m, n) is the output
quantized pixel value[9]. Encryption process construct the
meaningful shares using both input halftone image and
halftone secret image by applying basic
visual(2,2)scheme[9]. The information of secret image is
encoded into halftone image I and inverse of halftone image
I’ .To encode a secret pixel p into a Q1xQ2 halftone cell in
each of the two shares, only two pixels, referred to as the
secret information pixels, in each halftone cell need to be
modified. The two secret information pixels should be at the
same positions in two shares. However, as long as their
locations are independent of the secret information
construction. It satisfies the security condition.
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Fig.2. Error Diffusion block diagram

The simplest method to select the locations of the
secret information pixels in halftone images is random
selection [9]. Decryption Process the embedded secret is
reconstructed from the shares. Shares obtained in phase 2
are stacked on each other. After the shares are
superimposed, the meaningful information disappears and
the secret is recovered [9]. Among many methods, the
quality of the halftone image produced by DBS is the best
and it has been extended to various printer models, different
HVS models, color halftoning, screen design, and clustered
dots [11]. The reason that DBS can generate halftone images
of the best quality is that it seeks to minimize the total
squared perceived error while algorithms in point and
neighborhood processes are mostly heuristic. The search ofa
solution for DBS involves two operations: toggle and swap.
The toggle operation finds one of the binary states for each
pixel to minimize the squared error while the swap
operation tries to switch two pixels of opposite states for the
same purpose[11]. DBS tries to minimize the mean squares
perceptually filtered error between the continuous-tone
image and output halftone image, and it is the most
computationally efficient as an iterative process. In addition
to significantly better halftone quality, DBS has a more
attracting aspect of high flexibility[20]. Color tagged secret
sharing scheme shares a tag secrets in the shares and
reconstructs the tag secret by folding them[17]. Secrets and
the tagged secrets are halftoned resulting in the halftoned
secret and tagged secret. Three color channels Red, Green
and Blue channels are processed separately for the
generation of shares[17]. Traditional schemes used OR
operation for decoding the secret. Even though OR operation
offered computation free decoding, the visual quality of the
recovered image was poor. So to enhance the visual quality
use of XOR operation for decoding were proposed by Ching-
Nung Yang and Dao-ShunWang [14].
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Fig.3. Tagged secret stamping process
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Fig.4. Tagged secret reconstruction process

Increased visually quality of cover images results in
stronger security. In the paper these drawbacks are
considered and two halftoning techniques Error Diffusion
and Direct Binary Search(DBS) is implemented modified and
compared for betterment. The method can be implemented
for national security. Military Grid Reference System(MGRS)
is taken has a reference but can be extended to any system
which requires security[1].

3. METHODOLOGY

Military data sets are different types of codes which
is not easy to read. Highly confidential data’s about the
security systems of the country and other important rout
map details are transferred in each seconds by the military
agencies. Therefore, security of the data is important at
every time. Military data’s including alphabetical codes are
considered here including the digits also.

NORTHTWENTYFIVEMETERSANDSOUTHFI
FTYMETERSWITHASTRONGMUDAREABEHI
NDSUNDARBANSRIVER

Above military data is to be sent to the required
agencies. Here the military grid reference system is taken as
a reference also can be extended to other security systems.
Before entering the visual cryptography stage, the grid code

is to be hidden and converted to the form of an image. Above

secret code is firstly converted to its corresponding Vedic
numbers.
Vedic Numeric Coding

The code conversion into image is an ordinary
method which can be easily attacked and read. Therefore, an
intermediate step is added in between the text to image
conversion. The text data is applied for a vedic numeric
coding process and then it is converted to an image data.
Vedic numeric coding is discovered from Indian history.
Vedic numeric coding converts each letter or digit of the
code into a vedic number. The conversion takes place after
some continuous steps, which gives more security and will
be difficult to attack the data.

55587895 819571549576 6390915445
5495547893 12554693 589295816390
63 9576 45 54 9554 78 93

Above table gives the corresponding values for each
alphabets in the vedic numeric coding algorithm. In the next
step the four bit binary values of each digits are taken as
shown in the table below.

10111100 11100101 10101010 11111111
01010101 10110001 001000011 10101010
11111111 01010101 10101111 11001100
1010101110110111100100011001011011111
0001001001100110010100110011000110011
00101011010101010110010010011110

Four bit binary values for each digit is pointed
above. Then the alphabets for each binary number is taken
and a meaningful sentence is written starting with the secret
code letter. The next step for the process is converting each
letter into a meaningful sentence as given below.

I}I}I}f//iih) D@l/lf‘l\ﬂtﬂll I}I}ﬂlﬁ\ 0010
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Everywhers

Visual cryptography

While entering into the visual cryptography stage,
the data above is converted into an image form. In case of the
form of data is only texts, the image format can be a grey
scale image or a black and white image. Otherwise a
coloured image should be converted into its corresponding
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range of colors in case of halftoning process. Military grid
data will be in a grey type image.

Encryption

Visual cryptography require binary images to
continue the different algorithms to work on the image.
Therefore the secret image should be converted into
different shares by using any of the methods including (2,2)
to n share method, (k, n) share method. Here halftoning is
using for the further operations on the image data. There are
mainly two divisions in the types of halftoning, one is error
diffusion and other one is DBS(Direct Binary Search)
method, which is a searching algorithm to identify the exact
matching for the perfect image. Here DBS is used for data
processing. Because of the pixel comparisons taking place in
DBS method, the secret image shares are converted into a
halftoned image, which means that before applying any one
of the process error diffusion or DBS the image should
halftoned. Halftoning of the image converts the image into a
combination of only black and white pixels. In case of colour
images the pixels of the image will be included in any of the
three groups including blue green and red also known as
RGB colors. The figure below give the exact picture of a
halftoned image. In case of DBS the secret shares are taken
each one, and each pixels are toggled and swapped
repeatedly. At each step of repetition it checks whether the
toggled share is much clear than the early phase. The
iteration is continued at a particular number of times. And at
last the most improved share is taken to stack the image.

Fig .5. Halftoned image

After converting the image into a halftoned image
pixel calculation will be easier. The image will be visually in
the form of arrangement of visible pixels.

Encrypted
share 1

Seczet [ Halftoning i Visnal

imaz cryptagraphy

Encrypied
shars 2

Encrypted
— shar=k

Fig.6.Encryption block diagram

(k, n) shares

In a (k, n) share method a secret image is obtained
by combing k number of share images from a total of n
images. But also the condition is to select only the required
shares and combine them, then only the secret image will be
revealed.

Decryption

Decryption is almost same in all visual
cryptography. Because the shares generated by various
methods are finally superimposed/stacked into an image in
the stage of decryption. Here is the small representation of
decryption process in the below figure.

ENCRYPTED
SHARE | OR

DECRYPTED
¥ DacE

EMCRIETED,,
SHARE 1

Fig.7. Decryption block diagram

Proposed method: Enhanced Direct Binary Search

Secret data is converted into an image form. and the
image subjected to a halftoning process , now the image is
converted as different shares. Now a handset of various
shares of the image is in the box. Now the data is subjecting
to ultra super algorithm known as Enhanced Direct Binary
Search (EDBS). Direct Binary Search uses toggle and swap
method. In case EDBS an optimal threshold method is also
used along with the direct binary search. Detailed figure
about the algorithm is given below.
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Fig. 8. Proposed method using EDBS

Black and white image is subject for sharing process
and is converted as different shares. The shares are again
classified into black plane and white plane according to the
values assigned for the black and white colors. After that,
thresholding is done using OSTU on each plane and again the
black and white planes are classified more strictly by exact
comparison. Then the shares are subjected to DBS process
including toggle and swap techniques. Each shares are taken
and examine the quality and improvement of the image after
DBS process. At each step the result is obtained for each
shares. Again after the DBS process the resultant share are
divided into two components as halftoned black plane and
halftoned white plane. And the two components are joined to
get the final halftoned image.

4. CONCLUSIONS

Visual cryptography encrypts the secret image by
converting it into different shares. For providing advanced
security for the confidential data of the military agencies a
wide range of algorithms is to be developed. But according to
the modern generation skills any standard algorithm
developed by the designers are hacked by the attackers.
Therefore, to make them confused and to make a twistin the
standard algorithms will help to set the data without an
attack fear. Here the standard algorithm naming halftoning
process is using after changing the total look of original data.

Here the newly launched method named Vedic numeric
coding is using to change the form of the data into another
totally different appearance. Therefore when the attackers
can attack the halftoned data, but the form of the data will
not be understandable. The situation can provide more
relaxation for the security providers in getting much time to
safe the data. The standard algorithm halftoning includes
two major steps naming error diffusion and direct binary
searching. Enhanced direct binary search is the emerging
function, which can give halftoning much accuracy.
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