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Abstract i- iDigital iproduct ireviews iare inow iplaying ia 

icrucial irole iin iconsumer ipurchasing idecisions. iA ihigh 

iproportion iof ipositive ireviews iwill ibring isignificant igrowth iin 

irevenue, iwhile inegative ireviews iwill iresult iin iloss iof isales. 

iDriven iby ithe ihuge ifinancial igain, iby iposting ifalse iand ibiased 

ionline ireviews, imost ispammers itry ito ipromote itheir iproducts 

ior idemote ithe iproducts iof itheir icompetitors. iThrough 

iregistering iaccounts inumbers ior ireleasing itasks ion icrowd 

isourcing isites, imost iindividual ispammers icould ibe 

icoordinated ias ispammer iteams ito iexploit ithe iproduct ireviews 

itogether iand icould ibe imore iharmful. iExisting iwork ion 

ispammer igroup iidentification iextracts ispammer igroup 

icandidates ifrom ireview idata iand iuses iunsupervised ispam 

irating imethods ito iclassify iactual ispammer igroups. iActually, 

iaccording ito iprevious iresearch, iit iis ieasier ithan ione iexpects ito 

imark ia ismall inumber iof ispammer iclasses, ibut ifew imethods 

itry ito imake igood iuse iof ithese iessential imarked iinformation. 

iIn ithis itask, iwe ipropose ito idetect ispammer igroups ia ipartially 

isupervised ilearning isystem i(PSGD). iPSGD iuses iPositive 

iUnlabeled iLearning i(PU-Learning) ito itest ia iclassifier ias ia 

ipositive ispammer igroup idetector i(labeled ispammer igroups) 

iand iunlabeled iinstances i(unlabeled igroups) iby ilabeling 

icertain ispammer igroups ias ineutral iinstances. iIn iparticular, iin 

iterms iof ipositive iinstances iand idistinguishing ifeatures, iwe 

iextract iconsistent inegative icollection. iBy icombining ithe 

ipositive iinstances, iextracted inegative iinstances, iand 

iunlabeled iinstances, iwe itransform ithe iPU-Learning iproblem 

iinto ithe iwell-known isemi-supervised ilearning iproblem, iand 

ithen iuse ithe iNaive iBayesian imodel iand iEM ialgorithm ito itrain 

ia ispammer igroup idetection iclassifier. iAmazon.cn ireal-life 

iexperiments ishow ithat ithe iproposed iPSGD iis isuccessful iand 

ioutperforms istate-of i- ithe-art imethods ifor iteam iidentification 

iof ispammers. 

1.INTRODUCTION i 
 

Online iproduct ireviews iare ibecoming 

iincreasingly iimportant iin ie-commerce isites, ias 

iconsumers i' ipurchasing idecisions iare istrongly 

iinfluenced iby ithese ireviews. iBecause iof ifinancial 

iincentives, imost iimpotents iseek ito imanipulate ithe 

iprocesses iand icustomers iby ipublishing iskewed iratings 

iand ireviews ito ipromote itheir iproducts ior idemote itheir 

irival iproducts. iThese iimposters, ialso iknown ias iReview 

iSpammers ior iOpinion iSpammers, iare ibecoming imore 

iand imore iharmful ias icrowd isourcing itasks imay 

icoordinate ithem. iBecause ithere iare imany iaccounts, 

iwith ilittle iabnormal ibehavior, ithe icoordinated 

ispammers, icalled iSpammer iGroup, imay itake ifull 

icontrol iof ithe ifeeling ion itheir itarget iitems. iAlthough 

ithere ihas ibeen ia ilot iof ieffort ito imonitor ispam iand 

iidentify iindividual ispammers, ithe ispammer 

icommunity iidentification ihas ireceived ilimited 

iattention. iGenerally ispeaking, isince ithere iare itypically 

ino iclassified iinstances i(groups), imost iof ithe iexisting 

iwork iwill ifirst ifind ispammer igroup icandidates iand 

ithen iuse iunsupervised iranking imethods ito idistinguish 

ireal ispammer iclasses ifrom ithese icandidates. i 

iNevertheless, iaccording ito ithe iresearch iin, ito iobtain 
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isuch iclassified iinstances i(i.e., ilabeled ispammer igroups 

ior inon-spam igroups) iwe icould ieasily itag icertain 

igroups imanually. iIt iis iapparent ithat iit iwill igreatly 

iimprove ithe iaccuracy iof ispammer igroup iidentification 

iby icombining ithese iclassified iinstances iwith iother 

iunlabeled igroups. iA itypical iproblem iof ipartially 

isupervised ilearning iis ithe isimultaneous iuse iof imarked 

iand iunlabeled idata. iStrictly ispeaking, iaccording ito ithe 

iconstitution iof imarked idata, ithere iare itwo iforms iof 

ipartially isupervised ilearning. 

 Another icategory iis ithat ithe imarked 

iinformation iincludes iinstances iof iall iclasses i(e.g. ithis 

iproject icontains iboth ispammer iand inon-spammer 

igroups), icommonly ireferred ito ias isemi-supervised 

ilearning. iThe isecond itype iis ithat ionly ipositive 

iinstances i(e.g. ispammer igroups) iare ifound iin ithe 

imarked iinformation iand iwe ineed ito ilearn ifrom 

ipositive iand iunlabeled iinstances. iIn ithis iventure, iwe 

icall iPositive iUnlabeled iLearning ithe isecond iform iof 

ipartially isupervised ilearning i(PU-Learning ifor ishort, 

iwhere iP iand iU istand ifor ipositive iand iunlabeled 

iinstances, irespectively). iBecause ilabeling ispammer 

igroups iis imuch isimpler ithan ilabeling inon-spammer 

igroups, iwe ifollow iPU-Learning ias ithe ikey itechnique 

ifor idetecting ispammer igroups iwithout iany inon-

spammer igroups ibeing imarked. iWe iare iproposing ia 

iPartially iSupervised iLearning iGroup iDetection i(PSGD) 

iframework iin ithis iproject. iLike imost iexisting imethods 

iof ispammer igroup idetection, iwe iuse ifrequent iitem 

imining i(FIM) ito iextract icandidates ifrom ithe ispammer 

icommunity iand ithen iuse iPU-Learning ito iidentify 

iactual ispammer igroups ifrom ithese icandidates. 

 Specifically, iwe itag ias ipositive iinstances ithose 

ispammer igroups ifrom ithe iidentified igroup icandidates 

imanually. iInstead, isupervised iby ithese ipositive 

iinstances, ian ialgorithm iis iprogrammed ito 

iautomatically iextract iconsistent inegative iset i(RN) 

iconsisting iof ionly inon-spammer iclasses. iCombine ithe 

ipositive iand inegative icases, itransform ithe iPU-Learning 

iproblem iinto ithe iwell-known isemi-supervised ilearning 

iproblem, ithen iuse ithe iNaive iBayesian imethod iand ithe 

iExpectation iMaximization i(EM) ialgorithm ito itrain ia 

iclassifier ito iidentify ispammer iclasses. iOur iprevious 

iwork ihas iproposed ia isemi-supervised imethod iof 

ilearning ito idetect ispammer igroups iusing iNaive 

iBayesian imodel iand iEM ialgorithm, iinvolving iboth 

imarked ispammer igroups iand inon-spammer igroups. 

2. iExisting iSystem 
 
E-commerce ihas ibecome ia isignificant ireview imarket. iThere 

iare isites idedicated ito ithe itest. iYelp, ito iname ia ifew, 

iamazon.com. iThe iproblem iof ifake ireviews ialso icame iinto 

ithe ipicture ialong iwith ithe ivalue iof ithe ifeedback. iIn ithe 

icomments, iincredible itrends ican ibe inoted. i(i) iIn ithe ireview 

imaterial, imost ireviewers ishare ithe icommon iword. i(ii) iThe 

imajority iof iviews iare icontrary ito ithe igovernment. i(iii) iThe 

itime iof ipublication iof ithe isummary iis ialso izero. iWe iall iseem 

isincere iindividually, ibut ithe istudy imakes iit iclear ithat ithey 

iare inot. iThose icomments iobviously itook ifull icontrol iof ithe 

iproduct's iemotions. iThere iare imany iinstances iin iwhich 

ipeople ipost iincorrect icomments iabout icertain iitems 

iwhether iindividually ior iin ia igroup. iThese ipeople iare 

isometimes ipaid ivery iwell. iCertain iforms iof ispam ireview ican 

ibe icommonly icategorized ias ipositive iand inegative ifeedback. 

iPositive ispam ireviews itend ito isupport ithe ibusiness iwith 

igoods ithey iadvertise. iThis ialso iincreases ithe ibrand 

icompany's iprofit. 

 The ilatter iseek ito imalign ithe iimage iof ithe iproduct 

iin iorder ito ilimit ithe iselling iof ithe iitem. iThe iresult iis iworse iif 

ifor ia igood iproduct ia inegative ispam ireview iis iwritten iand 

ifor ia ibad iproduct ia ipositive ispam ireview iis iwritten. iBoth iof 

ithese inegative ireviews iare idetrimental iin iboth irespects 

ibecause ithey ifully icapture iconsumer iemotions, iimpacting 
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ithe iproduct's isale. iTo iprovide iconsumers iwith itrue ibusiness 

iexperience, ithese iforms iof ifeedback ishould ibe iidentified 

iand iremoved. 

DISADVANTAGES iOF iEXISTING iSYSTEM 

 Imposters itry ito igame isystems iand icustomers 

iwith iskewed iratings iand ireviews ito ipromote 

itheir iproducts ior idemote ithe iproducts iof itheir 

irivals. 

 A ihigh iproportion iof ipositive ireviews iwill 

bring isignificant igrowth iin irevenue, iwhile inegative ireviews 

iwill iresult iin iloss iof isales. 
 

3. iPROPOSED iSYSTEM 
 i i i i 
 i i i iA imodel ibased ion ispammer igroup idetection i(PSGD) 

ibased ion ipartially isupervised ilearning. iLike imost iexisting 

imethods iof ispammer igroup idetection, iwe iuse ifrequent iitem 

imining i(FIM) ito iextract icandidates ifrom ithe ispammer 

icommunity iand ithen iuse iPU-Learning ito iidentify iactual 

ispammer igroups ifrom ithese icandidates. iSpecifically, iwe 

imark ias ipositive iinstances ithose ispammer igroups ifrom ithe 

iidentified icommunity icandidates imanually. iInstead, 

isupervised iby ithese ipositive iinstances, ian ialgorithm iis 

iprogrammed ito iautomatically iextract iconsistent inegative 

iset i(RN) iconsisting iof ionly inon-spammer iclasses. iCombine 

ithe ipositive iand inegative icases, itransform ithe iPU-Learning 

iproblem iinto ithe iwell-known isemi-supervised ilearning 

iproblem, ithen iuse ithe iNaive iBayesian imodel iand 

iExpectation iMaximization i(EM) ialgorithm ito itrain ia 

iclassifier ito idetect ispammer iclasses. iOur iprevious iwork ihas 

iproposed ia isemi-supervised imethod iof ilearning ito iidentify 

ispammer igroups iusing iNaive iBayesian imodel iand iEM 

ialgorithm, iinvolving iboth imarked ispammer igroups iand 

inon-spammer igroups. iIn icomparison ito iprevious iwork, iin 

ithis iproject, iwe iconcentrate ion idetecting ionly imarked 

ispammer iclasses. iOur ikey icontributions iare isummarized ias 

ifollows: 

 

1) We iare iproposing iPSGD, ia ipartly isupervised 

imethod iof ilearning ito idetect ispammer ifeedback. 

iSpecifically, ifrom ithe imarked iand iunlabeled 

iinstances, iwe ijust itag icertain ispammer iclasses ias 

ipositive iinstances iand ilearn ia iclassifier. iThis iis ithe 

ifirst itime ithat iPU-Learning iis iapplied ito ispammer 

igroup iidentification ito ithe ibest iof iour iknowledge. 

2) We ibuild ia irobust inegative iset i(RN) iextraction 

ialgorithm ithat idefines ia icharacteristic istrength 

ifunction ito icalculate ithe idiscriminative ipower iof 

igroup icharacteristics, iand ithen iiteratively iextracts 

iinstances iwith ihigh idiscriminative icharacteristics 

ifrom iunlabeled iinstances iset ito iget iRN. iThe iPU-

Learning iproblem ican ibe itranslated iinto ithe iwell-

known isemi-supervised ilearning iproblem iby 

iadding ithe ipositive iinstances iand ithe iextracted 

inegative iinstances, iso imany imature imethods ilike 

ithe iNaive iBayesian imodel iand ithe iEM ialgorithm 

ican ibe iapplied ito iconstruct ithe iclassifier. 

3) We iare iperforming idetailed itests ion ia ireal-life idata 

iset iobtained ifrom iAmazon.cn. iWe iare iproposing 

itwo inew igroup ifeatures iand ichecking itheir ieffect ito 

iimprove idetection iefficiency. iIn iview iof iPSGD's 

ioverall iperformance, iwe ialso ievaluate ithe iinfluence 

iof iunlabeled idata's iweighting ifactor iand iassess ithe 

ieffectiveness iof iour iproposed iRN iextraction 

ialgorithm. iThe iexperimental iresults ishow ithat 

iPSGD ican idetect ispammer igroups ieffectively iand 

ioutperform ithe istate-of i- ithe-art imethods iof igroup 

idetection. 
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ADVANTAGES iOF iPROPOSED iSYSTEM 
 

 Highly isecured. 
 Easy ito ihandle. 
 Detect ispammer igroup ifrom iproduct ireview. 

 

ALGORITHM iOF iPROPOSED iSYSTEM 

 Expectation–maximization. 

 Naive iBayesian. 

 RN iextraction ialgorithm. 

 Clustering ialgorithm i 

 
4. iLITERATURE iSURVEY 
 
[1] iSomayeh iShojaee, iMasrah iAzrifah iAzmi iMuradt, iAzreen 

iBin iAzman, iNurfadhlina iMohd iSharefl iand iSamaneh iNadali. i 

Use ilexical iand isyntactic ifeatures ito ispot imisleading 

ifeedback. iDue ito ithe irapid igrowth iof isocial imedia iusers, 

imisleading iopinion iidentification ihas iattracted ia ilot iof 

iinterest iin iscience. iGiven ithe iavailability iof ia ilarge inumber 

iof ifeatures iof iopinion iand itechniques iof iclassification, 

iclassification iof ianalysis iremains ia ichallenging itask. iWe 

iused istylometric ifeatures iin ithis istudy, ii.e. ilexical iand 

isyntactic, iusing isupervised iclassifiers ifor imachine ilearning, 

ii.e. iHelp ifor imisleading iopinion iby iVector iMachine i(SVM) 

iwith iSequential iMinimal iOptimization i(SMO) iand iNaive 

iBayes. i 

[2]Rinki iPatel, iPriyanka iThakkar. iOpinion iSpam iDetection 

iUsing iFeature iSelection. 

In imodern itimes, iecommerce icompanies ihave ibecome ivery 

icritical iin iencouraging itheir iend icustomers ito iwrite ireviews 

iof ithe iproducts ithey ihave iused. iThese ireviews iprovide ivital 

iinformation isources ifor ithese iproducts ior iservices. iWhen 

ideciding ito ibuy inew iproducts ior iservices, ithis idata iwill ibe 

iused iby ipotential ifuture ibuyers. iMarketers ioften iexploit 

ithese ithoughts ior ifeedback ito ifind iout ithe idrawbacks iof 

itheir iown iproducts ior iservices iand, irespectively, ito ifind 

ivital iinformation iabout ithe iproducts ior iservices iof itheir 

irival. iThis iin ieffect iallows ibrand iflaws ior istrengths ito ibe 

iestablished. iSadly, ithis isignificant iusefulness iof iopinions 

ialso iincreased ithe ispam iquestion, iwhich iinvolves ifake 

inegative ior ipositive iopinions. iThis ipaper ifocuses ion 

iidentifying ispam iwith ifalse iopinion. iA irecently iproposed 

imethod iof iopinion ispam idetection ibased ion in-gram 

itechniques iis iexpanded ithrough ithe icollection iof ifeatures 

iand ispecific irepresentation iof iopinions. 

[3] iGabriel iPui iCheong iFung, iJeffrey iXu iYu, iHongjun iLu, 

iPhilip iS. iY. 

Text iClassification iwithout iLabeled iNegative iDocuments 

This ipaper ipresents ia inew iapproach ito icreate ia itext 

iclassifier iwith ia ismall iset iof imarked ipositive i(P) idocuments 

iand ia ilarge iset iof iunlabeled i(U) idocuments. iHere, iboth 

ipositive iand inegative idocuments iwere icombined iwith ithe 

iunlabeled idocuments. iNo ifile, iin iother iwords, iis imarked ias 

inegative. iThis imakes iit ichallenging ito iconstruct ia irobust 

itext iclassifier. iGenerally ispeaking, ithe icurrent iapproaches ito 

isolving ithis itype iof iproblem iuse ia itwo-step iapproach: iI 

iextracting ithe inegative idocuments i(N) ifrom iU; iand iii) 

iconstructing ia iP iand iN iclassifier. iNonetheless, inone iof ithe 

ipublished istudies iattempt ito iextract iany imeaningful i(P) 

idocuments ifrom iU. iIntuitively ispeaking, iExtracting iP i ifrom 

iU iwould imake ithe iclassifier imore ireliable. iIt's ihard ito 
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iremove iP i ifrom iU, ithough. iA iU ireport iwith isome iof ithe 

ifeatures ishown iin iP idoesn't inecessarily imean iit's ia igood 

idocument, iand ivice iversa. iExtracting ipositive 

idocumentation iis ivery isensitive ibecause ithe ipositive 

ispecimens iobtained imay ibecome inoises. iPerhaps iadding ito 

ithe ichallenge iof iobtaining iany irelevant idocumentation iis 

ithe ivery ilarge isize iof iU iand ithe ivery ihigh idiversity ishown 

ithere. iWe isuggest ia ipartition-based iheuristic iin ithis ipaper 

ithat iaims ito iextract iboth ipositive iand inegative idocuments 

iin iU. iExtensive iexperiments ibased ion ithree ibenchmarks iare 

iconducted. iThe ifavorable iresults iindicated ithat iour 

iproposed iheuristic ioutperforms iall iof ithe iexisting 

iapproaches isignificantly, iespecially iin ithe icase iwhere ithe 

isize iof iP iis iextremely ismall. iExtensive istudies iwere 

iperformed ion ithe ibasis iof ithree icriteria. iThe ifavorable 

iresults iindicated ithat iall iexisting istrategies iwere 

isignificantly ioutperformed iby iour iproposed iheuristic, 

iespecially iin icases iwhere iP iis iextremely ismall. 

[4] iC.L. iLai, iK.Q. iXu, iRaymond iY.K. iLau 

 iToward iA iLanguage iModeling iApproach ifor iConsumer 

iReview iSpam iDetection 

The ifrequency iof ifake ireviews i(i.e., ispam) iposted ion ivarious 

ie-commerce ior iopinion isharing iwebsites ihas ibeen 

imentioned iin inumerous ireports. iNonetheless, idue ito ithe 

ilack iof ian iappropriate ianalytical iapproach, ivery ifew istudies 

ihave ibeen iconducted ito ievaluate ithe itrustworthiness iof 

ionline iconsumer ireviews. iUnlike iother itypes iof iWeb ispam, 

iuntruthful ireviews imight ijust ilook ilike iother ilegitimate 

ireviews i(i.e., iham), iso iit's ihard ito iuse iany ifeatures ito 

idistinguish ibetween ithe itwo iclasses. iThe idevelopment iof ia 

inew imathematical iapproach ito icounter ispam ionline ireview 

iis ia imajor icontribution iof iour iresearch iwork. iOur 

iexperimental iresults iconfirm ithe iefficacy iof ithe iKL 

idivergence iand ithe icomputational imodel ibased ion 

iprobabilistic ilanguage imodeling ito idetect iuntruthful 

ifeedback. iEmpowered iby ithe iproposed icomputational 

imethods, iour iempirical istudy ifound ithat ispam iis iabout i2% 

iof iconsumer ireviews ipublished ion ia imajor ie-commerce 

ipage. 

5. iCONCLUSIONS 
 
 iThis iproject iproposes ia ipartially isupervised ilearning ibased 

imodel iPSGD ito idetect ispammer igroups ifrom iproduct 

ireviews. iFirst, ithe iPSGD imodel iuses ifrequent iitem imining i 

i(A. iMukherjee, i2013)learning iproblem, iand iemploy iNaive 

iBayesian imodel iand iEM ialgorithm ito iconstruct ia iclassifier 

ias ispammer igroup idetector. iExperiments ion iAmazon.cn 

idemonstrate ithat ithe iproposed iPSGD imodel ioutperforms 

iboth isupervised iand iunsupervised ilearning imethods ion 

ispammer igroup idetection. iOur ifuture iwork iin ithe iarea iwill 

ifocus ion ithe iimprovementof ithe iPSGD imodel. iBeyond ithe 

iNaive iBayesian imodel iused iin iPSGD, iwe iwill iinvestigate iand 

iincorporate imore iclassification imodels isuch ias ineural 

inetwork, iSemi-Supervised iSVM i(S3VM) iand ieven iensemble 

imethods. iOn ithe ipositive iinstances iacquisition iand iRN 

iextraction. 
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