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Abstract - Today, the demand of internet has made the 
transmission of digital media much easier and faster. Open 
nature of internet, risks of illegitimate accessing and 
unauthorized tempering with transmitted data is increased 
day by day. Protection of secret information from 
unauthorized users during a public network has become a 
crucial issue. Data hiding is one among the foremost 
demanding techniques to guard the safety of digital media. We 
have proposed reversible data hiding techniques for digital 
images. In this technique, cover image is split into block equal 
size. 
 
Extracted secret text is similar to original secret text Here I use 
parametric Binary Tree Labeling (PBTL). So that the 
embedding rate can be significantly improved. This paper first 
introduces a parametric binary tree labeling scheme (PBTL) to 
label image pixels in two different categories. Using PBTL, a 
knowledge embedding method (PBTL-DE) is proposed to 
embed secret data to a picture by exploiting spatial 
redundancy within small image blocks. We then apply PBTL-
DE into the encrypted domain and propose a PBTL based 
reversible data hiding method in encrypted images 
(PBTLRDHEI). PBTL-RDHEI may be a separable and reversible 
method that both the first image and secret data are often 
recovered and extracted losslessly and independently. 
Experiment results and analysis show that PBTL-RDHEI is in a 
position to realize a mean embedding rate as large as 1.752 
bpp and a couple of .003 bpp when block size is about to 2 × 2 
and three × 3, respectively. 
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1. INTRODUCTION  
 
Cloud computing has recently reached popularity and 
developed into a serious trend in IT. We perform such a 
scientific review of cloud computing and explain the 
technical challenges facing during this paper. In Public cloud 
the “Pay per use” model is employed. In private cloud, the 
computing service is distributed for one society. In Hybrid 
cloud, the computing services is consumed both the private 
cloud service and public cloud service. Cloud computing has 
three types of services. Software as a Service (SaaS):In this 
model, a complete application is offered to the customer, as a 
service on demand. A single instance of the service runs on 

the cloud & multiple end users are serviced. On the 
customers‟ side, there's no need for upfront investment in 
servers or software licenses, while for the provider, the 
prices are lowered, since only one application needs to be 
hosted & maintained. Platform as a Service (Paas):Here, a 
layer of software, or development environment is 
encapsulated & offered as a service, upon which other higher 
levels of service are often built. The customer has the liberty 
to create his own applications, which run on the provider’s 
infrastructure. To meet manageability and scalability 
requirements of the applications, PaaS providers offer a 
predefined combination of OS and application servers, like 
LAMP platform (Linux, Apache, MySql and 
PHP),Infrastructure as a Service (Iaas):IaaS provides basic 
storage and computing capabilities as standardized services 
over the network. Servers, storage systems, networking 
equipment, data centre space etc. are pooled and made 
available to handle workloads. The customer would typically 
deploy his own software on the infrastructure. Some 
common examples are Amazon, GoGrid, 3 Tera, etc.It is also 
known as Hardware as a Service(HaaS).Public clouds are 
owned and operated by third parties; they deliver superior 
economies of scale to customers, because the infrastructure 
costs are spread among a mixture of users, giving each 
individual client a beautiful low-cost, “Pay-as-you-go” model. 
All customers share an equivalent infrastructure pool with 
limited configuration, security protections, and availability 
variances. These are managed and supported by the cloud 
provider. Private clouds are built exclusively for one 
enterprise. They aim to deal with concerns on data security 
and offer greater control, which is usually lacking during a 
public cloud. Hybrid Clouds combine both public and private 
cloud models. With a Hybrid Cloud, service providers can 
utilize 3rd party Cloud Providers during a full or partial 
manner thus increasing the pliability of computing. 
 
Reversible image data hiding (RIDH) may be a special 
category of knowledge hiding technique, which ensures 
perfect reconstruction of the duvet image upon the 
extraction of the embedded message. The reversibility 
makes such image data hiding approach particularly 
attractive within the critical scenarios, e.g., military and 
remote sensing, medical images sharing, law forensics and 
copyright authentication, where high fidelity of the 
reconstructed cover image is required. 
 
In this paper, I propose an RDHEI method using parametric 
binary tree labeling scheme (PBTL-RDHEI). It is a VRBE 
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method that keeps spatial correlations within small 
encrypted image blocks, so that secret data embedding can 
be accomplished by exploiting the spatial redundancy from 
the encrypted image. Different from the methods in that use 
the traditional RDH method to embed secret data, we adopt 
the PBTL based reversible data embedding so that the 
embedding rate can be significantly improved. The 
contributions of this paper are summarized as follows: 
 
1) We propose a parametric binary tree labeling scheme 
(PBTL) to label pixels in two different categories. Selecting 
different settings of parameters, PBTL will provide different 
pixel labeling strategies. 
 
2) Using PBTL, we propose a data embedding algorithm 
(PBTL-DE). It exploits spatial redundancy in small image 
blocks and embeds secret data into cover images using pixel 
labeling and bit replacement. Different from the traditional 
data embedding methods that embed secret data by 
modifying the plaintext cover image pixel values in an 
imperceptive way, PBTL-DE is designed for encrypted 
images. Thus, the significant changes to pixel values are 
acceptable. 
 
3) Based on PBTL-DE algorithm, we further propose a PBTL-
based RDHEI method (PBTL-RDHEI). Simulation results of 
applying PBTL-RDHEI to 1000 randomly selected test 
images demonstrate that PBTL-RDHEI is able to achieve a 
mean embedding rate as large as 1.752 bpp and 2.003 bpp 
when block size is set to 2×2 and 3 × 3, respectively.  
 

2. EXISTING SYSTEM 
 
 The majority of the existing RIDH algorithms are 
designed over the plaintext domain, namely, the message 
bits are embedded into the original, un-encrypted images.  
The early works mainly utilized the lossless compression 
algorithm to compress certain image features, in order to 
vacate room for message embedding.  Histogram shifting 
(HS)-based technique is another class of approach achieving 
better embedding performance through shifting the 
histogram of some image features. The latest difference 
expansion (DE)-based schemes and the improved prediction 
error expansion (PEE)-based strategies were shown to be 
able to offer the state-of-the-art capacity distortion 
performance. 

 
2.1. Disadvantages 
 

As the source coding with side information at the decoder 
requires a feedback channel, this scheme would face severe 
challenges in many practical scenarios, e.g., secure remote 
sensing, where the feedback channel could be very costly.  
The embedding capacity of this type of method is rather 
limited and the incurred distortion on the watermarked 
image is severe. 
 

3. PROPOSED SYSTEM 
 

In this work, we propose an encrypted-domain RIDH 
scheme by specifically taking the above-mentioned design 
preferences into consideration. The proposed technique 
embeds message through a public key modulation 
mechanism, and performs data extraction by exploiting the 
statistical distinguishability of encrypted and non-encrypted 
image blocks. Since the decoding of the message bits and the 
original image is tied together, our proposed technique 
belongs to the category of non-separable RIDH solutions 
Compared with the state-of-the-arts, the proposed approach 
provides higher embedding capacity, and is able to achieve 
perfect reconstruction of the original image as well as the 
embedded message bits. Extensive experimental results on 
test images validate the superior performance of our scheme. 

 

3.1. Advantages 
 

Enabling us to jointly decode the embedded message 
and the original image signal perfectly. It provide higher 
security and have higher embedding capacity. Also it 
providing higher security to data and image. 

 

4. ARCHITECTURAL DESIGN 
 

 
 

Fig -4.1: Architectural Design 
 

5. PARAMETRIC BINARY TREE LABELING SCHEME 
 
 In this section, we propose a parametric binary tree 
labeling scheme (PBTL). it's designed to label pixels in two 
different  categories, namely G1 and G2. For pixels with 8-bit 
depth, we use α and β bits of code to label pixels in C1 and 
C2, respectively, where 1 6 α, β 6 7. 
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Fig-5.1: Distribution of binary codes based on a full binary 
tree. 

 

 
(a) 

 

 
(b) 

 
Fig 5.2: Fig. 2: Example of labeling bits selection 

when β = 1 and α = 1 to 7. 
 

 
(c) 

 

 
(d) 

Fig 5.3: Example of labeling bits selection when β = 2 
and α = 1 to 7. 

 
 To better explain our idea, we use a full binary 
tree structure, as shown in Fig. 5.1, for instance the 
distribution of binary labeling bits. As are often seen, 
the binary tree has 7 layers of child node, and the i th 
layer contains 2 i nodes, where i = 1, 2, ..., 7. First of all, 
given a parameter β, we use the code in the primary 
node of the β th layer to label pixels in C2. Thus, ‘0...0 
|{z} β ’ is adopted. For C2, all pixels are labeled by an 
equivalent labeling bits ‘0...0 |{z} β ’. For C1, consistent 
with the known value β and another given parameter α, 
pixels are classified into na sub-categories, where nα is 
calculated by Eq. (1). nα = ( 2 α − 1, if α 6 β (2β − 1) ∗ 2 
α−β , otherwise (1) For pixels during a sub-category, 
we use an equivalent α-bit binary code to label them, 
and for pixels in several sub-categories, different α-bit 
binary codes are applied. Thus, nα different α-bit 
binary codes are utilized to label nα sub-categories, 
respectively. Next, we analyze the content of those nα 
binary codes from the subsequent three aspects. (1) 
When α = β, as shown in Fig. 5.1, the first node of the β 
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th layer ‘0...0 |{z} β ’ is chosen to label pixels in C2, and 
the remaining nα = 2α − 1 nodes of binary codes within 
the same layer are utilized to label pixels in nα sub-
categories of C1, respectively. When α < β, for every of 
the α th layer, we ignore the primary node and use the 
remaining nα = 2α−1 nodes of binary codes to label 
pixels in nα sub-categories of C1. The illustrative 
examples are often found in Figs. 5.2 and 5.3.  When α > 
β, for every of the α th layer, only the binary codes that 
aren't derived from the node ‘0...0 |{z} β ’ are selected 
to label pixels in nα sub-categories of C1. Figs. 5.2-5.3 
show the examples of labeling bits selection when α = 1 
to 7, β equals to 1, 2 and 3, respectively. As are often 
seen, for instance, in Fig. 5.2, all binary codes that 
derived from ‘0’ are ignored and the remaining binary 
codes in α th layer are kept. 
 
6. DATA EMBEDDING 
 

 
Fig 6.1: Framework of PBTL-DE. 

 
The data embedding consist of 5 steps. 
Step 1: Image blocking 
 For an 8-bits depth original image I with a size of M 
× N, we first divide it into variety of s×s non-overlapped 
small blocks. for instance , the block size is about to 2 × 2 or 
3 × 3. 
 
Step 2: Pixel grouping 
 For all pixels in I, separate them into four sets, 
namely: reference pixel (Pr), special pixel (Ps), embeddable 
pixel (Pe) and non-embeddable pixel (Pn). Here, Pr consists 
of nr pixels that selected by user-defined rules. for instance , 
we select the primary pixel (or center pixel) of every 2 × 2 
(or 3 × 3) block to make Pr. These pixels are going to be kept 
unmodified during data embedding phase. Ps contains one 
pixel which can be utilized to store some parameters. Any 
pixel except in Pr can be selected to be Ps. Without loss of 
generality, we choose one pixel within the first block to be 
Ps. Thus, for every block except for the primary one, one 
reference pixel is corresponding to 3 (for 2×2) or 8 (for 3×3) 
non-reference pixels; otherwise, one reference pixel is like 2 
(for 2 × 2) or 7 (for 3 × 3) non-reference pixels. Then, for 
every of the remaining (MN − nr − 1) pixels Ii(i = 1, 2, ..., MN 
− nr − 1), we calculate its difference value ei by ei = Ii − I ref i 
(2) where I ref i ∈ Pr is that the corresponding reference 
pixel of Ii . If ei satisfied the subsequent condition, the pixel Ii 
belongs to Pe; otherwise, it's in set Pn. d−nα 2 e 6 ei 6 b nα − 

1 2 c (3) where na may be a positive integer, d∗e and b∗c are 
the ceil and floor operations, respectively. Here, Pe and Pn 
contain ne and nn pixels, respectively, where pixels in Pe are 
often utilized to embed secret data while Pn can't . Thus, MN 
= nr +ne + nn+1. Fig. 6 shows an example of pixel grouping 
when block size is 2 × 2. After obtaining the difference set e = 
{ei} MN−nr−1 i=1 , we can obtain its histogram h(e) by h(e) = 
#{1 6 i 6 MN − nr − 1 : ei = e}, ∀e ∈ Z (4) where # is that the 
cardinal of a group. Thanks to the spatial correlations of 
pixels within an equivalent block, the histograms of e form 
sort of a Laplace distribution with location parameter equals 
to 0. As shown in Eq. (3), so as to realize a better embedding 
rate, we use the pixel whose difference value falls into the nα 
center bins of histogram h(e) to embed secret data. 
 
Step 3: Pixel labeling using PBTL 
 Because the pixel locations of Pr and Ps are pre-
defined, they can be easily distinguished, we only got to label 
the pixels in Pn and Pe. Given two parameters α and β, we 
use the binary codes generated by PBTL to label pixels in Pn 
and Pe, respectively. for instance , for every pixel in Pn, a β-
bit code ‘0...0 |{z} β ’ is adopted to label it by bit replacement, 
and the remaining (8−β) bits are kept unmodified. For pixels 
in Pe, they will be classified into nα sub-categories according 
to different values of e. Thus, nα different α-bit binary codes 
are utilized to label pixels in each sub-category, respectively. 
 
Step 5: Payload embedding 
 The payload contains three parts: the first 8 bits of 
pixel in Ps, the replaced original β bits of every pixel in Pn, 
and the secret data. After pixel labeling, the remaining (8−α) 
bits of every pixel in Pe are reserved to embed payload bits 
by bit replacement. Thus, totally (8−α)ne bits of the payload 
are often successfully embedded. The parameters α and β 
are important for data extraction and image recovery, thus, 
they have to be stored as well. Since 1 6 α, β 6 7, they will be 
successfully stored by 8 bits in Ps by bit replacement. 
Therefore, the marked image is generated, and therefore the 
detailed procedures of RDH using PBTL are provided in 
Algorithm 1. Then, we will calculate the effective embedding 
rate rα,β (.bpp) under different settings of parameters α and 
β by rα,β = (8 − α)ne − βnn − 8 MN (5) which is like rα,β = (8 
− α) Pvr i=vl h(i) − β( Pvl−1 j=−255 h(j) + P255 k=vr+1 h(k)) 
− 8 MN (6) where vl = d−nα 2 e and vr = b nα−1 2 c. Then the 
utmost embedding rate rmax (.bpp) are often calculated by 
rmax = max{rα,β} 7 α,β=1 (7) An illustrative example of pixel 
labeling and data embedding when α = β = 2 is shown in Fig. 
7. As are often seen, ‘00’ is employed to label pixels in Pn, 
and therefore the remaining 6 bits are kept unmodified. 
consistent with Eq. (1), nα = 3. Thus, ‘01’, ‘10’ and ‘11’ are 
applied to label pixels in Pe when the difference value e 
adequate to -1, 0 and 1, respectively. 
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ALGORITHM:  PBTL-DE 
 
Input: Original image I, Secret data M, parameters α and β. 
1: Divide I into equal size non-overlapping blocks and 
classify pixels into four groups Pr, Ps, Pe and Pn. 
2: Construct the payload P, where it consists of the secret 
data M, the first β bits of each pixel in Pn and 8 bits in Ps. 
3: for each pixel in Pe do 
4: According to the difference value e, reconstruct the pixel 
by replacing α labeling bits and (8 − α) payload bits. 
5: end for 
6: for each pixel in Pn do 
7: Replace its first β bits by ‘0...0 |{z} β ’ and keep the remain 
(8 − β) bits unmodified. 
8: end for 
9: Convert α and β into binary bits and store them into Ps by   
bit Replacement. 
Output: Marked image ˆI 
 
IMPLIMENTATION 
 
The creation of the designed system takes place within the 
implementation phase. Development phase overview, 
preparation of implementation, computer virus 
development, development phase report and overview. It 
also performs activities like writing, testing, debugging and 
documenting the programs. This is often to review the 
performance of the system and to guage against standard or 
criteria. A study is conducted for measuring the performance 
of the system against pre-defined requirements. Database 
design forms a crucial a part of every project. The 
management of knowledge involves both the definition of 
structure for the storage of data and provision of 
mechanisms for manipulation of data. The database system 
must provide safety for the knowledge stored; despite 
system crashes or attempts of unauthorized access the 
database utilized in this project is MYSQL. 
 
CONCLUSION 
 
In this paper, I first proposed a parametric binary tree 
labeling scheme (PBTL). Using PBTL, then proposed a data 
embedding method (PBTL-DE) and further applied it into the 
encrypted images application (PBTL-RDHEI). The PBTL-DE 
is restricted designed for encrypted-domain based 
application, because it significantly changed the pixel values 
in the image. PBTL-RDHEI may be a full reversible method 
that both the secret data and original image are often 
extracted without any error. Experiment results and 
comparisons have shown that the PBTL-RDHEI significantly 
improved the embedding rate. Security analysis has 
demonstrated the robustness of PBTLRDHEI in withstanding 
brute-force and know/chosen-plaintext attacks. 
 
Design a secure reversible image data hiding (RIDH) scheme 

operated over the encrypted domain. We suggest a public 

key modulation mechanism, which allows us to embed the 

data via simple XOR operations, without the need of 

accessing the secret encryption key. At the decoder side, we 

propose to use a powerful two-class SVM classifier to 

discriminate encrypted and non-encrypted image patches, 

enabling us to jointly decode the embedded message and the 

original image signal perfectly. We also have performed 

extensive experiments to validate the superior embedding 

performance of our proposed RIDH method over encrypted 

domain. 
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