
          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 
                Volume: 07 Issue: 03 | Mar 2020                  www.irjet.net                                                                     p-ISSN: 2395-0072 

 

© 2020, IRJET       |       Impact Factor value: 7.34       |       ISO 9001:2008 Certified Journal       |     Page 3012 

CRYPTANALYSIS OF A TEXT ENCRYPTION SCHEME BASED ON BIT 
PLANE EXTRACTION 

THAMIZHARASI.K1, SANTHOSH.M2 

1Assistant Professor, Department of CSE, Jeppiaar SRR Engineering College, Padur, Chennai. 
2Final Year Student, Department of CSE, Jeppiaar SRR Engineering College, Padur, Chennai. 

---------------------------------------------------------------------***----------------------------------------------------------------------
ABSTRACT: As of late, a picture encryption conspire joining 
with bit-plane extraction. The plan separates paired piece 
planes from the plain-picture and performs bit level stage and 
disarray, which are constrained by a pseudo-irregular 
arrangement and an arbitrary picture produced by the 
Logistic guide, individually. As the lines and sections of the four 
LSBPs are permuted with a similar pseudo-arbitrary grouping 
and the encryption procedure doesn't include the factual 
attributes of the plain-picture, right now build up a device that 
can scramble/decode content utilizing picture bit plane 
extraction. The exploratory reenactment results showed that 
the improved plan is great as far as different cryptographic 
measurements. 
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I. INTRODUCTION 

An essential thought behind actualizing venture 
Steganography with Cryptography utilizing MATLAB and 
However, the two fundamental terms related with this idea 
are Cryptography and Steganography. Cryptography is the 
specialty of securing data by scrambling it into a 
configuration which can't be perused effectively and is called 
as figure content. This figure content or mystery message 
must be perused by the individuals who have a mystery key 
can interpret (or decode) the message into plain content. 
Steganography is the specialty of concealing the data which 
is to be conveyed in other data. Most generally utilized 
document design for correspondence is Digital Image due its 
recurrence on the Internet. For concealing mystery data in 
pictures, there exists a huge assortment of steganography 
strategies some are more unpredictable than others and 
every one of them have separate solid and feeble focuses. 
Various applications have various prerequisites of the 
steganography system utilized. For instance, a few 
applications may require outright imperceptibility of the 
mystery data, while others require a bigger mystery message 
to be covered up. Right now is been indicated how a content 
archive can be covered up in a picture record and 
furthermore how a picture can be covered up in another 
picture. This application will be first of its sort to be 
actualized on cloud and the info will be through android 
Application where in the pictures from the android 
telephone will make a trip to the cloud serve where MATLAB 
will process the pictures and result are returned back to 
android telephone. Steganography can be arranged into four 

sorts. Right now steganography a limited quantity of excess 
information, in this manner they are most ordinarily utilized. 
• Audio/Video steganography: They are exceptionally mind 
boggling being used. Picture Steganography: It is famously 
utilized steganography for concealing information since it 
gives a protected and basic approach to send the data over 
the web. Pictures are routinely utilized in assorted zones, for 
example, clinical, military, science, designing, publicizing, 
instruction just as preparing. With the expanding utilization 
of advanced systems for transmitting and putting away 
pictures, the essential issue of ensuring the secrecy, 
uprightness just as the realness of pictures has become a 
significant concern. 

II. LITERATURE SURVEY 

Image encryption based on Independent Component 
Analysis and Arnold’s Cat Map Nidaa Abdul Mohsin 
Abbas University of Babylon, College of IT, Iraq Received 
27 May 2015; revised 3 October 2015; accepted 16 
October 2015. 
  
DESCRIPTION: 
 
Security of the interactive media information including 
picture and video is one of the fundamental prerequisites for 
the broadcast communications and PC systems. Right now, 
new effective picture encryption system is introduced. It 
depends on altering the blending grid in Independent 
Component Analysis (ICA) utilizing the disorderly Arnold's 
Cat Map (ACM) for encryption. To start with, the blending 
network is produced from the ACM by embed square picture 
of any measurement. Second, the blending procedure is 
executed utilizing the blending lattice and the picture 
sources the outcome is the encryption pictures that rely 
upon the quantity of sources. Third, pictures unscrambled 
utilizing ICA calculations. We utilize the Joint Approximate 
Diagonalization of Eigen-grids (JADE) calculation as a 
contextual investigation. 
 
A Joint Watermarking System for Verifying the 
Reliability of Medical Images: Dalel Bouslimi, Member, 
IEEE, Gouenou Coatrieux, Member, IEEE, Michel Cozic, 
and Christian Roux, Fellow, IEEE., VOL. 16, NO. 5, 
SEPTEMBER 2012. 
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DESCRIPTION: 
 
Right now, propose a joint encryption/watermarking 
framework to ensure clinical pictures. This framework 
depends on a methodology which joins a substitutive 
watermarking calculation, the quantization record balance, 
with an encryption calculation: a stream figure calculation 
(e.g., the RC4) or a square figure calculation (e.g., the AES in 
figure square tying (CBC) method of activity). Our goal is to 
offer access to the results of the picture respectability and of 
its birthplace despite the fact that the picture is put away 
encoded. On the off chance that watermarking and 
encryption are led together at the assurance arrange, 
watermark extraction and decoding can be applied 
autonomously. The security examination of our plan and test 
results accomplished on 8-piece profundity ultrasound 
pictures just as on 16-piece encoded positron discharge 
tomography pictures show the capacity of our framework to 
safely make accessible security properties in both spatial 
and scrambled areas while limiting picture twisting. Besides, 
by utilizing the AES square figure in CBC mode, the proposed 
framework is agreeable with or straightforward to the 
DICOM standard. 
 
Digital image watermarking: its formal model, 
fundamental properties and possible attacks: Hussain 
Nyeem1*, Wageeh Boles2 and Colin Boyd2,3., Nyeem et 
al. EURASIP Journal on Advances in Signal Processing 
2014, 2014:135. 
 
DESCRIPTION: 
 
While formal definitions and security proofs are dug in 
specific fields like cryptography and steganography, they are 
not as clear in cutting edge watermarking research. An 
efficient improvement of watermarking plans is charming, 
anyway at present, their progression is commonly easygoing, 
extraordinarily delegated, and disposes of the all out 
affirmation of use circumstances. This preparation not 
simply agitates the choice and usage of a sensible 
arrangement for a watermarking application, yet what's 
more prompts chitchat about the top tier for different 
watermarking applications. With a view to the intentional 
headway of watermarking plans, we present a regular 
nonexclusive model for automated picture watermarking. 
Contemplating potential wellsprings of data, yields, and part 
works, the basic improvement of a crucial watermarking 
model is become further to join the use of keys. In view of 
our proposed model, basic watermarking properties are 
portrayed and their essentialness exemplified for different 
picture applications. We similarly portray a great deal of 
potential attacks using our model showing different winning 
circumstances depending upon the foe limits. It is envisioned 
that with a fitting idea of watermarking properties and 
enemy exercises in different picture applications, use of the 
proposed model would allow a united treatment of just for 

all expectations and purposes huge varieties of 
watermarking plans. 
 
Hiding in encrypted images: a three  security data hiding 
methodologies: Shabir A. Parah1 · Javaid A. Sheikh1 · 
Umer I. Assad2 · Ghulam M. Bhat1., Received: 19 August 
2014 / Revised: 13 August 2015 / Accepted: 27 August 
2015. 
 
DESCRIPTION: 
 
This paper presents another crypto space information 
concealing method dependent on Intermediate Significant 
Bit Plane Embedding (ISBPE). The spread picture is encoded; 
the data to be made sure about is mixed, and afterward 
inserted in the Intermediate Significant Bit (ISB) planes of 
scrambled spread picture, at the areas controlled by a 
Pseudorandom Address Vector (PAV). The pseudorandom 
implanting of the mixed information in the ISB planes of 
scrambled picture brings about a three level security of the 
information to be made sure about. The ISBPE implanting 
brings about a significant bit of leeway that the proposed 
plot turns out to be totally strong to usually utilized assault 
of Least Significant Bit (LSB) expulsion/substitution. A tale 
idea of inserting an extremely little size delicate watermark 
notwithstanding the mystery data has been utilized which 
encourages early alter location. This element could spare 
pivotal processor time in basic circumstances of national 
security issues/fighting and so forth. Trial results show that 
the proposed plot is increasingly powerful to different sign 
preparing assaults like Joint Picture Expert Group pressure, 
Additive White Gaussian Noise and 'salt and pepper' 
commotion when contrasted with regular LSB based 
inserting strategies. Correlation results with some notable 
procedures show that other than giving high level of security 
and strength to different malevolent assaults the prop osed 
strategy is fit for inserting a genuinely huge measure of 
mystery information in the host picture while keeping up a 
decent stego-picture quality. 

III. EXSISTING SYSTEM 

Discrete Cosine Transform Discrete Cosine Transform is 
identified with DFT as it were that it changes a period space 
signal into its recurrence parts. The DCT anyway just uses 
the genuine pieces of the DFT coefficients. As far as property, 
the DCT has a solid vitality compaction property and the vast 
majority of the sign data will in general be moved in a couple 
of low-recurrence segments of the DCT. The JPEG pressure 
system uses this property to separate and expel immaterial 
high recurrence segments in pictures. 

IV. PROPOSED SYSTEM 

This paper analyzed the security performance of an image 
text encryption scheme based on bit-plane extraction and 
multiple chaotic maps. Based on the identified security 
defects, we proposed efficient know-plaintext and chosen-
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plaintext attacks for recovering some information of the 
original plain image. 
 
V. MODULE DESCRIPTION 

1. PREPROCESSING 
2. BIT PLANE EXTRACTION 
3. ENCRYPTION  
4. DECRYPTION  
 
DESCRIPTION: 
 
PREPROCESSING 
 
Let the client select from a rundown of all the demo pictures 
that transport with the Image Processing Toolbox. Picture is 
fundamentally mix of individual pixel (dabs) data. At the 
point when we compose that picture is of 620 X 480 sizes, it 
implies that picture has 620 pixels level way and 480 pixels 
vertical way. Thus, by and large there are 620 X 480 pixels 
and every pixel contains some data about picture. 
 
BIT PLANE EXTRACTION 
 
Dim scale picture are essentially those picture which we 
state high contrast picture. Every pixel of dark scale picture 
has a worth lies in the middle of 0 – 255 which chooses at 
which position, the picture will be dark and at which 
position, it will be white. On the off chance that pixel esteem 
is 0, it implies that pixel shading will be completely dark and 
on the off chance that pixel esteem is 255, at that point that 
pixel will be completely white and pixel having middle of the 
road worth will have shades of high contrast. We are given a 
Gray scale Image. Since pixel estimation of dark scale picture 
lies between 0 - 255, so its data is contained utilizing 8 piece. 
Along these lines, we can separate that picture into 8 planes 
(8 Binary Image). Double picture are those pictures whose 
pixel worth can be either 0 or 1. Along these lines, our 
undertaking is to separate each piece planes of unique 
picture to make 8 parallel pictures Let specific pixel of dim 
scale picture has esteem 212. Along these lines, its double 
worth will be 11010100. In this way, its first piece is 0, 
second is 0, third is 1, 4rth is 0, fifth is 1, sixth is 0, seventh is 
1, eighth is 1. Right now, will take this 8 piece everything 
being equal and will draw 8 parallel pictures. We need to do 
this to all the pixels and create new pictures. 
 
METHOD EXPLANATION 
 
 Least Significant Bit-planes (LSBP) 
 Most Significant Bit planes(MSBP) 

An 8-bit plain-image, which is denoted by I , can be extracted 
as eight binary bit-planes I1; I2;-----; I8, and each binary bit 
plane contains one bit information of the image. Binary 
matrixes I1, I2, I3, and I4 represent the least significant bits 
planes (LSBPs). In contrast, matrixes I5, I6, I7, and I8 
represent the MSBPs . Every bit plane is different in terms of 
the amount of contained visual information. The quantity of 
visual information contained in the binary bit planes is 
incremented from I1 to I8 in order. The smallest amount of 
information of the plain-image is presented in the bit plane 
LSB1, while the largest amount of visual information is 
contained in MSB8. 
 
ENCRYPTION  
 
Encryption is a procedure which changes the first data into 
an unrecognizable structure. This new type of the message is 
altogether not quite the same as the first message. That is the 
reason a programmer can't peruse the information as 
senders utilize an encryption calculation. Encryption is 
generally done utilizing key calculations. Here we encode the 
content in to the picture with the assistance of bit plane 
extraction and create the emit key. 
 
DECRYPTION  
 
Unscrambling is a procedure of changing over 
encoded/scrambled information in a structure that is lucid 
and comprehended by a human or a PC. This technique we 
performed by un-encoding the by utilizing keys used to 
scramble the first information. 
 
VI. SYSTEM ARCHITECTURE 
 

 
 

Framework design is the theoretical model that 
characterizes the structure, conduct, and more perspectives 
on a framework. A design depiction is a conventional 
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portrayal and portrayal of a framework, sorted out such that 
supports thinking about the structures and practices of the 
framework. A framework engineering can comprise of 
framework segments and the sub-frameworks created, that 
will cooperate to actualize the general framework. 
 
VII. RESULTS 

 

 
 

 
 
VIII. CONCLUSION 
 
This paper analyzed the security performance of a text 
encryption scheme based on bit-plane extraction. Based on 
the identified security defects, we proposed efficient know-
plaintext and chosen-plaintext attacks for recovering some 
information of the original plain text. Adopting a statistical 
value of the plain-image in the diffusion phase; building a 
relation mechanism between each position of the LSBs plane 
with the corresponding position in the MSBs plane to reduce 
the correlation among neighboring pixels of the plain-text. 
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