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Abstract - Social media plays a vital role in an

very high and dangerous. Out there, is a number of
hackers eagerly waiting to steal data in order for their
benefits either in terms of money or some other personal
grudge. In order to protect our data it is very important to
have certain prevention methods. One such troublesome
and most popular type of attack is the phishing attack.
Most of the time it happens that the attacker sends the
email with fake URLs which is almost similar to the
original one and the user who is unaware of this will be
the direct victim for the attack. In this attack when the
user clicks on the URL, he is redirected to a fake ‘Sign in’
page which is legitimate but fake in nature. The fake page
is almost similar to the original one with very few
unnoticeable changes may be regarding the alphabets in a
word or so. Most of the times, the intention of phishing is
to obtain the personal details of the victim such as login
credentials, bank account details, credit card details etc., In
very few cases there are chances where the attacker sends
the pdf attached to the email. Clicking on the pdf or
downloading the same may become vulnerable for the
victim information. This shows that behind a link or
button there could be anything. A phishing scam is well
disguised and plays on curiosity as depicted in Figure 1.

individual’s everyday life. The various benefits that an
individual can get by using social media apps or websites
is enormous where they can keep in touch with their
family and friends, make new friends, do online
transactions, purchase products and most importantly to
share their personal information. Everyday enormous
amount of data is generated over these social media sites
which can then be used by large companies to generate
revenue or can be misused by the attackers to exploit
vulnerabilities of these social network platforms. As the
usage of these social media platforms are increasing,
security threats have also been increasing side-by-side.
One such attack is the Phishing attack, where the intention
of the attacker is to forge a website to track and steal
sensitive information about the victim. Here the attacker
sends malicious links or illegal attachments through
emails that can capture the victim’s personal information
such as login credentials, bank account details and many
more. Since this kind of unlawful activities are increasing
day-by-day, it is important for the victims to protect their
data from being vulnerable to the attackers. Hence it is
necessary to know about various detection and preventive
techniques. This paper presents different types of phishing
attacks, detection of phishing attacks and the prevention
of the same.
Key Words: Phishing, Victim, Strategy, Hacking,
Malware

1. INTRODUCTION
In this modern era it has become a great practice of
dealing with each and every information online. All official
and unofficial conversations happens on different social
media network such as whatsapp, Instagram, linkedIn, emails and many more. With the increased rate of usage of
online platforms there is an equal balance between the
advantages and disadvantages of them. Every minute data
is very important and it should be secured as it costs a lot
to the individual. Since these platforms is a hub for all the
personal and professional data of every individual, the
chances of such data being vulnerable for the attackers is
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Fig 1: Example for a Phishing Scam
The rest of the chapter is structured as follows: Analysis of
different Phishing Attacks are depicted in section 2
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2. Analysis of Phishing Attacks

trustworthy relationship with the victims who is not very
much aware of the dark side of them. This innocent
behavior of the victims pushes them to believe in the fake
profiles and worst of all they also tend to share their
personal information including financial matters. This
type of phishing is mainly done by creating fake profiles
by impersonating the celebrities in various fields such as
movies, sports and famous business icons. The details of
statistics with respect to year is depicted in Figure 4.

Phishing is a threat to all internet users. Phishing can be
broadly divided into various categories and is shown in
Figure 2.

Fig 4: Statistics of Duplicate and False Accounts in Social
Media

Fig 2: Categories of Phishing Attacks

2.3 HACKING

2.1 SPOOFING EMAIL

Hacking is performed by the technically skilled attackers
where they access the system resources by various
methods in order to rob the data for profit or sometimes
just for fun. They use different techniques for hacking such
as:

Spoofing is the act of disguising a communication from an
unknown source as being from a known, trusted source.
By seeing these kinds of mails the victim is forced to
believe in the mail and share the important and personal
information with the spammer either by clicking the URL’s
sent in the mail or in worst cases, just by opening the mail
by clicking on it. The various entities can be spoofed as
depicted in Figure 3.

2.3.1 DICTIONARY ATTACK:
As the name itself portraits the Dictionary attack is done
by cracking the password of a protected computer in a
systematic way by entering every word from a dictionary
as the password.

2.3.2 BRUTEFORCE ATTACK:
Brute force attack is a type of hacking which is mainly
based on trial and error method where the attacker checks
the different combinations in order to find the victim’s
username
and
personal
identification
number.
Usually an automated software is used to predict a large
number of combinations as per the value of the desired
data.
Fig 3: Spoofed entities

2.3.3 PASSWORD CRACKING:

2.2 FAKE SOCIAL NETWORK ACCOUNTS

Password cracking is a technique which is carried out by
recovering different combinations of stored or transmitted
passwords. Here the passwords are guessed usually
through a computer algorithm where the algorithm tries a
large number of combinations until the discovery of the
correct password and is depicted in Figure 5.

As we all know that social media has become a major and
integral part of every individual in this modern era social
network acts like an open door for the attackers to make
use of innocents by their unethical skills. In this type of
phishing we commonly come across the incidents where
the attackers create fake accounts or profiles in popular
social media platforms and establish a superficial

© 2020, IRJET

|

Impact Factor value: 7.529

|

ISO 9001:2008 Certified Journal

|

Page 1313

International Research Journal of Engineering and Technology (IRJET)

e-ISSN: 2395-0056

Volume: 07 Issue: 10 | Oct 2020

p-ISSN: 2395-0072

www.irjet.net

sensible information like account details and other
credentials. The different firms of spear phishing statistics
is depicted in Figure 7.

Fig 5: Percentage of hacking in different media

2.4 TROJAN HORSE
Fig 7: Percentage of spear phishing in different firms

This type of phishing is mainly affected by the victims
when they download files containing harmful executable
programs which makes their system data vulnerable. In
extreme cases the TROJAN can take over the complete
control of the victim’s system making it available to the
hackers very easily. The types of different downloading
platforms affected are depicted in Figure 6.

2.7 WHALING
Whale being the largest sea animal gives a similar meaning
to this type of phishing attack where the victims are
usually high profile employees or seniors of the company.
They are attacked in order to gain access and information
about the companies as these people have access to almost
all the sensitive data and information of the company.
Whaling email with a phone call: In this case, the victim
will be receiving a whaling email which is then followed
with a phone call that confirms the requested email. This
is also called cyber - enabled fraud .The phone call has a
dual purpose of collaborating the email request and to
make the victim think that he is in interaction with the real
world.

Fig 6: Percentage of attack on different downloading
platforms

2.5 DECEPTIVE PHISHING
This is the most common type of phishing where the
attackers send malicious URLs or emails usually from
banks and ask the user to click on the link and verify their
account.

2.6 SPEAR PHISHING
Spear phishing is mainly targeted to an individual or a
particular organization or business firms where they send
personalized emails in a more sophisticated way. In this
case the attackers usually know considerable details of the
victims such as name of the firm, location, type of the firm,
jobs offered and also their personal email id’s.
Spear phishing is mainly concentrated to access the
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Fig 8: Whaling email with a phone call
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2.9 CATPHISHING / CATFISHING

Whaling emails which appear to be from colleagues: This
can happen when an employee’s email address or any
other spoofed email address is used to convince the victim
in a way that the mail has come from a legitimate or from a
trusted source. This method is very much effective when
the email ID or address of the organization’s senior most
executive is spoofed and is sent to the organization’s
junior executives. The working of whaling is shown in
Figure 8.

This is a type of romantic scam where the fraud falsify his
identity most of the times on social media platforms or on
online dating websites in order to have an emotional
relationship which might lead to phony conversation,
romantic relationships with at most trust on the victim
side which inadvertently acts as a vulnerability to the
victims personal information. Also, sometimes this attack
may lead to financial loss.

Fig 11: Percentage of catphishing by different means

2.10 CLONE PHISHING
Clone phishing is a type of spear phishing where the
already sent and authorized emails containing an
attachment or a link are cloned with almost the same
content but a replaced or added malicious link or a fake
website to it. When this type of email is sent, the users will
usually not pay attention to the minute changes in the
cloned email but trust it blindly and click on the link or the
website and thus get trapped.

Fig 9: Whaling emails which appear to be from colleagues

2.8 ANGLER PHISHING
This is a newly transpired type of phishing where the
attacker impersonates himself as a customer service agent
on social media platforms and builds a healthy
conversation with the unhappy customer and tries to
obtain their personal information or account credentials.
This type of attack is mainly concentrated on financial
institutions as per the survey of 2017.

Fig 12: Steps of clone phishing

3. DETECTION TECHNIQUES
3.1 HEURISTIC BASED APPROACH

Fig 10: Fake Site with Stolen Branding, Which is Directed
from the Angler Phishing Attack on the AskPayPal_Tech
Account
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Heuristic approach is a classical method to detect
phishing. Heuristics stand for the different features that
are considered to check the originality of a website or URL.
In this approach we extract different features such as IP
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address in the domain part, pop-up windows for
passwords, ‘@’ symbols in the URL from the URL & HTML
Document Object Model of the webpage. On the later
phase we compare the features that are already extracted
with either that of the legitimate pages or the already
recognized phishing features and later decide its
authenticity. The technique that is used in this approach is
the Decision Tree Algorithm with an accuracy of 96.76%.

Frequency and Inverse Document Frequency (TF-IDF)
which is often known as a retrieval algorithm with an
accuracy of 97%.

3.6 IMAGE BASED APPROACH
In an image based approach the normal and the phishing
website can be clearly compared based on the visual
blocks that are divided which are dependent on the visual
cues. Each and every block in the phishing website is
compared with that of the authorized website and based
on their visual similarity the difference between malicious
and normal websites is found. The technique used in this
type of detection is web logo technique with an accuracy
rate of 98%.

3.2 BLACKLIST APPROACH
Blacklist contains a list of non-trusted URLs, spam
websites and phishing sites that are already found and
most of which are banned. This is usually maintained by
large firms like Google. Blacklist is usually updated with
multiple data sources like spam filters, user posts and
financial institutions. To carry out this approach Simhash
algorithm is used with an accuracy of 84.36%. However,
coming to the disadvantage, it is often possible that the
newly emerged phishing URL or website will not be
available in the blacklist which is a hindrance to this
approach. This becomes a benefit to the attacker as the
unregistered URL will allow the user to access it whereas
the registered URLs in the blacklist is completely blocked
and inaccessible.

3.3 FUSSY RULE-BASED APPROACH
Figure 13: Detection Techniques with Accuracy in
Percentage

In fuzzy rule based approach uses the factors and
characteristics that have been identified by different case
studies and surveys. These factors helps in identifying the
phishing website. This approach uses fuzzing data mining
algorithm which has an accuracy rate of 100%.

4. PREVENTION MEASURES
As said: ’KNOWLEDGE IS POWER!!!’ So it’s a very high time
that all the users have awareness towards the phishing
attacks and their prevention measures.’ AS PREVENTION
IS BETTER THAN CURE!!!’ it is the duty of an individual to
take care and maintain their personal and financial
information from the hackers/attackers in this modern
era. To support to this awareness a list of preventive
measures has been listed below for the benefit of the user.

3.4 MACHINE LEARNING APPROACH
Machine learning approach is a type of phishing detection
technique which uses different types of algorithms to
detect the malicious website. These algorithms basically
take into consideration a feature or a set of features
extracted from the website by comparing it with the
existing phishing URLs.
Some machine learning
algorithms used is listed as below: Random forest
algorithm Support vector machine (SVM) Swarm
intelligence Genetic algorithm Accuracy in machine
learning approach is more than 98.4%

4.1 GUARD AGAINST SPAMS:
Being extra cautious of the e-mails from unrecognized
senders which might ask for the personal and financial
information over the internet or those which frighten the
user into acting quickly by threatening the user

3.5 CANTINA BASED APPROACH
Cantina based approach is a better detection technique
where it concentrates on the content rather than the
surface level characteristics of the given website. It has
greater effects when combined with a heuristic approach
in detecting phishing websites. This uses both Term
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4.2 USING TRUSTED WEBSITES:

4.9 USING SPAM AND PHISHING DETECTION
TOOLS:

It’s always recommended to use the trusted website as
one will have no vulnerabilities in those websites. Better
to look into the URL and make sure it has a secured
connection and information before accessing any website.

With an increase in the number of phishing attacks there is
also increase in the development of phishing detection
tools. They are user friendly, efficient and easily available
(most of them are open source) so that any user can easily
make use of these resources by adopting them to their
systems to make sure their data is safe and secured from
hackers. Below is list of few spam and phishing detection
tools and platforms:

4.3 BEWARE OF ADS AND POP UPS:
Nowadays it has become a practice where we encounter a
lot of ads and pop ups mostly related to your previous
search history. One has to be extra careful while dealing
with such ads. Better not to click on any pop-ups as it
might lead you to some malicious website or link which
later on might become a threat to your system.

- SecurityIQ PhishSim
- LUCY

4.4 FIREWALL AND SPAM FILTERS:

- MSI Simple Phish

As the number of spams are increasing so do the efficiency
of the spam filters and firewall. It is always recommended
that we have firewalls and spam filters in our systems as it
is of very high priority to secure the data and other
important credentials from the hackers.

- King Phisher
- Gophish
- Duo Insight
- Metasploit

4.5 BLOCK UNWANTED CONTACTS:

4.10 MAINTAIN CONFIDENTIALITY:

If the user feels and experiences a non-trusted
relationship with any contacts before it’s better to get rid
of it by blocking those contacts as it might become a
problem somewhere in future also.

Best way to maintain confidentiality is to encrypt the
sensitive emails and data in order to prevent it from being
vulnerable.
This can be carried out by installing an antivirus solution,
schedule signature updates, monitor the anti-virus status
on all installed equipment, and keep all systems with latest
security patches.

4.6 PROFILE PRIVACY:
Profile privacy can be accomplished by having multi factor
authentication. Privacy can be effectively maintained
when the user doesn’t share his/her personal or financial
sensitive information.

4.7 AVOID STRANGERS:

TYPES OF PHISHING

PREVENTION METHODS

SPOOFING EMAIL

●
Guard against spams
●
Identify spam emails
●
Using spam and
phishing detection tools
●
Firewall and spam
filters

Ignoring the suspicious emails, phone calls or text
messages which asks for personal data information is the
best way to avoid attackers.

4.8 IDENTIFY SPAM EMAILS:
FAKE SOCIAL NETWORK
ACCOUNTS

Whenever the user gets an email from a stranger it is
better not to open it or click on any link present in it or
download any embedded attachments since it is not from
a trusted source. Most importantly when the victim gets to
know it as a phishing trap he/she has to report it as spam
without forgetting it.

HACKING
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Firewall and spam

Block unwanted
●
contacts
Profile privacy
●
Maintain
●
confidentiality
Avoid strangers
●
Using spam and
●
phishing detection tools
Using trusted
●
websites

Profile privacy
●
Using spam and
●
phishing detection tools
DECEPTIVE PHISHING

SPEAR PHISHING

WHALING

Guard against spams
●
Block unwanted
●
contacts
Avoid strangers
●
Identify spam emails
●
Using spam and
●
phishing detection tools
Maintain
●
confidentiality (especially
financial and bank details)

4. CONCLUSIONS

Guard against spams
●
Block unwanted
●
contacts
Profile privacy
●
Maintain
●
confidentiality
Avoid strangers
●
Using spam and
●
phishing detection tools

Social media and all social networking sites have become
a part and parcel of life. Nowadays it has become a
gateway where people tend to share their personal
information and pictures with their friends and family to
stay connected. Hence it has led for the social media
servers to have a huge amount of data under different
layers of security. As it is always said anything and
everything has both good and bad in it, so does the
technologies. We are able to experience a lot of malwares,
worms and malicious contents in our mails and phones
that spread through different means of social networks.
Social media now acting as a new vector of attacks and
causing multiple cases where the privacy of user is breach.
Hence, it is necessary to understand, implement and
engage in more productive discussion of sharing best
practices to mitigate social media security risks.

Block unwanted
●
contacts
Profile privacy
●
Maintain
●
confidentiality
Avoid strangers
●
Using spam and
●
phishing detection tools

ANGLER PHISHING

Profile privacy
●
Avoid strangers
●
Maintain
●
confidentiality
Block unwanted
●
contacts
Using trusted
●
websites and apps

CATPHISHING /
CATFISHINGS

Profile privacy
●
Avoid strangers
●
Maintain
●
confidentiality
Block unwanted
●
contacts
Using trusted
●
websites and apps

CLONE PHISHING
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