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Abstract - DDoS stands for distributed denial of service 
attack. It’s basically a DOS attack but simultaneous requests 
are sent from multiple compromised nodes to one targeted 
system instead from a single node, to bring it down and stop 
servicing a normal user. The compromised nodes are botnets 
which are vulnerable and is under the control of a bot master 
which sends commands to these systems which triggers 
sending requests from botnets to target simultaneously. At 
the application layer as soon as attack is detected we try to 
reduce it using sky Shield application. Sketch is a data 
structure where it uses hashing with key being unique IP 
address of system and value being no of packets sent, bytes 
etc. For each request we calculate sketch and update it each 
time. Here we calculate the divergence between two sketches 
and based on observation flag it as malicious or genuine user. 
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1.  INTRODUCTION 
 
At the application layer ,DOS attacks are increasing day by 
day because of which many systems are been compromised 
and also many organizational servers are been crashing and 
they stopped servicing normal users which brings huge losses 
to organization. The main goal of attackers is to bring the 
system down by exhausting all the resources so that no more 
it can service any request. These attacks can take place at 
network or application layer. We concentrate on application 
layer because here is where web pages are generated and 
http requests sent. In DoS attack, requests are sent from one 
single host to target. But in Distributed DoS multiple systems 
are used to send requests to target. Victims of a Distributed 
DoS attack is not only the target but also all those 
compromised nodes which are under control of botmaster. 
Sky Shield application is designed to detect the source of 
attack and quickly stop servicing it, so that system can 
perform as usual like before. Here a sketch is designed for 
each requests and is updated on each new request. Once it 
notes of malicious activity that is when large divergence is 
observed between original and updated sketch it marks as 
malicious in bloom filter. 
 
 

 

2. ARCHITECTURE 

 
The system architecture makes use of Bloom filter, it is 
basically a data structure here it marks node as either 
malicious or genuine and it is based on trust value .It helps to 
identify trusted client and give them access to a system and 
also mark malicious users and stop servicing them. We 
calculate trust value based on node’s activity .It makes use of 
Captcha test to hold legitimate IP and also keep track of 
botnets in network. 
 
Sketch uses two bloom filters one called whitelist which holds 
legitimate users and granting access based on Captcha test 
and other one blacklist which holds malicious attacker list. 
Sketch is calculated for each requests i.e for each packet and 

A. EXISTING SYSTEM 

Static threshold: We set a threshold value on number of 
requests a node can service. If requests are more than 
threshold mark as malicious, care should be taken because it 
might be flash crowd also. 
 
Behavioural analysis: Here we suspect of attacks based on 
behaviour i.e if a pdf file is downloaded more than usual 
suspect it. 
 
Challenge response: Using captcha test, since bots does not 
have image processing capabilities, it cannot type the 
distorted or tilted letters. 
 
B. PROPOSED SYSTEM 
 
A sketch data structure can effectively distinguish between 
normal user and attacker .It keeps track each and every nodes 
activity .Here we use hashing technique called a sketch with 
the key being IP address of a packet from the receiver and the 
values are number of packets sent, bytes, requests made for 
connection, for each packet we design this sketch and update 
the sketch as new packet arrives and we calculate divergence 
between original and updated sketch  i.e the network flow 
difference ,here we can also detect spoofed IP addresses also. 
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each time it is updated after new packet comes from a same 
machine .At any point of time if large divergence is observed 
between two sketches then it is marked as malicious and 
captcha test is given to those machines, finally it denies 
access to those attacker machines if it fails test. 
 

 
 

FIG - 1: SYSTEM ARCHITECTURE 
 

3. METHODOLOGIES 
 
A. Sketch Design 
For this project we are using a Sketch i.e hash data structure 
because in a network of huge traffic, hashing is more efficient 
to store the requests and retrieve it effectively. Because it 
takes O (n) to retrieve information. Here key must be unique 
so we choose IP address because network of nodes is 
identified uniquely by its IP address and the value being 
records such as no of connection request made, packet sent 
etc. 
 
B. Bloom filter design 
Bloom filter is a data structure where it marks either 
malicious or genuine. It depends upon trust value. IP 
addresses are stored on filter which helps in determining 
trusted clients and give them access. Trust value depends 
upon node’s activity, network’s traffic. It makes use of 
Captcha test to hold legitimate IP and also keep track of 
botnets in network. 
 
C. Calculation of divergence 
For each sketch we calculate the rise in request by comparing 
its rise in peak level with the previous or the original sketch 
.When we notice a rapid change in request made or huge 
change in peak levels. It is marked as malicious. 

 
D. Bot Detection 
Bot master detects vulnerable systems in network and keeps 
it under his control. Bot master continuously sends 
commands to those affected nodes i.e bots wherein they 
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initiates requests to target to crash it. Challenge Response 
Captcha test used to detect bots because they fail in image 
processing because normal humans can recognize image tilts 
but bots cannot. 
 
E. Detection of Attacker IP Address 
In this we try to find out the IP address of attacker so that we 
can block further requests from those nodes so that we can 
control further crashing and bring back system to original. 
 

4. 

Network traffic is increasing rapidly nowadays thereby the 
ones who hacks the internet, so cyber security has become a 
serious issue. Many and many nodes are having some security 
issue so that they become vulnerable to threats by hackers 
and will be controlled by them according to their needs and is 
triggered to do some malicious acts. So we need to prevent 
and reduce these attacks as soon as it is detected .Distributed 
DoS attack are difficult to distinguish between legitimate 
users and malicious attack ,careful observation should be 
made and necessary steps should be taken to flag as 
malicious or intended user. Steps are taken to mitigate it at 
application layer i.e as soon as it is detected stop servicing the 
intruder machines. First we calculate divergence and use 
other technique called as bloom filter and captcha to detect it. 
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