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Abstract - In this current world where technology isgrowing
up day by day and scientific researchers are presenting new
era of discoveries, the vehicle usage is basic necessity for
everyone. Biometrics is a rapidly evolving technology which is
being widely used in forensics such as criminal identification
and prison security, and has the potential to be used in a large
range of civilian application areas. Biometrics can be used to
prevent unauthorized access to ATMs, cellular phones, smart
cards, desktop PCs, workstations, and computer networks. It
can be used during transactions conducted via telephone and
internet (electronic commerce and electronic banking). In
automobiles, biometrics can replace keys with key-less entry
devices. Although many technologies fit in the biometric space,
each works a bit differently. Relatively new on the biometric
scene, face recognition devices use PC-attached cameras to
record facial geometry. Automobile theft is the biggest
problem in the remote location of the city and neither key lock
nor Remote keyless system provides reliable solution because
key can be copied very easily and remote keyless system
encrypted data use radio waves which can be recorded and
used to unlock the car. To design a unique key which doesn’t
rely on key or radio wave, biometric solution is the only better
option.

Key Words: Finger Prints, Hand Geometry, Biometrics,
Pattern Matching, Global System for Mobile (GSM),
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1. INTRODUCTION

Every person has its own unique fingerprint which can be
used as unique unlock/lock key of your automobile.
Biometrics refers to the automatic identification of a person
based on his/her physiological or behavioral characteristics.
This method of identification is preferred over traditional
methods involving passwords and PIN numbers for various
reasons: the person to be identified is required to be
physically present at the point-of identification;
identification based on biometric techniques obviates the
need to remember a password or carry a token. With the
increased use of computers as vehicles of information
technology, it is necessary to restrict access to
sensitive/personal data. By replacing PINs, biometric
techniques can potentially prevent unauthorized access to or
fraudulent use of ATMs, cellular phones, smart cards,
desktop PCs, workstations, and computer networks. PINs
and passwords may be forgotten, and token based methods
of identification like passports and driver's licenses may be
forged, stolen, or lost. Thus biometric systems of

identification are enjoying arenewed interest. Various types
of biometric systems are being used for real-time
identification, the most popular are based on face
recognition and fingerprint matching. However, there are
other biometric systems that utilize iris and retinal scan,
speech, facial thermo grams, and hand geometry.

A biometric system is essentially a pattern recognition
system which makes a personal identification by
determining the authenticity of a specific physiological or
behavioral characteristics possessed by the user. An
important issue in designing a practical system is to
determine how an individual is identified. Depending on the
context, a biometric system can be either a verification
(authentication) system or an identification system.

Some of the reasons due to which vehicle protection is
limited are given below:

a. Due to longer distance (range), siren cannot be heard.
b. Most of the cars have similar sounds.
c. Physically, alarms can be disabled on theft attempts.

d. Alarm sound can be mitigated in crowded areas.

2. SURVEY ON AUTOMOBILE THEFT

There is a good article written by Indian express about
automobile theft in metro city like Delhi. In Delhi 2 case is
registered in every 30 minutes. Software-Savvy, Tech-
Friendly Thieves Armed with latest technology and tools,
come in group of four or five, expert in every field on
automobile engineering, they can find awayin [4]. They don’t
require to copy the ignition key as they use some Chinese
software “the Engine Control Module (ECM) code breaker”,
available online and costs Rs 1 lakh. They can break steering
lock and gear box lock with specialized tools and start the car.
Here is the case study on automobile theft by Indian express.

3. Biometrics

The term “Biometrics” pertains to the analysis of
measureable physiological and behavioral traits of human
beings. This analysis aids in the identification of individuals
by precisely dissecting and recognizing their unique
characteristics.

The primary application of biometrics in automotive is in the
avenue of Vehicle Security. BMW and Volvo have developed

© 2018,IRJET | ImpactFactor value: 6.171

IS0 9001:2008 Certified Journal | Page 263



‘, International Research Journal of Engineering and Technology (IRJET)

JET Volume: 05 Issue: 02 | Feb-2018

www.irjet.net

e-ISSN: 2395-0056
p-ISSN: 2395-0072

palm vein and fingerprint recognition systems, respectively,
for vehicle entry, while Volkswagen has created a facial
recognition technology for driver authentication. Driver
identification and authentication is further poised to be
bolstered by the advent of cutting edge biometric
technologies such as ECG, developed by biometric specialist
companies such as Nymi. The company has developed a wrist
band which can be used to capture the unique heart beat
signature of a user. This can later be used to authenticate the
person for a wide range of applications including secure
entry into a vehicle. The Nymi system promises to be a
foolproof authentication system, as once a heartbeat
signature is paired with a band, it cannot be used by anyone
else.

Executive Summary-Supplier Activity in Biometrics for Vehicle Security
Voxx recently commenced working with Eyelock to develop an Iris recognition system which
analyzes greater than 240 points in the eye to authorize the driver to start the vehicle

Biometrics in Automotive: Security, Supplier Activity , NA and EU, 2016-2025
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The physical characteristics of a person like finger prints,
hand geometry, face, voice and iris are known as biometrics.
Each biometric trait has its strengths and weaknesses. The
suitable biometric can be selected depending upon the
application in various computer based security systems.

The performance comparison of Biometric technologies
based on FAR (False Acceptance Rate), FRR (False Rejection
Rate), EER (Equal Error Rate) is given below:

Equal Error Rate -Rate at which both acceptance and
rejection errors are equal. Lower the EER, system is more
accurate.

False Acceptance Rate - Rate at which system incorrectly
matches the input patterns to non-matching template in the
database.

False Rejection Rate - Rate at which system fails to detect
match between input pattern and matching template in the
database.

© 2018,IRJET | ImpactFactorvalue: 6.171 |

TABLE I- PERFORMANCE COMPARISON OF VARIOUS

BIOMETRICS.
BIOMETRICS EEE FAFR. FRR COMMENTS

Face NA 1% 10% Varied light,
indoor'outdoor

Fingerpnnt 2% 2% 2% Cut on fingers

Hand Geometry 3% 3% 2% Rings &
Inproper
placement

Inis 0.01% 094% | 0.99% | Indoor
environment

Keystrokes 1.8% %% 0.1% | 6 months period

Voice 6% 204 10% multilingual

3.1 Finger Print

Among all the biometric techniques, fingerprint-based
identification is the oldest method which has been
successfully used in numerous applications. Everyone is
known to have unique, immutable fingerprints. A fingerprint
is made of a series of ridges and furrows on the surface of
the finger. The uniqueness of a fingerprint can be
determined by the pattern of ridges and furrows as well as
the minutiae points. Minutiae points are local ridge
characteristics that occur at either a ridge bifurcation or a
ridge ending. Fingerprint matching techniques can be placed
into two categories: minutiae based and correlation based.
Minutiae-based techniques first find minutiae points and
then map their relative placement on the finger. However,
there are some difficulties when using this approach. It is
difficult to extract the minutiae points accurately when the
fingerprint is of low quality. Also this method does not take
into account the global pattern of ridges and furrows. The
correlation-based method is able to overcome some of the
difficulties of the minutiae-based approach. However, it has
some of its own shortcomings. Correlation-based techniques
require the precise location of a registration point and are
affected by image translation and rotation.

Fig-1 Minutiae points of Fingerprints.
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Finger print recognition module is capable of storing
physical images in binary form. Later the binary versions can
be used to authenticate the user.

a. Fingerprint sensing, in which the fingerprint of an
individual is acquired by a fingerprint scanner to produce a
digital representation.

b. Pre-processing, in which the input fingerprint is
enhanced and adapted to simplify the task of feature
extraction.

c. Feature extraction, in which the fingerprint is further
processed to generate discriminative properties called
feature vectors.

d. Fingerprint matching, in which feature vector of the
input fingerprint is compared against one or more templates.
These templates are stored in the database.

Mrs. Smith

Mr. Smith

Fig-2 Fingerprint Module
3.2 Hand Geometry

Hand Geometry Biometric Recognition System uses the
geometric shape of the hand to identify the person. This
system also uses finger length, thickness, and curvature for
the purpose of verification. The hand geometry is not
distinctive but it is the ideal choice. The hand geometry data
collection is easier and hand geometry can be combined with
other biometrics like finger print. The recent applications of
the hand geometry biometric systems include San Francisco
International Airport uses hand geometry to restrict access to
critical areas, child day care centers use to verify the identity
parents, payroll accuracy and access control, the fast gate
pilot program to track border crossings for frequent
travelers, United States military using for access control and
majority of nuclear power plants in US use hand geometry for
access control. The hand geometry is used in biometric
systems as it behaves the following features:

e Very small template size, easy to maintain and store
large database

« High reliability and accuracy

* Robust, user friendly and easy to integrate into existing
and third party systems

¢ Ideal for rough outdoor environments like construction
industry and can handle high throughput of people

¢ Relatively inexpensive offers excellent return on
investment.

Fig-3 Hand Geometry Scanner.

3.3 Smart Card Reader

There are different types of biometric identification
methods employed in access control like fingerprint
recognition, facial recognition. Biometric identification
technology has been promoted for its ability to significantly
increase the security level of systems. All biometric
identification devices work similarly, by comparing the
template stored in its flash memory to the real time scan
obtained during the process of identification. If there is a high
or enough degree of probability that the template in the
memory is compatible match with the live scan (the scan
belongs to the authorized person), the identification details of
that person are sent to a control panel, here an LCD module.
Smart cards are of two types: contact dependent and
contactless. Both have embedded microprocessor/controller
and memory. The smart card differs from the proximity card.
Proximity card has only one function: to provide the reader
with the card's identification number.

The difference between the two types of smart cards is the
manner with which the microprocessor on the card
communicates with the external world. Licenses are replaced
with these smart cards. A contact dependent smart card must
physically touch the contacts on the reader to transfer
information between them. Since contact cards must be
inserted into readers proper care must be taken to insert in
the proper orientation and nominal speed. Such a transaction
isnotacceptable for most access control applications. The use
of contact smart cards as physical access control is limited
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mostly to vehicle parking zone applications when payment
data is stored in card memory and when the speed of
transactions is not a key performance factor. A contactless
smart card uses the radio-based technology and the
frequency band used it uses is a higher frequency (13.56 MHz
instead of 125 kHz), which allows the transfer of large
amount data, and multi point communication with several
cards at the same time.

A contactless card does not have to touch or get in contact
with the reader or even be taken out of a wallet. Most access
control systems only read serial numbers of contactless
smart cards and available memory is not utilized. This
memory is used for storing biometric data (i.e. fingerprint
template, iris pattern) of a user. In such case a biometric
reader first reads the template on the smartcard and then
compares it to the finger print (hand, eye, etc.) presented by
the user. In this way biometric data of users does not have to
be distributed or networked and stored in the memory of
controllers or readers, which simplifies the system and
reduces memory requirements.

T g

Fig-4 Car Access Card.
4. CONCLUSIONS:

The Biometric security Systems are the systems which uses
the physical characteristics of a person like finger print, hand
geometry, face , voice and iris. We can design our own
security system with our own unique hardware, which
cannot be crack by thief easily. Car unlocking method is only
valid fingerprint which is unique for each user. Designing
hardware is very easy because it is based on open source
hardware, which provide easy to design hardware solution
which remove the hassle of study of internals of controller.
The developed system ensures that only authorized drivers
can drive the vehicle and misuse of vehicles by others can be
prevented. The system also provides facility for monitoring
seat belt status. It also gives time to get the system repaired
if any malfunction exists. The system makes sure that
vehicle’s access is given to only authorize personal and thus
accidents can also be averted.

ACKNOWLEDGEMENT

The authors can acknowledge any person/authorities in this
section. This is not mandatory.

REFERENCES

[1] Various anti-theft devices for car protection article by
wikihow.http//www.wikihow.com/choose the best anti
-theft devises to protect your car.

[21 Joseph lewis, university of Maryland, bowie state
university, “biometrics for secure identity verification
trends and developments”.

[31 http//en.wikipediaorg/wiki/biometrics

[4 C.Yang, N. X. Xiong, A. V. Vasilakos and Zh. ]. Fang, "A
fingerprint recognition scheme based on assembling
invariant  moments for  cloud computing
communications”, IEEE Systems Journal, vol. 5, no. 4,
Dec. 2011.

[5] S.Malathiand C.Meena, “An efficient method for partial
fingerprint recognition based on Local Binary Pattern”,
in Proc. Communication Control and Computing
Technologies, pp. 569572, IEEE, 2010.

[6] E.]. C. Kelkboom, ]. Breebaart, T. A. M. Kevenaar, I.
Buhan, and R. N. ]J. Veldhuis, “Preventing the de-
codability attack based cross matching in a fuzzy
commitment scheme”, IEEE Transactions on
Information Forensics and Security, vol. 6, no. 1, IEEE,
March 2011.

[71 F. M. Bui, K. Martin, H. P. Lu, K. N. Plataniotis, and D.
Hatzinakos, “Fuzzy key binding strategies based on
quantization index modulation(QIM) for biometric
encryption (BE) applications”, IEEE Transactions on
Information Forensics and Security, vol. 5, no. 1, IEEE,
March 2010.

[8] C.Pornpanomchaiand A. Phaisitkulwiwat, "Fingerprint
recognition by euclidean distance”, presented at Second
International Conference on Computer and Network
Technology, IEEE, 2010.. Young, The Technical Writer’s
Handbook. Mill Valley, CA: University Science, 1989.

[91 R. Nicole, “Title of paper with only first word
capitalized,” ]. Name Stand. Abbrev., in press.

[10] K. Elissa, “Title of paper if known,” unpublished.

[11] Anil Jain, Arun Ross and Salil Prabhakar, “Fingerprint
Matching Using Minutiae And Texture Features,”
Fingerprint Matching Using Minutiae And Texture
Features”, in Proc. of Intl Conference on Image
Processing (ICIP), pp.282-285, Thessaloniki, Greece, Oct
7 -10,2001

© 2018,IRJET | ImpactFactor value: 6.171

IS0 9001:2008 Certified Journal | Page 266



Y

JET Volume: 05 Issue: 02 | Feb-2018

International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056
www.irjet.net p-ISSN: 2395-0072

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

www.nxp.com/Ipc_2148

Rubella, J.A. “Fingerprint based license checking for
auto-mobiles” Advanced Computing (ICoAC), 2012
Fourth International Conference

www.synochip.com/en.

Lia Ma, Yunhong Wang, Tieniu Tan, “Iris Recognition
Based on Multichannel GaborFiltering”, ACCV2002: The
5th Asian Conference on Computer Vision, 23-25
January 2002, Melbounce, Australia.

Muhammad Khurram Khan, Jiashu Zhang and Shi-Jinn
Horng, “An Effective Iris Recognition System for
Identification of Humans”, IEEE 2004.

Libor Masek, the University of Western Australia,
“Recognition of Human Iris Patterns for Biometric
Identification”, 2003.

Mathew Kabatoff John Dougman, BioSocieties, “Pattern
Recognition: Biometrics, Identity and State - An
Interview with John Dougman”, (2008), 3, 81, 86, ©
London School of Economics and Political Science,
London UK.

AXK. Jain, L. Hong, R. Bolle, “On-line Fingerprint
verification” , IEEE Trans. Pattern Anal. Mach. Intel.
1997.

K. Karu, AK. Jain, “Fingerprint classification, Pattern
Recognition”, 1996.

Pathak,Ajay Kumar Zhang, David D., “Hand geometry
recognition using entropy-based discretization”, IEEE
Transactions on information forensics and security, June
2007,v.2,no. 2, p. 181- 187, Jun-2007.

Michael Goh Kah Ong,Tee Connie, Andrew Teoh BengJin,
David Ngo Chek Ling, “A single-sensor hand geometry
and palm print verification system”, Proceedings of the
2003 ACM SIGMM workshop on Biometrics methods and
applications, Berkley, California, 2003 .

Peng Wang; Qiang Ji; Wayman, ]J.L., “Modeling and
Predicting Face Recognition System Performance Based
on Analysis of Similarity Scores”, Pattern Analysis and
Machine Intelligence, IEEE Transactions on Volume 29,
Issue 4, April 2007.

Steve Lawrence C. Lee Giles Ah Chung Tsoi, Andrew
D.Back, “Face Recognition: A Convolutional Neural
Network Approach”, IEEE Transactions on Neural
Networks, Special Issue on Neural Networks and Pattern
Recognition.

V. Amudha, B.Venkataramani, R. Vinoth kumar and S.
Ravishankar, “Software/Hardware Co- Design of HMM

Based Isolated Digit Recognition System “,JOURNAL OF
COMPUTERS, VOL. 4, NO. 2, FEBRUARY 2009.

[26] Bill Swartz, Neeraj Magotra, “Feature Extraction for
Automatic Speech Recognition “, 1997 IEEE Transaction.

[27] Wei Han, Cheong- Fat Chan, Chiu Sing Choy and Kong
Pang Pun, “An Efficient MFCC Extraction Method in
Speech Recognition”, IEEE 2006.

[28] John Daugman, “How Iris Recognition Works”, IEEE
TRANSACTIONS ON CIRCUITS AND SYSTEMS FOR
VIDEO TECHNOLOGY, VOL. 14, NO. 1, JANUARY 2004

[29] Kresimir Delac, Mislav Gregic, “A Survey of Biometric
Recognition Methods”, 46th International Symposium
Electronic in Marine, ELMAR-2004, 16-18 June 2004,
Zadar, Croatia.

[30] Natalia A. Schmid, Joseph A.O’Sullivan, “Performance
Prediction Methodology for Biometric Systems using a
Large Deviations Approch”, IEEE Transaction of Signal
Processing, October 2004.

[31] Li Ma, Tieniu Tan , Yunhong Wang , Dexin Zhang , “
Personal Identification Based on Iris Texture Analysis”,
IEEE Transactions on Pattern Analysis and Machine
Intelligence, Vol. 25 No. 12, December 2003.

[32] John Carter, Mark Nixon, “An Integrated Biometric
Database” Department of Electronics and Computer
Science, University of Southampton, Highfield,
Southanpton, SO95NH.

[33] Arun Rose, Anil Jain and Sharat Pankanti, “A Hand
Geometry Based Verification System”.

[34] Boreki, Guilherm, Zimmer, Alessandro, “Hand Geometry
Feature Extraction through Curvature Profile Analysis”,
UNICENP, Computer Engineering Department, 2004.

[35] L. Rabiner, B. H. Juang, “Fundamentals of Speech
Recognition”, Pearson Education.

[36] Girish Tilak, Dr.N LakshmanaSwamy, “Optimization of
Surface Roughness Parameters in Turning EN1A Steel
without Coolant”, IJERT,2014

[37] Girish Tilak, Pavan Kadole,“Optimization of Surface
Roughness Parameters in Turning EN1A Steel with
Coolant”, IJERT,2017

[38] Girish Tilak, “Comparison Study of Optimization of
Surface Roughness Parameters in Turning EN1A Steel
with Coolant and without Coolant”, IJERT,2017

[39] http//www.google/images/biometric devices.com.

© 2018,IRJET | ImpactFactor value: 6.171

IS0 9001:2008 Certified Journal | Page 267


http://www.synochip.com/en

’, International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056
JET Volume: 05 Issue: 02 | Feb-2018 www.irjet.net p-ISSN: 2395-0072

BIOGRAPHIES

[ GirishTilak Assistant Professor
working in the Department of
Automobile Engineering in NHCE
Bangalore. I'm interested in the field of
Manufacturing Science and Automobile
Engineering

[ Shivamurthy M UG student of
automobile engineering in NHCE
Bangalore. I'm interested in the field of
design and development of automobile
Sensors.

© 2018,IRJET | ImpactFactorvalue:6.171 | 1S09001:2008 Certified Journal | Page 268



