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Abstract - In this paper we introduce a method for encoding

refer to medical imaging at different times during the
progress of his condition, to get accurate diagnosis and
follow-up. For scientific purposes, scholars and researchers
in the medical field may need sequential medical images for
patients in a certain age or a certain sex and a profile of the
diagnosis from the specialist doctor. For such cases, we will
need to design a private website for a hospital which has
different medical imaging devices in various sections of the
hospital. These sections send various types of medical
images to a server at the hospital by Wired Network. After
encryption, these images are stored on a server in a way that
does not occupy much space. In this research, we have
designed a database that enables the user to access medical
images by various filters such as patients’ age, sex, type of
disease, the affected area from the patient’s body, as well as
the exact diagnosis; this enables students to get all the
information required for the purposes of study or research
and development [3, 4].

and decoding the medical images which enables the users of
our designed telemedicine system (researchers in the medical
field, patients) to get the desired images and the useful
information safely, easily and quickly via a web browser. Our
system was tested over Wired and Wireless networks to
evaluate its transmission of the original images or of a single
wanted slice on demand. The users can get the desired images
through a graphical user interface designed for easy access.
Response time, slice position and the amount of data delivered
were determined as part of the tests included in this paper.
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1. INTRODUCTION
Using electronic data and communication technologies to
provide and support health care and medicine studies in
case of difficult contact between the participants is known as
telemedicine. The most used applications are in the fields of
transmission of high-resolution X-rays, cardiology,
orthopedics, dermatology and psychiatry. Groups of
physicians, teachers and researchers are often discussing
from large distances. Telemedicine also includes the
management of electronic patient records, access to
databases on the Web and on private networks, and use of email by many of the medical specialists.
Telemedicine also helps students whose work involves
developing medical devices or studying some medical
specialties like Sonar, Doppler or X-Ray scanning; they
always need to get images from different types of medical
scanning devices for their diagnosis, as well as other
important information for the patients [1, 2].

In this paper we propose a data model to index text and
visual data (images). Our data model provides a unified
structure to organize image data and three ways for it to be
accessed by the user: text-based retrieval, content-based
retrieval and combined retrieval. Text-based retrieval allows
users to enter keywords (e.g. patient code, age, body part,
disease, physician notes and diagnosis conclusion) based on
which the image is then accessed in the database. Contentbased retrieval allows user to upload a sample image from a
local device. Combined recovery is the mixture of contentbased retrieval and text-based retrieval [4, 5]. On demand
transmission, an interactive medical image transmission
scheme for single slice images is used for transmission to a
web browser or over the user’s wired network. Medical
images are encoded by a code stream on the server side; the
suggested encoding method aims to decrease the time for
encoding as well as for the decoding process, compared to
the time needed by other methods. Also, the precise details
of those medical images should be preserved through the
encryption process by keeping their details and retrieving
them completely and accurately after the decryption. After
the encoding process, the images are stored as a file not as
an image, for reducing the storage space for the medical
images that are usually considered as large size images [6,
7].
Through the decoding process for the medical image
which is applied by the user or the browser, the original
image can be viewed in real size. The user can directly
download the useful original image or a single slice from the
original image.

Remotely accessing and viewing medical images
through the web is important for modern students or
specialists. With a web browser, they can access and browse
medical images from anywhere and at any time, via different
devices, without installation and maintenance of additional
client software. This can make medical image data sharing a
lot easier. DICOM (Digital Imaging and Communications in
Medicine) is the widely accepted standard for medical image
storage and delivery among medical devices. In some cases
we need medical images for remote diagnosis, in a different
location than the one where the patient is hospitalized, for
example due to the lack of a specialist doctor or of hardware
necessary for treatment [2, 3]. The patient also may need to
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The transmission of the full size image on demand
from the server to the browser through the internet is a
time-consuming process, especially for modern medical
imaging devices like the CT scan or the Doppler scan. In this
case the better choice is to transfer only a client-required
image region (single slice high definition image) [8, 9, 10]. In
this paper, the required image region is determined by the
user through the wired network or the browser as shown in
Fig. 1.

For the database in Fig. 2 within our designed
system, the user can get images and their information about
patient ID, the disease, in addition to basic data like image
identifier, file location and image file size. The three triangles
in Fig. 2 are connected together, which means that the user
can identify the image not only from the image series but
also from the semantic quality by patient ID, gender, age,
disease name, body part and so on.
If the researcher needs to search by certain criteria,
they can search by age, disease, body part, diagnosis, date
and gender. The patients can use their unique code number
to get their medical images. The interface in Fig. 3 is
designed to be used for encrypting and uploading new
information, or downloading and decrypting existing data,
specifically different medical images from the different
medical departments.

5. Encoding and decoding process for medical
images

Fig- 1: Flowchart of the proposed scheme

2. Medical image index

Color information in digital images is used for many practical
purposes, mainly in security fields and also with gray scale
images applications. During the last decade, researches have
worked to improve the security of the digital images. Several
image encoding algorithms were proposed to enhance
methods of image security [11, 12, 13, 14].

For the image index we propose a data model that includes
three sections: image series, semantic quality and basic
quality. The image identifier exclusively identifies each
image. Fig. 2 shows the mapping from the data model.

3. The user logs on to the hospital server
For easier access to the needed data for any user, no matter
their computer proficiency, a clear interface is designed
towards the logs in the database. The permission is given
from the hospital by a varied password for the different
departments in the hospital.

4. The Database for the hospital server
In the system described in this paper, users can log in the
database and get the wanted data (text and / or visual) by
using different useful keywords.

Fig- 3: The Database for the hospital server
This paper introduces an encoding / decoding process for
medical images which depends on the image’s color
information. This method gives more speed and accuracy in
the process of encryption and decryption, where speed is
needed for storing a large number of medical images from
different scanning departments and these images are
characterized by larger sizes than average. Also, the browser
needs speed over the Internet or internal network in
hospitals for transmitting the wanted decoded original
image or after cutting a specific part from the whole image
size. Fast image decoding with accurate details is an
advantage of our proposed method. Fig. 4 shows the scheme
of the encoding structure. In this method, the key is selected
from the original image, which makes our key vary for each
image. The produced key will be then stored at specific

Fig-2: Data model for medical images
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coordinates within the encoded image, to be used later in the
decryption process.
Users of wired network or browsers through wireless
network can decode and view images by using a designed
interface which facilitates this process for any users as
shown in Fig. 4.
Decoding Time in our proposed method is computed (1–3
seconds, depending on image size), this time is suitable
compared with other common methods like wavelet or
Huffman encoding. After decoding, this method will
accurately keep the details of the medical images.

color values and save the image in the database as a colored
image. So, pixels in a lot of medical images from different
medical devices have color values which can be noted by
image processing programs thus our encryption method is
used successfully with these types of non-colors devices.

(a)

(b)

Fig-5: Encrypting interface: (a) Loading image of
Uterus with its information by the designed interface
(b) Crypt the loaded image and save it in the server’s
database

6. Transmission of single-slice
Fig-4: Encoding structure depending on the pixel colors

For high uploading transmission speed of big size images as
Doppler or X-Ray images, especially through the Internet,
users with our program can easily get one useful slice from
the whole chosen image and save it directly wherever they
need [15, 16, 17]. Figures below describe the slice
transmission. The browser sends a request to the server
with the parameters of the demanded region, and then the
server sends the determined slice back to the browser. This
transmission procedure includes four steps. Step 1: the user
accesses the browser via wireless or wired network to enter
a search interface (using a special password) where he can
determine the wanted department, then he can access the
wanted image by its metadata.

In Fig. 4, the same key code taken from the original image
will be used for encoding the colors red, blue and green.
Then, the selected key will be converted from decimal to
binary, and so will the image color values. The produced
color binary values are reversed to produce another new
color value which will be encoded by the key bits using XOR
for all the three image colors, with a similar process.
Image details are encrypted with the key, to be
stored later in the systems server along with its metadata.
Storing medical images needs a big storing space. Our
proposed method overcomes this problem by encrypting the
head of the file which contains the encoded image with its
metadata. This process is hiding the image with its
information for more security, meaning accessing them is
only possible for the system managing personnel, and it is
also saving the file using a small storage space.

Step 2: the user can decode the wanted image easily
from the interface – the program will use the image code
stream to decode it in (1–3) seconds depending on the image
size, as shown in Fig. 6 and Fig. 7.

In many cases, the acquired medical images are only gray
scale images, but after processing their pixels we can get
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v  (disW  sliceSize  1)  (disH  sliceSize  1)

(1)

slice.x  imgMaxW  (dispW  sliceSize  1)  a  xo

(2)

slice. y  imgMaxH  (dispH  sliceSize  1)  b  yo

(3)

If the request slice is in cache, the server transmits
the slice to the browser directly as shown in Fig. 9.
Fig-6: The designed interface to get the wanted image by its
Metadata

Fig-7: The decoded Doppler image inside the interface
Fig-9: The selected slice transmitted by the server

Step 3: the user can view the wanted image in full
size and then select the chosen slice. The browser then sends
the request to the server to capture the region as shown in
Fig. 8; information about the selected region include x, y axis
coordinates and the slice’s width and height.

7. Devices support for functionality evaluation
In this paper we evaluate the response time and accessibility
between user and server, by using two laptop computers
connected by wired network and wireless network. The
wireless network uses a gigabyte router to connect between
the two laptops. One of the laptops works as a server and
contains the entire saved database for three departments
(Sonar, Doppler and X-ray). The other laptop works as a
client with a user interface in which a password and
username can be entered for access to the server’s interface.
The usernames and passwords are generated by the hospital
(the system’s administrators) and in our example differ for
each department. The users can browse within the desired
department to get the wanted images. Our proposed server
is not the main server for the hospital which contains all the
information about this hospital, as connecting to the hospital
mainframe may be unsafe. As such, we proposed a dedicated
sub server which connects to all the scanning departments in
the hospital and administers a special database with security
for the saved data. This server was specially allocated to
search for medical images using criteria such as the patient's
age, sex and diagnosis of the doctor and his remarks about
the condition. Access to the proposed server via the wired
network using a special connection enables us to transfer
images and information between the client and the server, as
well as cutting specific slices out of the images.

Fig-8: View the wanted image in full size and surround the
useful region
Step 4 is the slice position determination, via equations (1)
and (2) where imgMaxW, imgMaxH are the maximum width
and height of whole image; dispW, dispH represent width
and height of display region; (xo, yo) are the coordinates of
the upper-left corner of request region; SliceSize is the size
of slice. The total number of slices contained in the display
region is determined according to equations (1), (2) and (3)
for the slice with index (a, b), its position in the whole image
[2, 18].
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For evaluating the wireless connection functionality,
we used a gigabit router [19, 20] to connect the server with
the client laptop. Some simple changes were made on both
laptops to enable sharing between them. After these
configurations, the user can easily browse the database for
the wanted department, download the useful images and
select a single slice from the whole image.
We evaluated the response time (the time interval
between the user sending the command to the server and
the server producing the result) over the Wireless network
in terms of image access and presentation. We evaluated the
performance of our system for one and two users, by sending
more than one image at a time and more than one slice. All
concurrent requests are equally sent from two users. To
evaluate the system under this condition, the minimum,
average and maximum response time are collected for each
request [21, 22].

which means that the sending of a single slice from the
whole image will reduce the response time.
Table-1: Amount of data delivered for different image
sizes
Image size (MB)

For single slice
(MB)

1.3

0.71

1.54

0.80

1.96

0.94

2.44

0.86

2.87

0.79

2.97

0.66

3.65

0.74

Response time

3.88

0.83

For one concurrent request, the minimum, average and
maximum response time is 0.1 s, 0.2 s and 0.3 s, respectively.
For two concurrent requests, the minimum, average and
maximum response time is 0.1 s, 0.5 s and 1.6 s, respectively.
The computed response time is for getting the browsers
requests from one and two users to enter the system. The
users can enter in the system by a special user password and
user name given by the hospital, then to allow entering to
the selected department by another password for each
department (Sonar, Doppler, etc.) which are given by the
server manager.
Practically, we found that the response time range for the
wired network is more than the average value for two users
and it is in average value with one user. While the practice
response time for wireless network is around the average
value for one user and more than average value for two
users.
In case of two requests from wired and wireless network,
the practical response time for the wired network is around
the average value and the response time for the wireless
network is more than the average value for two users.

4.06

0.89

8. Results and discussion
For our system we computed the following results:

9. Conclusion
In this paper, we presented a telemedicine system for
hospitals that is developed for medical images sharing
through wired and wireless systems. Our implementation is
based on designing a special database server for medical
images which receives the medical images from the different
scanning departments in the hospital. The received images of
different types and sizes are encoded and decoded in this
paper by a new method which helps high security and speed
in the encryption and decryption process. Also, our software
enables the user to select a wanted slice from the whole
image for fast sending and low amount of saved data. In this
paper the computed response time gives good results for
wired and wireless system (the difference between them is
almost not noticeable). The proposed system can be easily
implemented in any hospital, with low cost and high security
for the interred information.

Amount of data delivered
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