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Abstract - Within this course of time, social media sites

have gained a great attention. People rely on social media for
different purposes. Not all the online social media will provide
the same service. For this reason people tend to have multiple
accounts on multiple social media sites. It is challenging and
also interesting to identify the account that belongs to the
same user in multiple social media sites. Many researchers
have been conducted to match the user accounts in different
social media sites. In this paper we have concentrated on
different techniques used by the researchers to identify the
similar accounts in multiple social media sites. Hence this
paper will give an idea about the techniques that solves the
problem of identifying user accounts across multiple online
social media sites.
Key Words: cross-communities, k-anonymity, l-diversity,
social networks, social-tagging systems, user
identification.

1. INTRODUCTION
The users of internet are increasing and a large number of
them are an active member of a social network. People rely
on different social media networks for news, information
and opinion of other people about different subjects. For
example, people use Facebook for chat with their friends and
families and also to share about their aspects of personal
lives and Twitter to post about the things they are more
passionate. For this reason people tend to have multiple
accounts in multiple social media sites.
Discovering the same user accounts that belong to the same
user is becoming a growing interest among researchers.
Though it is more challenging, it is useful in developing many
applications. It is useful to aggregate information about a
single user. Merged information about a single user can give
a detailed view about all available data. This information will
be helpful to construct a complete social graph that helps in
many applications such as information retrieval,
collaborative filtering, sentiment analysis etc. It is also useful
in modern marketing. As the modern marketing deals with
targeting marketing with promotional messages, it is very
useful to discover the same user accounts. Once the target
customer is identified, the marketer does not have to bother
the customer with multiple messages that has the same
content. Identifying the same user accounts among multiple
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sites is also useful in the application automatic contacts’
merging that happens almost in most of the mobile phones.

So identifying the same user accounts among multiple online
social media sites is a challenging research area. Many
studies where based on the profile attributes of the users,
contents posted by the users and also by analyzing the
network structures. Some of these studies are explained
below.

2. LITERATURE SURVEY
As explained before the current studies depend on profile
attributes, contents and network structures.

2.1 User identification based on profile
Username is a publicly available feature in the profile of the
users. Perito et al. [1] presented an analytical model based on
binary classifiers to calculate the similarity of usernames to
identify the similar user accounts. An unsupervised approach
was followed by Liu et al. [2] for linking users across multiple
online sites. They computed the n-gram probabilities of the
usernames to identify the rare and common usernames used
by the persons. R. Zafarani and H. Liu [3] matched the users
by extracting the usernames that appear in the URLs of the
web pages. R. Zafarani and H. Liu [4] further developed a
supervised learning approach to study the behaviors of
various usernames chosen by the users among crosscommunities. The usernames are publicly available and it can
be faked by anyone. So these studies have some limitations.
Acquisti et al. [5] used the profile photos for matching the
users. They used the face recognition algorithm and
conducted the experiment on Facebook. Facebook profile
photos are publicly available and it can be easily extracted.
But this algorithm cannot be applied to large network
because many users can use the same profile photos.
Iofciu et al.[6] linked the users based on the tags and user ids
across social tagging systems. The tagging behaviors of the
users where used to construct the user profiles based on the
symmetric variant BM25 to link the users using the tags.
Though it supports cross-platform, this technique cannot
assure about the privacy. Motoyama and G. Varghese [7] used
the classifier based on boosting to calculate the similarity of
usernames. They analyzed the profile attributes such as the
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name, geographical location, age etc. Boosting is a method to
combine weak hypotheses to strong hypothesis. Goga [8] also
used the profile attributes such as name, location and photos
to find the similar accounts. He employed the Naïve Bayes
classifier to calculate the probability of matching accounts.
Elie Raad et al [9] used decision making classification
algorithm to match the similar accounts based on the profile
attributes. A weighted ontology-based user profile resolution
technique was presented by Cortis [10] to discover the
multiple profiles corresponding to the same user. A profile
matching algorithm with Text Analytics was proposed to
analyze the profile attributes in the profiles. The algorithm
can be applied both in semi structured and structured
profiles.
Fabien Abel et al. [11] studied the impact of cross-system
user modeling in today’s social media sites. The individual
users on the online sites were analyzed and their
characteristics where studied based on the profiles
distributed on the web. The tagging behavior of the users was
also analyzed. They used Mypes, a service that allows the
aggregation of tag-based as well as the form-based profiles.
Mypes includes the features like alignment, linkage and
enrichment of various profiles of users distributed among
different sites.
O.de Vel [12] proposed mining email content for author
identification forensics. Email communication is becoming
important with the emergence of the internet. Several cyber
crimes were reported with the emails. It includes identity
theft, plagiarism etc. All these occur when the identity of the
author who is sending the email is not revealed. Here vector
machine learning algorithm is used to identify the identity of
the true author. For text categorization, many learning
methods were proposed.
Vector-based comparison algorithm was used by J.Vosecky et
al. [13] for identifying users on multiple sites based on profile
matching. Here the profiles where represented as a vector
consisting of individual profile attributes. Then the similarity
score between the profiles in multiple sites where calculated.
A weighting vector was utilized for the similarity score
calculation as the profile will contain different kinds of
information. If the similarity score reaches certain threshold,
the two profiles will considered for the same individual. This
method will be impractical when the profiles of users contain
partial or missing datas.

2.2 User identification based on contents
Here the users are identified based on the time and locations
the users post the contents and also with the writing style of
the contents.
Zheng et al. [14] proposed a frame work to identify the
authors based on their writing style on review sites. A privacy
measurement was adapted to measure reviews to identify the
anonymous reviews. The statistical tools such as Naïve Bayes
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Model and Kullback-Leiber Divergence Metric were used to
find the anonymous reviews by anonymous users. The
analysis of anonymous reviews was collected by extracting
the tokens such as unigrams, digrams, rating and category
from the reviews. These techniques can be adopted in review
sites to get feedback about the reviews.
Xiangnan Kong et al. [15] proposed multi-network anchoring
model for discovering multiple accounts of the same user
distributed among multiple social media networks. The
multi-network anchoring method will extract heterogeneous
features from multiple social networks for the prediction of
anchor links including users temporal, spatial, social and text
information. They used a binary classifier on the training set
data for the prediction of anchor links. The matching profiles
were discovered based on the scores of the binary classifier.
This method is effective for predicting anchor links with oneto-one relationships across multiple social media networks.
For correlating users across various sites Oana Goga et al.
[16] examined the posted content of the users. They
examined the writing style of the post, geo-location that is
attached to the posts. They identified accounts from different
sites that correspond to the same user. The user’s activities
were focused to collect the name or date of birth of the users.
Mainly three types of features of posts were analyzed. The
language, timing and location from where the content was
posted are the features. Many sites will attach the geolocation with the users’ content. All posts in multiple sites will
have the identical timestamps. The language used by the
users has characteristic writing style to identify the users.
Based on this an attacker model was developed to identify
similar accounts from multiple sites. As it can identify
identical users among different sites, it poses some threats as
it concentrates on the posted contents.
R.Zheng et al. [17] developed a framework for identification
of author of online messages to address the identity-tracing
problem. Here four types of writing-style features such as
syntactic, structural, lexical and content-specific features
where extracted from online messages by means of a feature
extractor. Based on this inductive learning algorithms were
used to build classification models to identify the true
identity of authors who are posting the online messages.

2.3 User identification based on network
structures
Identifying users across multiple social networks can be done
by analyzing the network structures and seed. Though
network based user identification is challenging many
researches were based on network structures. Some of the
studies are explained below.
Aravind Narayanan and Vitaly Shmatikov [18] presented a
framework for privacy analyzing and anonymity in social
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media networks. They developed a re-identification
algorithm for finding anonymity in social networks. As online
social networks share sensitive information about users
privacy it should be protected by anonymization. Several deanonymization attacks and different types of attackers who
attack the online social media data were analyzed. A seed
identification algorithm was developed for breaching privacy
in online social media networks. A generic re-identification
algorithm for anonymized social media networks was
developed. This algorithm uses only the network structure
and does not make any prior assumptions. But this technique
can result in privacy breaches.
A joint link attribute (JLA) approach was introduced by
Bartunov et al. [19] for finding multiple profiles of the same
user in different social media networks. The user identity
resolution problem was formulated in terms of Conditional
Random Fields model constructed by means of a social
network graph. The unwanted projections were removed by
means of filtering based on a numerous network features to
improve the results. The JLA model was developed based on
the projections of the adjacent nodes in the constructed social
graph and assumes that if the nodes are fully connected they
should have lowest network distance. The algorithm is not
robust for user identification problem.
An efficient reconciliation algorithm was proposed by Korula
and Lattanzi [20] to identify the all accounts belonging to the
same individual in multiple social networks. An efficient
parallel algorithm to formalize the user identification
problem mathematically was developed by them. A formal
model was developed for the graph reconciliation problem
that captures the trusted links to identify the users across
different social media networks. The model can generate
permutations of the graph and list of trusted links for some
users across different social media networks. The parallel
algorithm will solve the graph reconciliation problem. The
algorithm is completely depending on the graph structure
and the set of links across the network.
Bin Zhou and Jian Pei [21] present a solution to the
neighborhood attacks. With some knowledge about the users,
an adversary can attack the privacy of some users easily.
They modeled a social network graph for finding the
anonymization and privacy in social networks and also to get
the adversary background knowledge. The k-anonymity
method [22] was used to extract the neighborhoods of all
vertices in the graph and proposed an efficient neighborhood
component coding technique to represent the neighborhood
of all vertices. But this method may still leak privacy.
The k-anonymity and l-diversity approaches were proposed
by Zhou and Pie [22] for preserving privacy against
neighborhood attacks in social media networks. Preserving
privacy in social data becomes an important concern. They
modeled k-anonymity and l-diversity model s for finding
neighborhood attacks in social media networks. The k© 2017, IRJET
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anonymity and l-diversity models make assumptions about
attackers and their knowledge. The k-anonymity model is to
protect the privacy of vertices and kept the re-identification
confidence lower than a pre-defined threshold. If a graph G is
k-anonymous, then it has confidence lower than 1/k. An lpartition divides the vertices in the graph into equivalence
groups of vertices such that frequency of vertices is less than
or equal to1/l of the vertices associate with a sensitive label.
Both the methods have some privacy problems.

3. CONCLUSIONS
Identifying same user accounts across multiple social media
sites is interesting and also it is very challenging. We
conducted a survey of different techniques that is used for
identifying the similar user accounts in various social
networking sites. Each technique can identify only a portion
of similar accounts. Because the profile attributes can be
easily faked by others as it is publicly available, contents and
network structures are difficult to extract. So the technique
can be chosen according to the human user.
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