
          International Research Journal of Engineering and Technology (IRJET)      e-ISSN: 2395 -0056 

               Volume: 03 Issue: 05 | May-2016                       www.irjet.net                                                               p-ISSN: 2395-0072 

 

© 2016, IRJET       |         Impact Factor value: 4.45        |       ISO 9001:2008 Certified Journal       |      Page 3097 
 

Hop By Hop Secure Data Routing In Wireless Sensor Network 

Shivani Shitole1, Manisha Jadhav2, Meghana Dhaware3, Neha Sheikh4, Archana Jadhav5  

1Student, Dept. of Information Technology, AISSMS College of Engineering, Kennedy Road, Pune, India  
2Student, Dept. of Information Technology, AISSMS College of Engineering, Kennedy Road, Pune, India 
3Student, Dept. of Information Technology, AISSMS College of Engineering, Kennedy Road, Pune, India  
4Student, Dept. of Information Technology, AISSMS College of Engineering, Kennedy Road, Pune, India  

5Professor, Dept. of Information Technology, AISSMS College of Engineering, Kennedy Road, Pune, India 

----------------------------------------------------------***------------------------------------------------------------

FPAbstract – In Wireless Sensors Networks (WSNs) 
avoiding issue of a message being corrupted as well as 
unauthorized is very essential. This issue is efficiently 
addressed by message authentication and prevents 
corrupt and unauthorized message. There are numerous 
methodologies developed on the basis of symmetric-key 
cryptosystems or public-key cryptosystems.  But number of 
them fails in case of communication as well as 
computational overhead and less flexibility and scalability 
also decreases the ability of compromise the attack. In 
recent days, a new approach presented to solve this issue 
by using polynomial-based method. Method have 
drawback of built-in threshold which is considered on the 
basis of polynomial degree. If transferred messages are 
larger than the threshold then attacker is able to regain 
whole polynomial. In this paper we propose flexible as well 
as scalable method on the basis elliptic curve 
cryptography (ECC). Our method permits any nodes to 
transfer infinite messages without difficulty of threshold 
issue at the time of authentication of mediatory nodes and 
also message source privacy is ensured. We examined 
method on basis of analysis as well as visualization and 
outcomes are shown that our method more effective as 
compared with polynomial-based technique in case of 
communication as well as computational overhead. 
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1. INTRODUCTION  
 

Message authentication is a most important way to avoid 
the issue of corrupted and unauthorized messages sent 
over wireless sensor network as well as save the useful 
sensor energy. Number of methods is provided for 
message integrity and authenticity for wireless sensor 
networks. These methods have two categories such as 
public-key and symmetric-key based techniques. 

Symmetric-key based technique includes difficult 
key-management, limited scalability and not flexible in 
the case of numerous nodes compromises attacks when 

exchange of secret key between sender and receiver. 
Using exchanged key sender create MAC (Message 
Authentication Code) for each message. Message 
integrity as well as authenticity is confirmed by the node 
through distributed secret key between groups of nodes. 
An intruder has to compromise the secret key through 
accessing only one sensor node and this method not 
supports to multicast networks. 

In public-key based technique each message contains 
digital signature of message which is created by using 
private key of sender. Each of mediatory nodes as well as 
destination node can authenticate the message using 
public-key of sender. A drawback of this method is large 
computational overhead. Recently done process on 
elliptic curve cryptography resulted that public-key 
methods are more beneficial in case of computational 
difficulty, utilization of memory and flexible security. It is 
possible when management of public-key is easier and 
elegant. 

In this paper we proposed absolute as well as 
effective source anonymous message authentication 
(SAMA) method on the basis of optimal modified 
ElGamalSignature (MES) method for elliptic curves. This 
method is secure and has ability prevent flexible 
selected-message attacks in random oracle model. In our 
method mediatory node have right of authenticate the 
message to eliminate corrupted message and save 
energy of sensor. When we try to gain the flexibility, 
time-companioned authentication as well as security of 
source identity our method doesn’t   compromise with 
the issue of threshold. Analysis and practical 
examinations are resulted that our proposed method is 
more effective as compared with polynomial based 
algorithms as well as in the case of security. 

 
 

2. RELATED WORK 
 

In this paper [1], author shows an interleaved jump 
by-bounce confirmation method. Method guarantees that 
base station may recognize injected wrong data bunch 
which is almost near to count t nodes that are infected. 
Moreover,author’s method provided an upper bound to 
the number of jumps which a wrong data bunchwillsend 
before it recognized and eliminated andagreed that 
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traded off nodes. They additionally propose another part 
of methodthat guarantees and works little. Author’s 
execution results are describes that the method provides 
security as well as allows exchange of data between 
security and execution. 

In this paper [2], author proposes a flexible 
authentication method on the basis of elliptic curve 
cryptography (ECC). Authors proposed method allows all 
mediatory nodes to transferhuge messages without any 
problem of threshold. Additionally, author’s method 
provides security to source of message. 

In this paper [3], author introduced a Statistical En-
course Filtering (SEF) methodology to find and eliminate 
the corrupt messages. SEF have need of every message is 
authenticated on the basis of message authentication 
codes (MACs) as well as each created by a node identifies 
the similar event. A message is authenticated by each 
nodeas well as observed the accuracy and drops corrupt 
messages by MACs. Further, sink node eliminates paths 
which contains corrupt message. SEF utilizes all 
performance of system to find out the integrity of every 
message by total selection creating by various 
recognizing nodes and collect false-message-location by 
various sending nodes. Author’s examination shows with 
an overhead for every message SEF is capable to 
eliminate injected corrupt messages by exchange node 
within sending bounces and decrease energy utilization. 

Authors exhibit [4] that the heuristic security 
conflicts given for these adjusted schemes try not to 
hold, besides, that they can be completely broken once 
Author allows even a Slight increase of the parameters 
past those achieved by the concealed information 
theoretic schemes. Authors attack applies to the key pre-
distribution scheme of Zhang et al. (MobiHoc 2007), the 
entrance controls arrangements of Subramanian et al. 
(PerCom 2007) and the affirmation schemes of Zhang et 
al. (INFOCOM 2008). 

In this paper [5], author presented crucial concept to 
keep the recipient and sender or perhaps their 
relationship hidden, analyzed some as possible 
executions and important dynamic increases, 
furthermore, propose some suitable execution and 
reliability updates. 

 

3. IMPLEMENTATION DETAILS 
 

3.1 System Overview 

 

The aim of proposed system is to send data securely 
using Hop-by-Hop authentication system. In this system 
first anonymous source and destination is selected which 
is not detected by other nodes. Then select the path and 
send the data in encrypted format in hop-by-hop way. 
For encryption ECC algorithm is used. While sending 
data the AS region is generated and select the random 
nodes and send data. Due to this the attackers not detect 

the actual source node. The source node send data with 
destination ID, the node which have mach identity and 
key can decrypt the data. In this way system provide the 
source privacy.  

 
Fig -1: System Architecture 

 

3.2 Algorithm 
 
Algorithm 1: MES (Modified ElGamal signature)  

 
The modified ElGamal signature scheme consists of 
the following three algorithms 
1. Key generation algorithm 
2. Signature algorithm. 
3. Verification algorithm 

 
Algorithm 2: Key generation algorithm 
 

 Let p be a large prime and g be a generator of  
 Both p and g are made public. 
 For a random private key x ε Zp, the public key y 

is computed from y = gˣ mod p 
 
Algorithm 3: Signature algorithm 
 

 The MES can also have many variants  
 For the purpose of efficiency, we will describe 

the variant, called optimal scheme.  
 To sign a message m, one chooses a random k ϵ 

Z*p-1, 
 Then computes the exponentiation r =gᵏ mod p 

and solves s from: 
 

s =rxh(m , r) + k mod (p-1) 
 

Where h is a one-way hash function. The signature of 
message m is defined as the pair(r , s) 
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Verification algorithm 
 The verifier checks whether the signature 

equation 
 
 

 If the equality holds true,  
 Then the verifier accepts the signature, and 

Rejects otherwise. 
 

3.3 Experimental Setup 
 

This system is developed on Java framework (version jdk 
8) and Netbeans (version 8.1)is used as a development 
tool on Windows platform. The Java Universal Network 
is a product library that gives a typical and extendible 
dialect for the displaying, investigation, and 
representation of information. The system doesn’t 
require any specific  hardware to run, any standard 
machine is capable of running the application. 

 

4. RESULTS 
 
Proposed system algorithm is implemented on JUNG 
simulator with the help of Java language. This system 
provides better security as compared with existing 
system. This system provides source as well as 
destination anonymity. The construction of shortest path 
consumes less energy to send the data and improve 
network lifetime. 

4.1 Time Graph 

 

Fig -2: Time Graph 

 

The fig. 2 shows the time comparison between propose 

system and existing system. The propose system take 

less time than existing system. 

4.2 Network Lifetime Graph 

 

Fig -3: Network Life Time Graph 

 

The fig. 3 shows the network lifetime comparison 
between propose system and existing system. The 
propose system consume less energy than existing 
system and increase the network lifetime. 

 

5. CONCLUSION AND FEATURE WORK 
 
We proposed a new and efficient SAMA on the basis of 
ECC. This method ensures security of message source. 
SAMA is able to connect with allmessages to provide 
message content authenticity and Hop-by-Hop message 
authentication used without disadvantage limitation of 
the polynomial-based plan.We proposed a Hop-by-Hop 
message authenticationon the basis of SAMA and in the 
case of connected to WSNs with added sink nodes, 
possible methods for compromisednodefinding. We 
proposed method with the polynomial-based method by 
reproductions using ns-2 and TELUS. Reproduction 
outcomes shows that, in practically identical scenarios, 
our proposed plan is more successful than the 
polynomial-based method in case of computational 
overhead, energy consumption, delivery ratio, message 
delay and memory consumption. A novel and efficient 
SAMA based on ECC is proposed which can provide 
source anonymity.In future we can work on path 
anonymity with increasing security.  
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