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Abstract - Personalized web search is a promising way to 
improve search quality by customizing search results for 
people with individual information goals. However, users are 
uncomfortable with exposing private preference information 
to search engines. On the other hand, privacy is not absolute, 
and often can be compromised if there is a gain in service or 
profitability to the user. Thus, a balance must be struck 
between search quality and privacy protection. This paper 
models preference of users as hierarchical user profiles. It 
proposes a framework called UPS which generalizes profile at 
the same time maintaining privacy requirement specified by 
user. It has been found that UPS framework is one of the 
efficient techniques which guarantees the user privacy and 
retrieves the contents as per user requirement accurately. 
During execution query will be executed and then it will be 
maintaining the privacy depending the profile of the user. The 
information extraction is based on User Profile. An efficient 
user profile can improve the search engines performance by 
identifying the individual interest. GreedyIL algorithm used to 
improves the efficiency of the generalization. 
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1. INTRODUCTION  
 
It has turned into ever harder for users to discover data on 
the WWW that gratify their entity desires since information 
resources on the WWW continue to grow. Under these 
circumstances, Web search engines help users find useful 
data on the WWW. However, when the similar query is 
presented by dissimilar users, mainly search engines give 
again the similar results regardless of who submits the 
query. Commercial Web search engines are expected to 
process user queries under tight response time constraints 
while being able to operate under heavy querytraffic loads. 
Personalization is being used by most online service 
platforms (OSPs) such as search, advertising, shopping, etc. 
         The goal is to lure users by offering a better service 
experience customized to their individual interests. A 
popular trend is to employ profile based personalization, 
where OSPs build extensive profile for the user and 
personalize the content based on this profile. While OSPs 
definitely track rich user histories, they can infer a great deal 
more by mining this rare data. Casually talking, OSPs can 

decide user’s interests and biases on different categories, 
which can then be used for personalization. Web search 
results should adapt to users with different data wants. In 
order to predict such information wants, there are numerous 
methods relate data mining techniques to extract usage 
patterns from Web logs. However, the discovery of patterns 
from usage data by itself is not sufficient for performing the 
personalization tasks. 
         In this paper propose a privacy-preserving personalized 
web search structure UPS, which can simplify profiles for 
every query according to user-specified privacy 
requirements. Relying on the description of two 
incompatible metrics, explicitly personalization usefulness 
and confidentiality risk, for hierarchical user profile prepare 
the difficulty of privacy-preserving personalized search as 
Risk Profile overview, with its NP-hardness proved. We 
develop effective simplification algorithms GreedyIL, to 
maintain run time profiling. 
 

2. LITERATURE REVIEW 
 
In this section, many profile representations are available in 
the literature to facilitate different personalization 
strategies.  

 
M. Spertta and S. Gach, [1] systematically examined the 

issue of privacy preservation in personalized search. The 
four levels of privacy protection is distinguished, and analyze 
various software architectures for personalized search. This 
work showed that client-side personalization has advantages 
over the existing server-side personalized search services in 
preserving privacy, and envision possible future strategies to 
fully protect user privacy. 

Y. Xu, K. Wang, G. Yang[4] proposed the notion of online 
anonymity to enable users to issue personalized queries to 
an un-trusted web service while with their anonymity 
preserved. The challenge for providing online anonymity is 
dealing with unknown and dynamic web users who can get 
online and offline at any time. Introduces the notion of online 
anonymity to ensure that each query entry in the query log 
cannot be linked to its sender and an algorithm that achieves 
online anonymity through the user pool is proposed. This 
approach can be extended to deal with personally identifying 
information that may be contained in the query. The method 
is also applicable to general web services where there is a 
need to anonymize the query, with or without 
personalization. 
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Krause and Horvitz [2] employ statistical techniques to 
learn a probabilistic model, and then use this model to 
generate the near-optimal partial profile. One main 
limitation in this work is that it builds the user profile as a 
finite set of attributes, and the probabilistic model is trained 
through predefined frequent queries. These assumptions are 
impractical in the context of PWS. 

In  J. Castelli-Roca, A. Viejo and J. Herrera[5] presents a 
novel protocol Useless User Profile (UUP) protocol, specially 
designed to protect the users’ privacy in front of web search 
profiling. System provides a distorted user profile to the web 
search engine. Also offers implementation details, 
computational and communication results that show that the 
proposed protocol improves the existing solutions in terms 
of query delay. The protocol also provides an affordable 
overhead while offering privacy benefits to the users. 

In  X. Xiao and Y. Tao[7] presented a new generalization 
framework based on the concept of personalized anonymity. 
This technique performs the minimum generalization for 
satisfying everybody’s requirements, and thus, retains the 
largest amount of information from the microdata. 

J. Teevan, S.T. Dumais, and D.J. Liebling, [8] examines 
variability in user intent using both explicit relevance 
judgments and large-scale log analysis of user behavior 
patterns. They characterize queries using a variety of 
features of the query, the results returned for the query, and 
people's interaction history with the query. Using these 
features, the authors build predictive models to identify 
queries that can benefit from personalization. 

X. Shen, B. Tan, and C. Zhai,[3] Information retrieval 
systems (e.g., web search engines) are critical for 
overcoming information overload. A major deficiency of 
existing retrieval systems is that they generally lack user 
modeling and are not adaptive to individual users, resulting 
in inherently non-optimal retrieval performance.  

In 2007, Z. Dou [9] proposed Average Precision metric, 
to measure the effectiveness of the personalization in UPS.  
Susan T. Dumais[10]  introduces a search algorithm that 
considers user’s prior interactions with a wide variety of 
content, to personalize their current web search. Rather than 
relying on the unrealistic assumption that people will 
precisely specify their intent when searching, it pursues 
techniques that leverage implicit information about the 
user’s interests. 
        In 2013, S.Vanitha [13] proposed a technique extracts 
the web pages based on two methods. The information 
extraction is based on User Profile and Click through data. 
The main advantage of this system is that it is possible to 
extract personalized web pages. An efficient user profile can 
improve the search engines performance by identifying the 
individual interest.  
        Lidan Shou and Gang Chen et al [6], uses hierarchical 
user structure for modeling user interests. The system 
provides generalization of user profile with use of an online 
profiler at the client side. 
 
 

3. PROPOSED SYSTEM   
 
We propose a privacy-preserving personalized web search 
framework UPS, which can generalize profiles for each query 
according to user-specified privacy requirements. Relying on 
the definition of two conflicting metrics, namely 
personalization utility and privacy risk, for hierarchical user 
profile, we formulate the problem of privacy-preserving 
personalized search as Risk Profile Generalization, with its 
NP-hardness proved. To prevent the information loss while 
performing runtime generalization, a greedy algorithm is 
used here.  
         We provide an inexpensive mechanism for the client to 
decide whether to personalize a query in UPS. This decision 
can be made before each runtime profiling to enhance the 
stability of the search results while avoid the unnecessary 
exposure of the profile.  

 
Advantages:  
1. It enhances the stability of the search quality.  
2. It avoids the unnecessary exposure of the user profile. 

 
Fig-1: Proposed System Architecture 

The Proposed system consists of four modules: 
 Profile-Based Personalization 
 Generating User Profile 
 Online Decision 
 Privacy Protection in PWS system 

 
                        Fig-2: System flow diagram 
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3.1 Profile-Based Personalization 
 

 
         Personalization is the process of presenting the right 
information to the right user at the correct instant. In order 
to study on a user, systems must gather personal data, 
investigate it, and accumulate the consequences of the 
analysis in a user profile. Data can be composed from users 
in two traditions: unambiguously, for instance ask for 
comment such as preferences or ratings; or perfectly, for 
instance detect user behaviors such as the time spent 
reading an on-line document. The accessible profile-based 
PWS do not hold runtime profiling. A user profile is usually 
inclusive for only one time offline, and utilized to personalize 
all query from a similar user indiscriminatingly. Such “one 
profile fits all” strategy certainly has drawbacks given the 
variety of queries. The existing methods do not take into 
account the customization of privacy requirements. This 
possibly creates several user privacy to be overprotected 
while others insufficiently protected. For example, all the 
sensitive topics are detected using an absolute metric called 
surprised based on the information theory, supposing that 
the interests with less user document support are more 
sensitive. Many personalization techniques require iterative 
user interactions when creating personalized search results. 
They typically process the search results with some metrics 
which require multiple user communications, such as 
average rank, rank scoring, and so on. 
         We propose a method to personalize the search results 
of a user based on their profile information. The two main 
mechanisms used for this purpose are: a profile generator 
that is used to create the profile of the user based on the 
inputs and preferences given by the user and an algorithm 
that ranks the search results based on the preferences and 
interests of the user. 
 

3.2 Generalizing User Profiles 
  
         Generalizing the profile of the user is the most 
important step in the entire framework. Since our proposal 
focuses mainly on the privacy requirements of the user, the 
generalized profile of the user has a very important role to 
play in the entire process. The process of generalization is 
done by using a parent profile and an inherited profile. The 
parent profile is the original profile of the user that contains 

all the details of the user. The inherited profile contains the 
profile with the necessary privacy requirements of the user. 
The profile of the user is stored in the form of a graph that 
has a hierarchical structure. There are root nodes and child 
nodes for specific nodes. If a parent node is in privacy 
protection, all this children nodes are automatically privacy 
protected by the reverse need not be true. The privacy 
requirements specified by the user are indicated in the graph 
using a marking system. The inherited profile has all the 
attributes of the parent profile with additional attributes 
that are not present in the parent profile. If there is an 
update in the user profile, the change is propagated in the 
generalization process and the graph is modified 
accordingly. This process of generalization occurs when the 
user inputs a search query and the complete profile of the 
user should not be shown to the server. Here, the 
generalized profile with the privacy requirements of the user 
is only shown to the server. Hence, the privacy of the user is 
maintained. 
 

3.3. Online Decision 
 
         The personalization of web search leads to lot of 
unwanted information of the user being shown to the server, 
with not much improvement in the quality of the search 
results. This puts the privacy of the user in risk. To make 
sure that the user gets relevant and efficient results even for 
distinct queries, we propose an online decision method. 
Here, it is decided if a query should be personalized or not. If 
the query is distinct, i.e., it is very different and not much 
related to the preferences of the user, the profile that is 
created during runtime (the generalized profile) of the user 
is discarded and the query is sent to the server without a 
user profile. 
 

3.4 Privacy Protection in PWS system 
 

Different users have different requirements of privacy 
protection. While some users may not want anyone else to 
know or hold any of their personal information, others may 
be willing to share some personal information for better 
search results or services. Thus the level of privacy 
protection may need to be tuned for Different users to 
accommodate Different preferences for the tradeoff of 
personalization and privacy protection. 
         Generally there are two classes of privacy protection 
problems for PWS. One class includes those treat privacy as 
the identification of an individual. The other includes those 
consider the sensitivity of the data, particularly the user 
profiles, exposed to the PWS server. Typical works in the 
literature of protecting user identifications (class one) try to 
solve the privacy problem on different levels, including the 
pseudoidentity, the group identity, no identity, and no 
personal information. Solution to the first level is proved to 
fragile. The third and fourth levels are impractical due to 
high cost in communication and cryptography. Therefore, 
the existing efforts focus on the second level. 
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         A PWS framework called UPS that generalize profiles for 
each query according to user-specified privacy 
requirements. Mainly, two predictive metrics are proposed 
to evaluate the privacy breach risk and the query utility for 
hierarchical user profile. But effective generalization 
algorithms are used for user profiles allowing the query-
level customization by using proposed metrics. And online 
prediction mechanism based on query utility for deciding 
whether to personalize a query in UPS. 
 
 

4. GREEDY ALGORITHM  
 
A greedy algorithm is a mathematical process that 
recursively constructs a set Recursion of objects from the 
smallest possible constituent parts. is an approach to 
problem solving in which the solution to a particular 
problem depends on solutions to smaller instances of the 
same problem.  
         Greedy algorithms look for simple, easy-to-implement 
solutions to complex, multi-step problems by deciding which 
next step will provide the most obvious benefit. Such 
algorithms are called greedy because while the optimal 
solution to each smaller instance will provide an immediate 
output, the algorithm doesn’t consider the larger problem as 
a whole. Once a decision has been made, it is never 
reconsidered.  
         The advantage to using a greedy algorithm is that 
solutions to smaller instances of the problem can be 
straightforward and easy to understand. The disadvantage is 
that it is entirely possible that the most optimal short-term 
solutions may lead to the worst long-term outcome.  
Greedy algorithms are often used in packets with the fewest 
number of hops machine learning, business intelligence (BI), 
artificial intelligence (AI) and programming. ad hoc mobile 
networking to efficiently route and the shortest delay 
possible.  
 
The Greedy IL Algorithm 
         The Greedy IL algorithm is used in the implementation 
concept to provide generalization of queries by which the 
generalized user profile is generated. The Greedy algorithm 
enhance the efficiency of generalization using heuristics on 
several findings. Another important findings is that prune 
leaf operation reduces the discriminating power of the 
profile. 
If G’  is a profile obtained by applying a prune-leaf 

operation on G, then  Considering operation 

in the ith iteration, maximizing 

 is equivalent to minimizing the incurred 
information loss, which is defined as 

 

 

 
 

6. CONCLUSIONS 
 
A client side personalized web search that caters to the 
privacy needs of the user was proposed in this paper. Any 
personalized web search can adapt to this framework. This is 
helpful and advantageous because efficient search results 
are provided to the user based on their preferences in their 
profile. Also, their privacy needs are maintained and they 
can also be customized according to the varying needs of the 
user. We use GreedyIL algorithm which improves the 
efficiency of the generalization using heuristics based on 
numerous answers. 
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