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Abstract-In peoples daily life the usage of wireless
devices has been increase ,such as mobile devices and
cellular phones .The security for communication by means
of this devices is challenging. Communications are
sensitive to various types of attacks which arrive due to
insecure wireless channels. In this paper we mention
different types of attacks and preventive measures
.Several prevention methods to avoid such types of attacks
is also mention.
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1. INTRODUCTION

The rapid advancement in a range of mobile and
wireless network technology leads to
mobile
subscribers (MSs) to access Internet service anytime and
anywhere[2][3]. The development in the wireless
telecommunication is rapidly increasing, but the
complementary nature of the existing network and
inter-working among them is difficult[4]. Wireless
Networks gather and distribute data from the fields
where common networks are unreachable for various
environmental and strategic reasons.

their IT infrastructure to gain a technological edge over
its peers. The mobility, flexibility and expand-ability in
the business is greatly added by wireless data network.
Besides, there is considerable cost saving when
compared to traditional wired networks. However,
organizations should be well prepared to face the
problems that come with wireless networks.There may
be huge number of mobile user that needs to be revoked
in the network anytime due to various reasons, e.g. when
any prohibited or exceptional event occurs. Computer
and network security aim to provide confidentiality, data
integrity, and service availability. Confidentiality
prevents untrusted third parties from accessing secure
data, and data integrity guarantees that data isn’t
modified in transit and that replayed packets aren’t
accepted as the original. Availability ensures that
authorized parties can access data, services, or other
computer and network resources when requested. DoS
attacks target availability by preventing communication
between network devices or by preventing a single
device from sending traffic.

As people will be encouraged to use a secured network,
it is important to provide wireless network with reliable
security mechanisms if we want to see this exciting
technology become widely used in a next few years.
Before the development of any security methods to to

The need of the hour for every emerging business is
Wireless data networks. It’s equally essential for an
established business to incorporate wireless networks in
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provide security to mobile wireless networks, it is
important to study the variety of attacks that might be
related to such networks. With the knowledge of some
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common attack issues, researchers might have a better

vulnerability of such network. Many characteristics

understanding of how mobile wireless networks could

might be

be threatened by the attackers, and thus might lead to

used to differentiate attacks in the wireless networks.

the development of more reliable security measures in

Examples would include looking at the behaviour of the

protecting them.

attacks (passive vs. active), the source of the attacks
(external vs. internal), the processing capability of the

2. RELATED WORK

attackers (mobile vs. wired), and the number of the

Security is the process of preventing and detecting

attackers (single vs. multiple)

unauthorized use of wireless computer. Prevention

3.1.Passive vs. active attacks

measures help you to stop unauthorized users from

Passive

accessing any part of your computer system. Detection

public

to prove the intrusions [5].While passive attacks do not

key

intend to disrupt the network operations, active attacks

cryptography such as digital signature and Diffie –

on the other hand actively alter the data with the

Hellman key exchange, is accepted on the basis of SC-

intention to obstruct the operation of the targeted

based Schemes, which can further improve the security

networks. Examples of active attacks comprise

of Wireless Service. Mainly existing wireless schemes for

actions such as message modifications, message replays,

secure communication in network can mainly be
classified

into

three

cryptosystem-based

(SC

categories:

symmetric-

based),

asymmetric-

valuable

nor the critical network functions are physically affected

exchange methods in wireless network for secure
[14],

steal

attack is difficult because neither the system resources

[10], [14] propose some mutual authentication and key
and

to

attacks and traffic analysis attacks. Detecting this kind of

were successful, and what they may have done. X. Liang

[13]

launched

passive attacks in wireless network are eavesdropping

attempted to break into wireless network system, if they

In

are

information in the targeted networks. Examples of

helps you to determine whether or not someone

communication.

attacks

message fabrications and the denial of service attacks.

3.2.External vs. internal attacks
External attacks are attacks launched by adversaries

cryptosystem-based (AC-based), and hybrid schemes.

who are not initially authorized to participate in the

The EAP-based authentication and key agreement

network operations. These attacks usually aim to cause

protocols [8],[16],can also be called as SC-based secure

network congestion, denying access to specific network

wireless method are designed based on standard

function or to disrupt the whole network operations.

protocols. SC-based methods are widely used because

Bogus

they are well match with accepted protocols.

packets

injection,

denial

of

service,

and

impersonation are some of the attacks that are usually

3. ATTACK CHARACTERISTICS

initiated by the external attackers. More severe attacks

Dynamic topology, distributed operation, and resource

in the wireless networks might come from the second

constraints are some of the unique characteristics that

source of attacks, which is the internal attack. Internal

exist in the wireless networks, which increase the

attacks are initiated by the authorized nodes in the
networks, and might come from both compromised and
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misbehaving nodes. Internal nodes are identified as

algorithms could be used to help in defending the

compromised nodes if the external attackers hijacked

authentication, integrity, and the confidentiality services

the authorized internal nodes and are then using them to

from a single attacker. As it becomes very expensive for

launch attacks against the wireless networks.

the single attackers to break the encrypted messages,

3.3. Mobile vs. wired attackers

nodes in the networks could share the expensive

Mobile attackers are attackers that have the same

cryptography workloads with each other by exploiting

capabilities as the other nodes in the wireless networks.

the distributed operations and the multiple connections

Since they have the same resources limitations, their

they had among them.

capabilities to harm the networks operations are also

4.METHODS

limited. For instance, with the limited transmitting

WIRELESSCOMMUNICATION.

capabilities and battery powers, mobile attackers could

To secure the wireless network there are basic three

only jam the wireless links within its vicinity. They are

methods to secure the network from online security

not capable to launch the network jamming attacks to

attack.

TO

SECURE

disrupt the whole networks operations.


On the other hand, wired attackers are attackers that are

Prevention: To secure the working wireless
network

capable of gaining access to the external resources such

house, prevention would be similar to

placing dead bolt locks on network doors, locking

as the electricity. Since they have more resources, they

network devices, and perhaps installing a chain link

could

fence around network environment. To keep the

launch more severe attacks in the networks, such as

threat out in wireless network everything can be

jamming the whole networks or breaking expensive

possibly done.

cryptography algorithms. Existence of the wired
attackers in the wireless networks (especially in the



Detection: To secure the working wireless network

open environment networks) is always possible as long

house for detecting such failures happens. Once

as the wired attackers are able to locate themselves in

again using the house analogy, this would be similar

the communication range and have

to putting a burglar alarm and motion sensors in

access to the wired infrastructures.

the wireless network house. These alarms go off

3.4.Single vs. multiple attackers

when someone breaks in. If prevention fails, you

Attackers might choose to launch attacks against the

want to be alerted to that as soon as possible.

wireless networks independently or by colluding with


the other attackers. One man action or single attackers

network do not have the ability to respond. What

usually generate moderate traffic load as long as they

good does it to be alerted to a burglar if nothing is

are not capable to reach any wired facilities. Since they

done? If someone breaks into network house and

also have similar abilities to the other nodes in the

triggers the burglar alarm, one hopes that the local

networks, their limited resources become the weak

police force can quickly respond. The same holds

points to them [7]. For instance, complex cryptography
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true for information security. Once you have
response to the incident.
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5.PREVENTION METHODS FROM ATTACK
Recovering from Viruses, Worms, and Trojan
Horses
Avoiding



Social

Engineering and Networking

Attacks


Avoiding the Pitfalls of Online Trading



Using Caution with USB Drives



Securing Wireless Networks
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699–713, Sep./Oct. 2011.

detected a failure, you must execute an effective
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6. CONCLUSION
In this paper, one can see that attacks against the
wireless networks may vary depend on environment the
in which attacks are launched, communication layer in
which attacks are targeting, and level of wireless
network. Mechanisms in which it is targeted.Sseveral
attack characteristics that must be considered in
designing any security measure for the wireless network
are also mentioned. By investigating the characteristics
and variations of the attacks, one can make a long list of
attacks that could be launch against the wireless
networks.
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