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ABSTRACT- The growing demand for enhanced security
has accelerated the need for intelligent video surveillance
systems that can operate in real time and provide actionable
insights. Traditional surveillance systems rely heavily on
manual monitoring, which is inefficient and prone to human
error. This paper presents an Al/ML-based intelligent video
surveillance system that integrates deep learning and
computer vision techniques to automatically detect, track, and
analyze objects and human activity from live video streams.
The system leverages YOLOVS for object detection, OpenCV for
video processing, and Flask for backend integration.
The system supports real-time monitoring, event logging, and
alert generation, making it suitable for smart cities, offices,
and public safety environments. The proposed system achieves
an accuracy of approximately 95%, significantly improving
surveillance efficiency and response time.
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1. INTRODUCTION

A fast, cascade-style detector made real-time object
proposals feasible on CPUs by using a sequence of
increasingly expensive classifiers that quickly reject
background windows and only evaluate promising regions
with heavier models. This cascade design enabled practical,
low-latency front-end detection for early surveillance
systems and embedded cameras where compute was
limited. [1] Although modern deep detectors now surpass it
in accuracy, the cascade concept remains valuable as an
ultra-lightweight prefilter or fallback. It's cheap-rejector
pattern reduces wasted computation and can improve
battery life on constrained nodes. Because it is simple and
predictable, it is still useful in hybrid pipelines that combine
hand-crafted and learned components. Consider this pattern
when designing extremely resource-constrained camera-
level triggers. [2] A robust feature descriptor encodes local
gradient-orientation distributions to detect objects
especially pedestrians in challenging scenes, and pairing

these HOG descriptors with linear classifiers established a
reliable baseline for people detection. The descriptor is
resilient to small deformations and moderate illumination
changes, which made it widely used in many surveillance
deployments before deep learning dominated. While deep
features outperform it on top-end accuracy, HOG’s
interpretability and low CPU cost keep it useful as a sanity-
check or diagnostic feature. Its emphasis on local gradients
and spatial pooling influenced later learned representations.
For quick prototypes or CPU-bound systems it remains a
practical option. Use it as a transparent baseline or fallback
when debugging more complex detectors. [3] The two-stage
detection paradigm reframed object detection as region
proposals followed by CNN-based classification, dramatically
improving accuracy by bringing powerful image-
classification models into detection pipelines. This modular
proposal- feature—classifier architecture catalyzed region-
based detector families and showed that learned features
could far outperform handcrafted pipelines. Although the
original implementations were slower, subsequent
optimizations made region-based detectors practical for
server-side surveillance analytics. Their modularity is
helpful when precise localization and high recall are
priorities for forensic or analytic tasks. When accuracy
outweighs per-frame latency, region-based detectors remain
a strong choice. Consider them for backend servers or multi-
camera fusion systems where compute is available.

2. PROBLEM STATEMENT

Traditional video surveillance systems rely primarily on
manual monitoring, where security personnel observe
multiple camera feeds simultaneously. This approach is
inefficient, error-prone, and often fails to detect critical
events in real time due to human fatigue and limitations in
attention span. Additionally, existing systems generally lack
intelligent features such as automated object detection,
behavior analysis, and event-based alerts, which are
essential for proactive security management. With the
growing need for smarter and more scalable security
solutions in environments such as smart cities,
transportation hubs, workplaces, and public areas, there isa
pressing demand for an AI/ML-powered Video
surveillance system that can automatically analyze video
streams, detect suspicious activities, track objects, and
generate timely alerts. Addressing this gap will significantly
reduce dependency on manual intervention, improve
response time to incidents, and enhance overall situational
awareness.

© 2026, IRJET |

Impact Factor value: 8.315

IS0 9001:2008 Certified Journal

| Page 353



’// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 13 Issue: 06 | Jun 2026

www.irjet.net

p-ISSN: 2395-0072

3. OBJECTIVES

The main objective of this project is to design and implement
an intelligent video surveillance system that leverages
AI/ML techniques to enhance security monitoring and
decision-making. The specific objectives are:

1. Real-Time Object Detection: Implement YOLOv8
to accurately detect people, vehicles, and other
relevant objects from live or recorded video
streams.

2. Automated Tracking: Integrate tracking
algorithms to monitor object movements and
behaviors continuously across frames.

3. Event-Based Alerting: Define rules (e.g.,, intrusion
detection, loitering, restricted-area entry) and
trigger instant notifications or alerts when unusual
activity is detected.

4. Video Processing & Storage: Use OpenCV to
manage video streams and store processed data
(snapshots, logs) in a database for historical review.

5. User-Friendly Interface: Develop a responsive
Flask-based web application with HTML, CSS, and
JavaScript for live video viewing, event logs, and
system configuration.

6. Scalability & Flexibility: Design The system to
support multiple cameras and varied deployment
environments such as offices, industries, and public
spaces.

7. Enhanced Security & Automation: Reduce
dependence on human monitoring by automating
surveillance tasks, thereby minimizing errors and
improving response times.

4. METHODOLOGY USED

The development of the Intelligent Video Surveillance
System follows a structured methodology that integrates
Artificial Intelligence (Al), Machine Learning (ML), computer
vision techniques, and web-based technologies. The system
is designed to process video streams in real time, detect
objects, track activities, and generate alerts efficiently.
Initially, requirement analysis is performed to identify
surveillance needs such as object detection, activity
monitoring, and alert generation. System constraints,
deployment environments, and expected outputs are also
defined at this stage.

In the next phase, data collection and preprocessing are
carried out using standard datasets such as COCO or custom
datasets. Video frames are extracted and preprocessed using
OpenCV, including resizing and normalization, to ensure
compatibility with deep learning models.

For model selection and training, YOLOv8 is used due to its
high accuracy and real-time performance. The model can be
fine-tuned using domain-specific datasets to improve
detection accuracy in surveillance scenarios.

The system development phase includes video processing
using OpenCV, real-time object detection using YOLOv8, and
object tracking using algorithms such as SORT or DeepSORT.
An event-based alert mechanism is implemented to detect
suspicious activities such as intrusion or restricted area
access.

Backend and database integration is achieved using the Flask
framework, which handles video streams, detection results,
and API communication. Event data, snapshots, and logs are
stored in databases such as SQLite or PostgreSQL.

The frontend is developed using HTML, CSS, and JavaScript
to provide a user-friendly web interface. The dashboard
allows users to monitor live video streams, view detected
objects, and analyze event timelines.

Testing and evaluation are conducted to ensure system
performance and reliability. Functional testing, performance
evaluation (FPS, latency, precision, recall), and usability
testing are performed in real-world scenarios.

5. LITERATURE SURVEY

In [4], an end-to-end object detection framework was
introduced that integrates region proposal and classification
into a single trainable network. This approach significantly
reduces inference time while maintaining high detection
accuracy. By incorporating a fast region proposal mechanism
within the convolutional backbone, the model achieves a
balanced trade-off between speed and accuracy and
simplifies the training process. This method enables near
real-time detection performance on GPU-based systems and
is particularly useful for backend analytics, precise
localization tasks, and multi-camera surveillance
environments.

In [5], a single-shot, grid-based object detection model was
proposed that predicts bounding boxes and class
probabilities in a single forward pass. This approach
prioritizes low latency and simplicity, making it highly
suitable for real-time surveillance applications. Single-shot
detectors such as YOLO are widely used in edge devices and
large-scale surveillance systems due to their efficiency,
scalability, and high frame rates. These models provide an
excellent balance between accuracy and speed, making them
a preferred choice for real-time video analysis and intelligent
monitoring systems.

In [6], Bewley et al. proposed SORT (Simple Online and
Realtime Tracking), a fast and efficient tracking-by-detection
framework that utilizes Kalman filtering and the Hungarian
algorithm for multi-object tracking. The method is widely
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used in real-time applications due to its low computational
overhead and predictable latency. Although SORT may suffer
from identity switches during occlusions, it remains a strong
baseline for high-throughput surveillance systems.

In [7], Wojke et al. introduced Deep SORT, an extension of
SORT that incorporates appearance-based features using a
deep convolutional neural network. This approach
significantly reduces identity switches and improves long-
term tracking performance. By combining motion and
appearance cues, Deep SORT is widely adopted in
surveillance systems for maintaining object identity across
occlusions and multi-camera environments.

In [8], Carreira and Zisserman proposed the I3D (Inflated 3D
Convolutional Network) model for action recognition. The
model extends 2D convolutional filters into the temporal
domain, enabling effective capture of spatiotemporal
features. This approach is highly suitable for behavior
analysis tasks such as detecting abnormal activities, falls, and
suspicious movements in surveillance systems.

In [9], Hasan et al. presented convolutional autoencoder-
based approaches for anomaly detection in video
surveillance. These models learn normal patterns in video
sequences and detect anomalies as deviations from learned
representations. Such unsupervised techniques are
particularly useful in surveillance scenarios where labeled
anomaly data is limited.

In [10], Sultani et al. introduced the UCF-Crime dataset and
proposed a multiple-instance learning (MIL) framework for
anomaly detection. This approach enables learning from
weakly labeled data and generalizes well to real-world
surveillance scenarios. The dataset has become a benchmark
for evaluating anomaly detection systems.

In [11], Leal-Taixé et al. developed the MOT Challenge
benchmarks, which standardize evaluation metrics such as
MOTA, IDF1, and MOTP for multi-object tracking. These
benchmarks provide a consistent framework for comparing
tracking algorithms and improving performance in crowded
and complex environments.

In [12], several benchmark datasets such as PETS, VIRAT,
Avenue, and ShanghaiTech have been widely used for
surveillance research. These datasets provide annotated
scenarios for object detection, tracking, and anomaly
detection, enabling consistent evaluation and comparison of
different models.

In [13], Zheng et al. introduced the Market-1501 dataset for
person re-identification. This dataset supports the
development of appearance-based models that enable
identity matching across multiple camera views, which is
essential for large-scale surveillance systems.

In [14], recent research in edge deployment and model
compression techniques such as quantization, pruning, and
knowledge distillation has enabled efficient execution of
deep learning models on resource-constrained devices.
These approaches improve real-time performance while
reducing computational cost and energy consumption.

In [15], studies on privacy, ethics, and legal frameworks
emphasize the importance of secure and responsible
deployment of surveillance systems. Key considerations
include data privacy, bias mitigation, transparency, and
compliance with regulations such as GDPR. These factors are
essential for building trustworthy and ethical Al-based
surveillance solutions.

6. SYSTEM DESIGN

The Intelligent Video Surveillance System is designed as a
modular, Al-driven application that integrates video
processing, object detection, tracking, and web-based
monitoring to enhance traditional surveillance capabilities.
The system can operate as a standalone solution or be
integrated into a larger security infrastructure.

The system follows a modular design approach, where it is
divided into multiple functional components such as video
capture, object detection, tracking, event management,
database storage, and a web-based dashboard. Each module
operates independently, allowing easy maintenance,
scalability, and upgrades without affecting the entire system.
The system supports integration with existing CCTV and IP
cameras using RTSP or HTTP streaming protocols. It can also
be extended to connect with external systems such as access
control systems and alert mechanisms including email or
SMS notifications.

A client-server architecture is adopted, where the backend
server developed using Flask handles video processing,
object detection, tracking, and database operations. The
frontend interface, built using HTML, CSS, and JavaScript,
provides real-time monitoring, visualization of events, and
user management features.

From a data flow perspective, video frames are captured
from the camera, preprocessed using OpenCV, and passed to
the YOLOv8 model for object detection. The detected objects
are then tracked across frames, and relevant events are
identified, logged into the database, and displayed on the
dashboard in real time.

From a user perspective, the system supports multiple roles.
Operators can monitor live video streams and respond to
alerts, administrators can configure system parameters such
as camera inputs and access control, and management
personnel can view reports and analytics for decision-
making.
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The system is designed to operate in various environments,
including local servers, cloud platforms, or edge devices. It
supports both single-camera and multi-camera setups and
can scale efficiently depending on deployment requirements.

ARCHITECTURE OVERVIEW

The architecture of the Intelligent Video Surveillance System
follows a modular client-server design that integrates video
processing, artificial intelligence models, event management,
and a web interface.

The video capture module acquires live video streams from
CCTV or IP cameras and processes them using OpenCV for
frame extraction and preprocessing. The detection module
uses the YOLOv8 model to identify objects such as people
and vehicles in real time. The tracking module ensures
continuous tracking of detected objects across frames using
algorithms such as SORT or Deep SORT.

The event management module defines rules for identifying
suspicious activities, such as intrusion or restricted area
access, and generates alerts accordingly. The database
module stores event data, snapshots, and metadata for
future analysis, supporting databases such as SQLite for
smaller deployments and PostgreSQL or MySQL for larger
systems.

The web interface module provides a user-friendly
dashboard for monitoring live video streams, reviewing
detected events, and configuring system settings. It is
developed using Flask along with frontend technologies such
as HTML, CSS, and JavaScript, ensuring an interactive and
responsive user experience.

The interaction is designed to be straightforward, allowing
even non-technical users to operate the system easily
through a standard web browser. When an image is
uploaded, it is processed by the web interface layer, which is
built using Stream lit. This layer functions as the system'’s
front end, gathering user input and displaying results in a
clear and easy-to-read format. The web interface does not
carry out complex calculations; instead, it sends the
uploaded image to the backend via a REST API request,
ensuring efficient communication between the client and
server. The request is then received by the API Gateway,
which is implemented using a Flask server. This APl Gateway
acts as the central point of the backend, managing incoming
requests and routing them to the correct modules. It checks
the image data and ensures the workflow follows an
organized process. After this, the image is passed to the
image preprocessing module, where its quality is enhanced
before further analysis.
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Fig 5: Close Monitoring

8. CONCLUSION & FUTURE SCOPE

The Al/ML-based Intelligent Video Surveillance System
successfully integrates advanced computer vision and deep
learning techniques to enhance traditional security
monitoring. Utilizing YOLOv8 for real-time object detection,
OpenCV for video processing, and a Flask-based web
dashboard, the system automates detection, tracking, alert
generation, and event logging. It reduces reliance on manual
surveillance, provides instant notifications for intrusions or
restricted area access, and stores event data for historical
analysis and reporting. The responsive web interface
ensures ease of use for operators, administrators, and
management, while the system’s scalability supports
multiple camera streams and configurable rules. Overall, the
project demonstrates that Al/ML-powered surveillance
offers a practical, efficient, and reliable solution for modern
security needs.

Integrate facial recognition and behavior analysis for
advanced security monitoring. Implement cloud-based
processing to handle multiple high-resolution camera feeds
and enable remote monitoring. Improve Al models to
increase detection accuracy and support additional object
classes (e.g., unattended bags, abnormal crowd behavior).
Provide real-time mobile alerts and notifications via apps
or messaging services for faster response. Develop analytics
dashboards with predictive insights for proactive security
planning and decision-making. Enhance system scalability
and versatility for large-scale or enterprise deployments.
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