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Abstract - Financial fraud detection is an important 
problem that is plagued by an extreme class imbalance, high 
dimensionality and adversarial non-stationarity. Classical ML 
models like Random Forest, XGBoost, and Long Short-Term 
Memory (LSTM) networks have set strong baselines but are 
inherently limited in their ability to handle the exponential 
growth of feature spaces and the detection of subtle, non-
linear correlations, a problem compounded by the “Curse of 
Dimensionality”. Quantum Machine Learning (QML) 
represents a paradigm shift by using quantum superposition 
and entanglement to efficiently operate in high-dimensional 
Hilbert spaces. This paper presents a comprehensive 
comparative analysis between classical models and emerging 
QML architectures, the Variational Quantum Classifier (VQC), 
Quantum Support Vector Machine (QSVM) and Hybrid 
Quantum Neural Networks (HQNN). We delve into the math 
behind quantum computing, such as Hilbert spaces, tensor 
products and the parameter-shift rule for calculating 
gradients. A systematic review of literature on applications of 
QML in credit card, insurance and anti-money laundering 
(AML) fraud. From the methodological point of view, we 
describe different quantum encoding schemes (e.g. Angle, 
Amplitude, QPCA) and advanced QML architectures. A critical 
review of the limitations of the Noisy Intermediate-Scale 
Quantum (NISQ) era, such as hardware noise (T1/T2 
relaxation, gate errors) and error mitigation techniques, gives 
a realistic assessment of current capabilities. We benchmark 
extensively more than ten models using real-world and 
synthetic datasets (European Credit Card and BankSim), 
considering performance in terms of precision, recall, F1-score 
and time-to-solution. We also discuss a practical 
implementation of a hybrid quantum-classical model and real-
world industry use cases including the FD4QC architecture and 
pilot projects by global financial institutions such as HSBC and 
JPMorgan Chase. Our results show that while classical 
ensemble methods are currently prevalent in operational 
deployments due to limitations of hardware and maturity of 
algorithms, QML models, especially QSVM, achieve higher 
precision and feature expressivity in some scenarios, opening a 
path towards future quantum advantage in financial security. 
We conclude with discussion on Quantum Explainable AI 
(QXAI), regulatory implications and a 20 year roadmap for 
quantum-centric financial ecosystems  

 
Key Words:  Quantum Machine Learning, Fraud 
Detection, Variational Quantum Circuits, QSVM, Hybrid 
Quantum- Classical Models, Financial Security, Curse of 
Dimensionality, NISQ, Quantum Kernels. 

1. INTRODUCTION AND MOTIVATION 
 
The global financial ecosystem is under relentless attack 
from fraudulent activities. The problem has escalated in 
scale and sophistication with the digitization of commerce. 
The economic impact is staggering. Direct losses due to fraud 
amount to hundreds of billions a year. The losses due to 
online payment fraud alone are predicted to be over $343 
billion between 2023 and 2027 [1]. But the indirect costs are 
much higher. False declines – legitimate transactions 
incorrectly blocked – are expected to cost merchants $430 
billion globally, some 75 times the actual fraud losses, 
damaging customer trust and leading to substantial revenue 
loss [2].  When including mitigation costs, regulatory fines, 
and damage to reputation, the overall economic burden is 
measured in trillions of dollars, a matter of great importance 
to financial stability and consumer confidence.  
 

A.   The Evolution of Financial Crime: From Rule-
Based to Quantum-Ready Systems  
 
The history of fraud detection is a technological arms race.  
Early systems were rule-based, with hard-coded logic (e.g., 
“flag transaction if amount > $10,000 and country is high 
risk”). These systems were simple and interpretable, but 
they were brittle and easily gamed by adaptive adversaries. 
The advent of machine learning (ML) in the late 20th and 
early 21st centuries was a remarkable advance, with 
statistical models such as logistic regression and later 
ensemble methods extracting patterns from past data [3]. 
Today’s landscape is defined by sophisticated classical ML 
and deep learning.  But the same AI technologies are now 
being used by fraudsters.  Criminals are now creating 
synthetic identity fraud, where they combine real and 
fabricated information to create new identities and 
deepfake-based attacks, where voice and video are 
convincingly mimicked to authorize transactions, which 
presents a new frontier of challenges [4]. These AI-powered 
attacks create subtle high-dimensional patterns that are very 
difficult for classical models to detect . This increasing 
complexity requires a new computational paradigm, and the 
financial industry needs to be “quantum-ready”.  
 

B. The Challenge of Imbalanced and High-
Dimensional Data  
 
The nature of the data itself is at the core of the challenge of 
fraud detection. Fraudulent transactions are rare events, 
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often accounting for less than 0.17% of the total transaction 
volume in benchmark datasets [5]. Such a severe class 
imbalance biases classical ML models towards the majority 
(non-fraudulent) class, making it difficult to achieve high 
recall for the minority (fraudulent) class without generating 
an unmanageable number of false positives.  
 

C.  The Curse of Dimensionality in Classical Fraud 
Detection  
 
Modern fraud detection systems are considering hundreds 
or even thousands of features per transaction, such as 
behavioral, temporal and geographical data [6]. As the 
number of features (dimensionality) increases, the volume of 
the feature space increases exponentially. This is known as 
the ‘Curse of Dimensionality’ and leads to sparse data points 
making it computationally intractable for classical 
algorithms to find statistically significant patterns. 

 
D. Quantum Proposition  
 
Quantum Machine Learning (QML) provides a radically 
different paradigm. QML models operate in an exponentially 
large Hilbert space where classical data is embedded into 
quantum states (qubits).  The superposition allows an N-
qubit system to encode 2 N states at the same time, naturally 
overcoming the curse of dimensionality of classical systems 
[7]. This allows QML algorithms to explore complex 
correlations and non-linear dependencies which are 
computationally prohibitive for their classical counterparts. 
In this paper, we systematically compare classical and 
quantum-hybrid ML models on the main challenges in 
financial fraud detection. We benchmark architectures such 
as the quantum Support Vector Machine (QSVM) and 
Variational Quantum Classifier (VQC) against state-of-the-art 
classical models, discuss practical implementation 
frameworks for the Noisy Intermediate-Scale Quantum 
(NISQ). . 
 

 
 

 Fig -1: The multi-faceted economic impact of the global 
financial fraud ecosystem, direct, indirect 

 
 

2. FOUNDATIONS OF QUANTUM COMPUTING 
MATHEMATICS 

 
A. Hilbert Spaces & Quantum States  
A quantum system is represented by a vector in a complex H 
denotes a Hilbert space, a kind of vector space. In the case of a 
single qubit, the Hilbert space The 2 dimensional complex 
space C is 2 . The state of a quantum state represented by a 
"ket" vector $|{\psi}\rangle$. The corresponding “bra” 
vector, ⟨ψ|, is its conjugate transpose. The inner product of 
two states ⟨φ|ψ⟩ is a complex number, and the norm of a 
state has to be 1 (⟨ψ|ψ⟩ = 1), mirroring the probabilistic 
character of quantum mechanics.  
 

B. Unitary Operators and Quantum State Evolution  
 
The evolution of a closed quantum system is described by the 
Schrödinger equation. In a discrete time model this evolution 
is given by represented by the action of a unitary operator, U, 
on the state vector: |ψ ’> = U|ψ >. A linear transformation that 
preserves the interior i.e. U product, † U = UU † = I, where U † 
is the hermitian conjugate The (adjoint) of U and I is the 
identity matrix. This ensures that the The total probability 
remains 1 after the transformation. The quantum gates, 
mathematical representations of the building blocks of 
quantum circuits. unitary operators. For instance, a rotation 
gate R y (θ) is a unit operator. a rotation of the qubit state-
vector around the y-axis of the Bloch sphere by an angle θ.  

 
C. Multi-Qubit Systems and Tensor Products  
 
We describe a system of multiple qubits with the tensor 
product ($\otimes$). qubit Hilbert spaces, $\mathcal{H} = 
\mathcal{H}_1 \otimes \mathcal{H}_2 \otimes \dots \otimes 
\mathcal{H}_N$. qubit Hilbert spaces H N = C 2 ⊗ C 2 ⊗ ... 
⊗C 2 (N times) which is ( isomorphic to C 2*n . For a 2-qubit 
system the basis states are $|00\rangle$, $|01\rangle$, |10⟩ 
and |11⟩. A general 2-qubit state is a superposition of these 
four basis says: ‘ |ψ⟩ = α 00 |00> + α 01 |01> + alpha 10 
|10\rangle + \alpha 11 |11⟩ where Σ |α| 2n = 1 . ij. | 2 = 1. This 
exponential growth of the state space with the number 
quantum computing potential . It comes from the number of 
qubits .  

 
D. Quantum Kernels and Kernel Trick  
 
The kernel trick is one of the cornerstones of classical ML, 
especially in Support Vector Machine (SVM) It enables 
algorithms to operate in a high-dimensional feature space 
without explicitly computing the coordinates of the data in 
that space. It performs the rather inner product of the images 
of all pairs of data in the feature space. QML generalizes this 
idea to quantum feature spaces. quantum; feature map $\Phi: 
\mathbf{x} \mapsto |\psi(\mathbf{x})\rangle$ $\vert 
\Psi(\mathbf{x})\rangle$ in a Hilbert space. The quantum 
kernel is then given as the inner product of the quantum 
states: K(x,x')=|<\Phi(x')|\Phi(x)>| 2 This is the similarity of 
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the two data points in the quantum feature space can be 
estimated by preparing the states | ⟨Φ(**x**)⟩ and |Φ(**x'**)⟩ 
in a quantum computer and measuring their overlap [8]. This 
can be done because the Hilbert space is exponentially large 
for computing intractable kernels for classical computers to 
identify complex, non-linear patterns in the data suitable for 
tasks such as fraud detection [9]. 

 
3. LITERATURE REVIEW 
 
The use of ML in the field of fraud detection is old. This 
review categorizes the literature into classical and quantum 
approaches in various fields of finance.  

 
A. Classical Models: State of the Art 
 
1) Ensemble Learning The Gold Standard Quilted  
 
Ensemble methods combining multiple weak learners into a 
strong predictive model, which is the current state-of-the-art 
for tabular data. Algorithms such as Random Forest, XGBoost, 
LightGBM, and CatBoost always beat in fraud detection 
competitions and practical applications [10], [11]. They draw 
their strength from their ability to handle non-linear 
relationships, handle feature interactions, and prevent 
overfitting. Research has shown that a well-tuned XGBoost or 
Random Forest model often combined with data balancing 
techniques such as SMOTE (Synthetic Minority Over-
sampling Technique) For the highly imbalanced data sets F1-
scores of over 0.85 can be reached [12].  

 
2) Deep Learning Methods  
 
Deep learning has introduced new capabilities for modeling 
sequential and unstructured data. Long Short-Term Memory 
(LSTM) networks a type of Recurrent Neural Network (RNN) 
that are good at capturing temporal dependencies in 
transaction histories, so they can detect anomalous 
behavioral sequences [13]. Convolutional Neural Networks 
(CNNs) are that are traditionally used in image processing 
have been modified to extract local patterns from transaction 
data. Hybrid CNN-RNN architectures have been exceptional 
performance, with near perfect recall in some studies of 
combining spatial feature extraction and temporal sequence 
modeling [14]. Another deep learning architecture is 
Autoencoders, which are used for learning to reconstruct 
normal data for unsupervised anomaly detection and tagging 
transactions with high reconstruction errors as fraudulent 
[15].  

 
B. Quantum Machine Learning in Finance Fraud  
 
1) Credit Card Fraud: QSVM versus Classical Models  
 
The easiest comparisons of QML to classical models have 
been credit card fraud identification. Grossi et al. (2022) 

proposed an application of a QSVM on real card payment 
data, comparing versus Random Forest and XGBoost. They 
found that on a reduced (needed for present hardware) 
dataset, the QSVM delivered a complementary exploration of 
the feature space. A hybrid model The combined classical and 
quantum predictions gave better accuracy. demonstrating 
that quantum classifiers can identify patterns not identified 
by classical algorithms [9]. Other studies have shown that 
QSVC can its recall is often lower than classical baselines to 
achieve high precision, suggesting a niche for minimization of 
false positives [16].  

 
2) Anti-Money Laundering (AML):  
 
Graph Based Quantum Models AML is the search for complex 
networks of illegal transactions. Classical approaches use 
graph analytics but are computationally expensive. In this 
context, Quantum Graph Neural Networks (QGNNs) have 
been proposed . QGNNs can take advantage of quantum 
properties to outperform classical GNNs in analyzing graph-
structured data, and perhaps reveal hidden financial 
networks [17], as Innan et al. (2024) state. Quantum walk 
algorithms on transaction networks are also being explored 
to find hidden relationship between entities faster than 
classical methods [18]. 

 
3) Insurance Fraud: 
 
Quantum Boltzmann Machines Insurance fraud is generally 
considered as anomalous claims that deviate from normal 
patterns. Unsupervised anomaly detection may be possible 
with Quantum-Enhanced Restricted Boltzmann Machines 
(QRBMs). 4. Studies have shown that QRBMs using quantum 
energy based modeling are able to detect complex data 
structures and identify subtle anomalies that may indicate 
fraudulent activity. Studies based on an A QRBM approach 
outperform classical European cardholder dataset methods, 
while keeping zero false negatives and small false positives, 
hence showing its potential for claims analysis [19], [20].  

 
4) Latency Analysis for E-Commerce Fraud in Real 
Time  
 
Real-time e-commerce fraud detection needs millisecond 
decision-making. This is a big challenge for QML because of 
the high latency of quantum hardware that is available today. 
Chaves et al. (2026) proposed a hybrid "mixture-of-experts" 
architecture where a classical model (e.g., XGBoost) is in 
charge of the majority of the transactions. A router simply 
pre-selects the most ambiguous cases to slower more 
thorough quantum analysis. This technique attempts to 
squeeze performance from quantum processing. It is a 
practical solution for real-world deployment, while keeping 
the overall latency competitive [2].  
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4. QUANTUM ENCODING AND FEATURE 
ENGINEERING  
 
A. Comparison of encoding methods for data  
 
There have been several proposed encoding methods with 
different trade-offs:  
 
1) Basis Encoding: This is the simplest method, mapping a 
classical bit string, e.g. '101', to the corresponding qubit basis 
state |101⟩. It is inefficient, requiring N qubits for N bits and 
does not exploit superposition.  
2) Amplitude Encoding: This is an extremely efficient method 
where a normalized N-dimensional classical vector **x** is 
encoded into the amplitudes of a log 2 (N) qubit state. For 
instance, a 4-dimensional vector [x 0 , x 1 , x 2 , x 3 ] can be 
encoded in 2 qubits as x 0 |00⟩ + x 1 |01⟩ + x 2 |10⟩ + x 3 |11⟩. 
Although qubit efficient, preparing the required quantum 
state can be resource-intensive  
3) Angle Encoding: As described previously, this technique 
encodes features as the rotation angles of qubits. It is less 
qubit-efficient than amplitude encoding (which needs N 
qubits for N features) but is generally easier to implement on 
NISQ devices and robust for many variational algorithms 
[21].  
4) Instantaneous Quantum Polynomial (IQP) Encoding: This 
approach utilizes commuting gates and the generated circuits 
are difficult to classically simulate. it builds a complex feature 
map that could be powerful for some kernel based methods. 
But it could be more noise sensitive.  

 
B. Quantum Principal Component Analysis (QPCA)  
 
For financial datasets with thousands of features, classical 
PCA and other dimensionality reduction techniques are key. 
QPCA is the quantum analogue, potentially providing 
exponential speedup. The algorithm computes the principal 
components of a density matrix ρ by using quantum phase 
estimation . For low rank density matrix QPCA can obtain the 
eigenvectors and eigenvalues in O((log N) 2 ) time, an 
exponential improvement over the classical O(N 2 ) 
complexity [18]. This makes QPCA a powerful preprocessing 
tool for compressing massive financial reduce dataset size to 
a manageable size for current QPUs, while important 
variation in the data.  

 
5. ADVANCED QML TECHNIQUES  
 
We detail the specific elements of the hybrid optimization 
loop. architectures considered in this work and the 
mathematical tools needed to train them.  
 
A. Variational Quantum Classifier (VQC) – A VQC is a PQC 
trained to solve a classification problem. The final 
measurement of one or more qubits is interpreted as the 
output. For a binary classification task. The expectation value 
of the Pauli-Z operator on one can use one output qubit, 

$\langle \sigma _z \rangle$. This quantity varies between -1 
and +1 and can be mapped to a class probability . The ansatz 
is the principal component that determines the structure of 
the trainable part of the circuit. Typical ansatz types are:  
 
1) Hardware-Efficient Ansatz: Made up of layers of single-
qubit rotation gates and a fixed pattern of two-qubit 
entangling gates (e.g., (CNOTs) suitable for the native 
connectivity of a given QPU. They are designed to minimize 
the gate count and minimize noise.  
 
2) Unitary Coupled Cluster Singles and Doubles (UCCSD): A 
ansatz, inspired by chemistry, that is systematically 
improvable and that often results in deeper and more 
complex circuits. El Alami et al. [2026] systematically studied 
VQC configurations and found that the combination of a 
feature map (e.g. Z, ZZ, The choice of ansatz (e.g., Real 
Amplitudes, TwoLocal, EfficientSU2) and Pauli (Pauli) has a 
statistically significant impact on F1-score performance, with 
the model architecture being the most important factor [22].  

 
B. Quantum Support Vector Classifier (QSVC)  
 
The QSVC architecture uses a quantum feature map to 
compute a kernel matrix, which is then processed by a 
classical SVM solver. The Here’s the workflow:  
 
1. For each pair of training data points ( **x** i, **x** j ): 
construct a quantum circuit that prepares the states |Φ(x i ) > 
and |Φ(**x** j)⟩.  
2. Calculate the transition amplitude |⟨Φ(x j )|Φ(x i )⟩| 2 to 
compute the kernel entry K ij.  
3. Pass the kernel matrix K to a classical SVM optimization 
algorithm to determine the support vectors and the decision 
boundary.  
 
The power of QSVC is in the expressivity of the quantum 
kernel . Feature maps exhibiting more entanglement, such as 
the ZZFeatureMap in Qiskit, have been demonstrated to 
systematically yield better key performance task of fraud 
detection [9], and key performance indicators (KPIs) of fraud 
detection task [9].  

 
C. Hybrid Quantum Neural Network (HQNN)  
 
HQNNs are one of the most flexible hybrid paradigms. A PQC 
is “ integrated as an extra layer in a classical deep learning 
model. For example, in a fraud detection pipeline with 
sequential data, the LSTM layer may first extract temporal 
features from a transaction history. The output of the LSTM is 
then used as input to a quantum layer (a PQC) which is a non-
linear transformation in the Hilbert space. Then, the 
measurement results from the quantum layer are fed to a last 
classical fully-connected layer for classification [13], [23]. 
Libraries like the This integration is made possible by 
PennyLane, with its `KerasLayer`, and TorchQuantum, 
allowing end-to-end training of the entire hybrid model.  
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Fig -2: Multi-layer hybrid quantum neural    network 
(HQNN) architecture. 

 
The classical layers are used for feature extraction and final 
classification, while the quantum layer performs intermediate 
processing in a high-dimensional feature space.  

 
D. The Parameter-Shift Rule for Quantum Gradients  
 
Training variational quantum algorithms needs computing 
the gradient of the cost function with respect to the 
parameters of the circuit. Since backpropagation cannot be 
applied directly to a quantum circuit, the A frequently used 
technique is the parameter-shift rule. For a PQC with a gate of 
the form $U(\theta) = e^{-i\theta P/2}$ where $P$ is a 
generator with two distinct eigenvalues \pm 
r\frac{\partial}{\partial \theta}\left\langle M\right\rangle 
can be computed exactly: ∂ θ ⟨M⟩ = r 2 (⟨M⟩(θ + π 2r ) - ⟨M⟩(θ 
- π 2r ))  
 
This remarkable result shows that the gradient can be 
computed by evaluating the same circuit twice, with one 
parameter shifted forward and backward by a specific 
amount [24]. This makes gradient based optimizers like 
Adam for training PQCs within standard ML frameworks . to 
the end-to-end training of HQNNs [23].  

 
6. HARDWARE ANALYSIS AND LIMITS OF NISQ  
 
The performance of QML models is highly related to the 
quality of the underlying quantum hardware. current Noisy 
Intermediate- Noisy Intermediate Scale Quantum (NISQ) era 
with 50-1000 qubits devices which are very error-prone.  

 
A. Quantum Noise Sources There are many types of 
noise corrupting quantum computations:  
 
1) Decoherence: This is the loss of quantum information to 
the environment. It has two main components: T1 relaxation 
(decay of energy from |1> to |0>) and T2 dephasing (loss of 
phase coherence between |0> and |1> Short T1 and T2 times 
limit how deep your circuits can be before losing the 
quantum state.  
2) Gate Errors : Quantum gates are imperfect. Single qubit 
and two- qubit gates have associated error rates, i.e., they do 
not perform the intended unitary operation with 100% 
fidelity. Two-qubit gates (e.g. CNOT) usually have error rates 
that are an order of magnitude higher than single qubit gates.  
3) Crosstalk: When an operation is performed on one qubit, it 
can erroneously interact with neighboring qubits. This is a 
big problem as the qubit density increases.  

4) Readout Errors: Readout errors can also happen when 
measuring the final state of the qubit.  
 

B. Hardware Comparison: Superconductors vs 
Trapped Ions  
 
The two main hardware platforms for QML are 
superconducting qubits and trapped ions:  
 
1) Superconducting Qubits (IBM, Google, Rigetti) These are 
built on micro-fabricated circuits chilled to near absolute 
zero. They provide fast gates speeds (nanoseconds), allowing 
for more operations before decoherence However, they 
typically have lower gate fidelities and limited qubit 
connectivity (each qubit can only couple to a few neighbors) 
increasing the complexity of compiling algorithms.  
2) Trapped Ions (IonQ, Quantinuum/Honeywell) These use 
single ions suspended in an electromagnetic field as qubits.  
 
These have long coherence times, from seconds to minutes, 
and high gate fidelities. All-to-all connectivity often possible 
thus simplifying compilation of algorithms. The primary 
disadvantage is the slower gate speeds (microseconds) which 
restrict the total number of operations. For fraud detection 
workloads, the tradeoff is between superconducting systems 
which may be better for shallow, wide circuits, and trapped 
ions might be more suitable for deeper, more complex fidelity 
is paramount. circuits.  

 
C. Quantum error mitigation  
 
(QEM) is a technique to mitigate errors in quantum 
information processing. QEM as full fault tolerant error 
correction is decades away. techniques are necessary to 
obtain useful results with NISQ devices. These methods do 
not correct errors, but attempt to mitigate their effect on the 
end result. The main techniques are:  
 
1) Zero-Noise Extrapolation (ZNE): The calculation is done at 
different, with artificially elevated noise levels. The results 
are then extrapolated back to the zero-noise limit.  
2) Probabilistic error cancellation (PEC): It characterizes 
noise in the system and then quasi-probabilistically samples 
inverse noise operations into the circuit to average out the 
errors. These techniques are computationally expensive but 
necessary to obtain accurate results on today’s hardware 
[25]. 
 

7. FRAMEWORK FOR WORKFLOW AND 
IMPLEMENTATION 
 
A practical QML pipeline for fraud detection has to be 
modular architecture that integrates classical pre-
processing, quantum processing and classical post-
processing. 
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A. Modular QML Pipeline  
 
The following pseudo-code describes a robust pipeline for 
training and 
assessing a mixed QML model.  
 
MODULAR QML PIPELINE PSEUDO-CODE 
 
1.   PROCEDURE FraudDetectionPipeline(data, labels):  
2.       // -- 1.  Data Preprocessing –  
3.      X_train, X_test, y_train, y_test = StratifiedSplit(data, 
labels)  
4.       
5. X_train_balanced, y_train_balanced = SMOTE(X_train, 
y_train)        
6.       // -- 2.  Feature Engineering & Selection –  
7.      classical_model = Train_XGBoost(X_train_balanced, 
y_train_balanced)  
8.       
9. shap_values = Calculate_SHAP(classical_model, 
X_train_balanced      top_features = 
Select_Top_K_Features(shap_values, k=8)  
10.     X_train_reduced = X_train_balanced[top_features]  
11.      X_test_reduced = X_test[top_features]  
12.        
13.      // -- 3.  Quantum Circuit Definition —  
14.     n_qubits = k  
15     q_circuit = Define_Quantum_Circuit(n_qubits):  
16.          AngleEmbedding(features)  
17.           
18. HardwareEfficientAnsatz(weights)  
19.         return ExpectationValue(PauliZ)        
20.      // -- 4.  Hybrid model construction –  
21.      
22. hybrid_model = Create_Hybrid_Model(q_circuit)       
23.      // -- 5.  Training— 
24.     optimizer = Select_Optimizer("Adam") // or COBYLA, 
SPSA  
25.      trained_model = Train(hybrid_model, X_train_reduced, 
y_train_balanced, optimizer)  
26.       
27.      // -- 6.   
28. Assessment --      
29. predictions = trained_model.Predict(X_test_reduced)     
metrics = Calculate_Metrics(y_test, predictions) // Acc, 
Precision, Recall, F1       
30. RETURN statistics  
31.END PROCEDURE END PROCEDURE          
 

8. BENCHMARKING - COMPARATIVE  
 
The European Credit data was used to perform an extensive 
benchmark. Card Fraud data set. The feature set was to 
accommodate quantum models, reduced to 8 dimensions via 
PCA. All models were evaluated on a balanced testing set.  

 
 

Fig -3: Measures of performance and complexity 
 
The results in Table II validate that classical ensemble 
methods, in particular gradient boosted trees (XGBoost, 
LightGBM, CatBoost), today to provide the best mix of 
performance and speed for this task. However, the QSVC 
model has the best precision of 0.98 of any model, supporting 
its potential for high-stakes applications where false positives 
are very expensive. The “Time-to-Solution” of quantum 
models are derived from simulations and are orders of 
magnitude higher than classical equivalents, emphasizing the 
current hardware latency bottleneck [26] . The theoretical 
scaling of the quantum kernel in complexity is Poly(log N, d) 
gives a tantalizing glimpse of future quantum advantage over 
classical kernels with polynomial scaling with N.  

 
9. INDUSTRY ADOPTION AND REAL WORLD 
ARCHITECTURES  
 
Financial institutions are actively exploring QML – From 
Theory to the design of quantum-ready and pilot programs to 
practice structures.  

 
A. Industry Partnerships and Pilots  
 
1) HSBC: HSBC is working with Quantinuum to test QML for 
fraud detection and cybersecurity. The main focus is on the 
use of advanced Quantinuum’s TKET software platform 
boosts QML approaches which provides qubit routing and 
circuit optimization. HSBC also has implemented Quantum 
Key Distribution (QKD) to secure tokenized gold 
demonstrating a holistic transactions on its Orion blockchain 
platform, approach to quantum security [27], [28] .  
2) JPMorgan Chase: The bank has a dedicated quantum 
research team that has pioneered Quantum Amplitude 
Estimation (QAE) for finance risk modeling which, in theory, 
is quadratically faster than classical Monte Carlo techniques. 
They have published more than 10 research papers and 
successfully demonstrated VaR (Value at Risk) calculations 
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on IBM's quantum hardware, considering it a strong 
candidate for near term quantum advantage [29].  
3) Intesa Sanpaolo: The Italian banking group with the help of 
IBM has explored quantum machine learning to improve 
fraud detection. Their initial tests with a VQC-based classifier 
suggested the quantum model detected fraudulent 
transactions more accurately and efficiency and reducing 
false positives compared to traditional methods [30].  
4) BBVA: As a founding member of the Quantum Safe 
Financial Forum, BBVA is working on post-quantum 
cryptography and has passed successful pilot tests of 
distributed quantum algorithms on cloud platforms and their 
use in complex financial tasks [27].  

 
B. FD4QC and Cloud-Native Architectures  

 
To connect research and production, the Fraud Detection 

Bot We propose a service called an FD4QC (a Detection for 
Quantum Computing). as a practical deployment architecture 
[16] . This stateless REST API is philosophically “classical-
first, quantum-enhanced”. It's based on a well-established 
classical model (e.g. XGBoost) as the main engine, to ensure 
low latency replies (<100 ms). A routing mechanism can send 
high value or ambiguous transactions selectively for deeper 
examination by a quantum model.  
This idea is starting to be realized in cloud platforms like 
Amazon Braket, which allow the seamless combination of 
quantum and classical resources. A typical workflow will 
have transaction ingestion data to a cloud data lake (e.g., 
Amazon S3) and then pre-process the data and route it to a 
hybrid job, classical compute (e.g. AWS Lambda) on Braket. 
The job can run a PennyLane or Qiskit script that 
orchestrates computation across classical instances and a 
targeted QPU (from providers such as IonQ, Rigetti, OQC), 
returning the final result to a decision [31].  
 

 
 

Fig -4: Quantum-Classical Data Flow in a Cloud-Native 
Financial Environment illustrating a hybrid “classical-first, 

quantum-enhanced” architecture. 

10. AI ETHICS, REGULATION AND EXPLAINABILITY  
A.  Quantum Explainable Artificial Intelligence 
(QXAI)  

 
As with classical “black box” models, understanding why a 

QML made a particular decision is crucial for trust, debugging 
and compliance Quantum Explainable AI (QXAI) is an 
emerging field, yet important. Techniques are being 
developed to interpret quantum models, including the 
computation of the feature importance by the observation of 
the model’s changes as the input features are perturbed. For 
VQCs, the trained parameters (rotation angles) can 
sometimes be studied in order to understand which is what 
the model has learned to focus on, but this is far from simple 
[32] .  

 

B. Regulation Impact: GDPR and the Right to 
Explanation  
 
Such regulations include the EU’s General Data Protection 
Regulation (GDPR) include provisions like a "right to 
explanation" for decisions made by automated systems. As 
financial institutions turn to QML for critical decisions, such 
as fraud detection or credit scoring, they will be legally 
required to provide meaningful explanations of their models’ 
outputs. This regulatory pressure is an important stimulus 
for the development of QAI and QXAI, because “the model is a 
quantum black box” will not be a legal defensible position 
[33].  
 

C. The dual use dilemma: quantum attacks vs fraud 
detection  
 
Quantum computing is a dual-use problem for cybersecurity. 
Although QML can enhance fraud detection, a sufficiently 
powerful quantum machine could crack the RSA and ECC 
encryption that underlies the the security of the entire digital 
economy. This threat has resulted in the “harvest now, 
decrypt later” (HNDL) strategy, whereby adversaries are 
thought to be gathering encrypted financial information 
today with the aim of once a quantum computer capable of 
decrypting it quantum computer is available. available [ 34 ]. 
This means that we also need to attempt to develop and 
implementing post-quantum cryptography (PQC) to protect 
data from future quantum attacks, a transition financial 
institutions are already preparing for 27]  
 

11. 20-YEAR ROADMAP AND PROSPECTS  
 
The race to quantum advantage in finance is a marathon, not 
a sprint a race. 
 
Phase 1: Financing institutions will focus on developing in-
house expertise, finding problems that are “quantum-ready,” 
and experimenting with hybrid models on cloud platforms. 
The primary goal is not quantum advantage, but 
preparedness quantum. We anticipate limited, niche 
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applications in such areas as portfolio optimization, and high 
precision fraud analysis where latency is not the primary 
limitation [35]. 
 
Phase 2: Early Quantum Advantage (2030-2035): With the 
emergence of hundreds to a few early fault tolerant quantum 
computers (having hundreds to a few thousand logical qubits, 
we are hoping to see the first demos of practical quantum 
advantage for certain high-value financial problems This 
might entail complex derivative pricing, sophisticated risk 
modeling, and detection of complex, multi-stage fraud rings 
using QGNNs. Hybrid architectures will continue to be 
dominant [36].  
 
Phase 3: Quantum-Centric Ecosystems (2035-2045+): As 
massive, as fault-tolerant quantum computers become more 
and more accessible they will transition from special purpose 
accelerators to mainstream parts of the “financial 
infrastructure..  
 

12. CONCLUSION 
 
In this paper, a detailed comparative study is presented of 
classical and quantum models for financial fraud detection 
with machine learning detection. Our findings confirm that 
classical ensemble methods, such as XGBoost and Random 
Forest, are still the most reliable and powerful choice for 
operational deployment today, but the potential of QML is 
undeniable. In particular, quantum models, especially QSVC, 
have a particular aptitude to obtain better precision, thus 
valuable in reducing false positives, a major source of cost 
and friction to the financial industry. The biggest barrier to 
the mass adoption of QML is the limitation of NISQ era 
hardware: low qubit counts, high error rates, and high 
latency. However, there is a clear and pragmatic way forward 
in the robustness of hybrid architectures to simulated noise, 
and the development of deployment frameworks such as 
FD4QC, cloud-native platforms. The mathematical machinery 
is there from quantum kernels to parameter-shift rule.” “The 
industry engagement, from HSBC to JPMorgan Chase, is 
robust and growing up. In future work, we will co-design of 
QML algorithms with hardware capabilities, constructing 
more advanced quantum feature maps and pushing the QXAI 
field to meet the regulatory needs. And as quantum hardware 
matures and error correction continues to improve, we 
expect QML models to not only complement, but also 
outperform their classical counterparts for certain complex 
fraud typologies. Financial institutions that invest today in 
building quantum readiness, whether by developing in-house 
capabilities, entering strategic alliances, or piloting hybrid 
systems, will be best positioned of quantum computing and 
rewrite the future of financial security.  
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