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Abstract-Artificial Intelligence systems are increasingly
used in critical domains such as healthcare, finance,
recruitment, and law enforcement. Although Al models may
initially satisfy fairness requirements, their fairness
characteristics can change over time due to changing data
distributions and demographic shifts. This phenomenon is
known as bias drift. Existing monitoring systems mainly
focus on performance drift and lack continuous fairness
monitoring capabilities. This paper proposes a Bias Drift
Detector that continuously monitors deployed Al models
using statistical drift detection methods, fairness metrics,
and explainable Al techniques. The proposed system
supports automated alerts, dashboard visualization, and
compliance reporting for proactive fairness management.
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1. INTRODUCTION

Artificial Intelligence systems are widely used in critical
decision-making applications such as hiring, healthcare,
banking, and law enforcement. While these systems are
usually validated for fairness before deployment,
maintaining fairness over time remains a major challenge.

Bias drift refers to the gradual degradation of fairness
caused by changing real-world conditions such as
demographic shifts, economic changes, and evolving user
behavior. A model that performs fairly during deployment
may later produce biased predictions against certain
demographic groups.

2. LITERATURE SURVEY

Recent studies on concept drift and fairness monitoring
emphasize the importance of continuous Al monitoring
systems. Existing research mainly focuses on detecting
performance drift rather than fairness degradation. Fair
Canary introduced continuous fairness monitoring using
prediction distribution drift and explainable Al methods.
Existing fairness toolkits such as AIF360 and Fair learn
mainly support point-in-time fairness evaluation and lack
real-time alerting capabilities.

3. EXISTING SYSTEM

Current Al monitoring tools such as MLflow, Evidently Al,
and Fair learn mainly focus on performance monitoring
and pre-deployment fairness evaluation. Most systems
rely on periodic manual audits and do not support
automated fairness drift detection.

Limitations of Existing Systems:

« Lack of continuous fairness monitoring

* No automated threshold-based alerting

* Weak support for intersectional subgroup analysis
e Limited explain ability support

¢ Poor integration with production pipelines

4. PROPOSED SYSTEM

The proposed Bias Drift Detector continuously monitors
deployed Al models for fairness degradation using
statistical drift detection methods and fairness metrics.
The system generates automated alerts and provides
explainable insights using SHAP analysis. The system
operates in three stages: drift detection, fairness metric
computation, and explain ability analysis. It supports
dashboard visualization.

4.1 System Architecture

The architecture consists of data ingestion, preprocessing,
drift detection engine, fairness metric engine, SHAP
explain ability module, alert management module, and
dashboard visualization. Each component is designed to
work in a continuous pipeline to ensure real-time fairness
monitoring of production Al systems.
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Fig -1: System Architecture Diagram
4.2 Workflow
The system workflow follows these sequential stages:

e Input Data Stream

* Deployed Al Model

« Prediction Log Collection

« Drift Detection

e Fairness Metric Calculation
« Bias Drift Analysis

* SHAP Explainability

e Alert Generation
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Fig -2: System Workflow Diagram
4.3 Mathematical Models

The Bias Drift Detection system was evaluated using
model accuracy, fairness metrics, and temporal drift
analysis. The model achieved 94% accuracy, indicating
reliable classification performance.

Fairness evaluation shows significant bias, with

DPD = 0.2725 (high bias), EOD = 0.1277 (moderate bias),
and DIR = 1.3747 (outside fair range). The drift trend
increased from 0.2255 to 0.3438, confirming rising bias
over time.

Overall results indicate strong and increasing bias drift in
the system, triggering a high-risk alert.
Final Verdict: HIGH BIAS DRIFT DETECTED

5. IMPLEMENTATION
5.1 Requirements Gathering

The system was developed to monitor bias drift in
machine learning models. Key requirements included
generating predictions using a Logistic Regression model,

creating prediction logs with timestamps and
demographic attributes, computing fairness metrics,
detecting drift, and providing alerts and visualization.

5.2 System Design Integration

The system follows a modular design with components for
data preprocessing, model prediction, drift detection,
fairness evaluation, alert generation, and dashboard
visualization. These modules are integrated sequentially,
where model outputs are used for monitoring and
analysis. Email alerts are triggered when drift is detected.

5.3 Data Integration

The system uses an HR dataset, which is preprocessed to
handle missing values and prepare features. A Logistic
Regression model is trained to generate predictions. The
dataset is converted into a prediction log by adding
prediction, actual values, demographic attributes, and
timestamps. Bias drift is simulated by modifying
predictions for specific groups in later time windows to
evaluate system performance.

5.4 Core Features Developed

e Fairness Metric Computation Engine: Computes
basic fairness metrics across demographic groups
to evaluate model behavior and identify bias.

e  Statistical Drift Detection: Detects changes in data
and prediction distributions over time using
statistical methods such as KS Test and
distribution comparison.

e Alert System: Generates alerts when bias drift is
detected and sends notifications via email,
including a dashboard link for detailed analysis.

e  SHAP Integration: Applies SHAP to explain model
predictions and identify key features contributing
to differences across demographic groups.

e Dashboard Visualization: Provides  visual
representation of fairness metrics, drift trends,
and system outputs for easier interpretation.

il Dataset Overview
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28 Male vs Female Summary

Gender Distribution Positive Prediction Rate by Gender

[Fig -3: Dashboard Screenshot]
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6. RESULTS AND DISCUSSION

The proposed system successfully detected fairness
degradation caused by demographic shifts and changing
prediction distributions. The dashboard generated alerts
whenever fairness thresholds were exceeded.

Table 1 provides a comparison of key evaluation metrics,
highlighting strong accuracy but clear evidence of bias and
worsening fairness trends over time. These findings
emphasize the importance of continuous monitoring and
bias mitigation strategies.

Table-2: Fairness and Bias Evaluation

Metric

Model
Accuracy

DPD

(Demographic

Parity
Difference)
EOD

(Equal
Opportunity
Difference)
DIR
(Disparate
Impact Ratio)
Drift Trend

Value
94%

0.2725

0.1277

1.3747

0.2255-0.

3438

Status

Strong overall performance

High bias — 27.3% gap
between Male & Female

Moderate bias — unequal
true positive rates

Biased outside
acceptable fairness range
(0.80-1.20)

Bias increasing over time
— worsening fairness

[Chart -1: Drift Detection Graph]

Window-by-Window Results
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[Chart -2: Fairness Trend Graph]
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7. COMPARATIVE ANALYSIS

Table 2 presents a feature-level comparison between
existing monitoring systems and the proposed Bias Drift

1.3747

0.0523

True Positive Rate (Equalized Odds)

AsudErdee

0% onm 00

Detector.
Table -2: Comparative Analysis
Feature Existing Proposed System
Systems
Type of Work | Research Applied  mini-project
prototypes | with practical
/survey deployment
papers
Primary Goal | Fairness Detect and monitor bias
monitor drift in deployed Al
Concept models
Drift
Overview
Core Metrics Single  or | Ensemble: PSI, KS Test,
limited DPD, DIR, EOD
metrics
(QDD))
Ground Truth | Mostly Hybrid: input drift (no
Labels required labels) +  fairness
(labels with lag)
Fairness Limited or | Central focus with
Dimension not multiple fairness
addressed | metrics
Explainability | Minimal or | SHAP-based differential
feature- feature attribution
level only
Speed & | Prototype- | 2400 requests/min
Scalability level or | throughput, <5s metric
varied computation
Real-Time Threshold- | Full lifecycle alerts
Alerts based or | (Info/Warning/Critical)
absent via multi-channel
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Dashboard Not Streamlit  interactive
Support included / | dashboard with
basic compliance reports
Validation Case study | 96% accuracy, 94% F1,
or SUS usability score = 82
literature
review

8. CONCLUSIONS

This project successfully developed a Bias Drift Detection
system to monitor fairness in Al model predictions. It
combines classification performance tracking with
fairness metrics such as Demographic Parity Difference,
Equalized Odds Difference, and Disparate Impact Ratio,
along with temporal drift analysis. The system achieved
94% model accuracy and effectively detected increasing
bias over time, with a final high bias drift alert triggered
by rising fairness gaps. The alert system and dashboard
help in identifying and monitoring bias in a simple and
interpretable way. Overall, the project demonstrates that
continuous fairness monitoring is essential to detect and
manage bias drift in deployed machine learning models.
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Future Enhancement

e Incorporation of real-time data streaming to
enable continuous monitoring of deployed
machine learning models. Extension of database
support using PostgreSQL (and other SQL/NoSQL
systems) for scalable and efficient model
monitoring across different environments.

e Integration of advanced fairness evaluation
techniques across multiple sensitive attributes for
more comprehensive bias assessment.

e Development of automated retraining
mechanisms to update models when significant
bias drift is detected.

e Implementation of a RESTful API layer to enable
integration with external systems and ML
pipelines, allowing access to model metadata,
prediction logs, dataset information, and on-
demand bias drift analysis.
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