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Abstract - Modern organizations face expanding digital 
attack surfaces that adversaries systematically map using 
Open-Source Intelligence (OSINT) techniques. Existing re-
connaissance tools operate in silos, lack threat intelligence 
integration, and produce unstructured findings requiring 
significant manual analysis. This paper presents Netra, a 
Python-based modular automated reconnaissance frame-
work that consolidates nine intelligence collection modules 
with a five-provider real-time threat intelligence aggrega-
tion engine. Netra integrates subdomain enumeration via 
Certificate Transparency logs and DNS brute-force, technol-
ogy fingerprinting, email harvesting, Git credential exposure 
detection, Shodan-based network intelligence, content clas-
sification, HTTP security header analysis, cross-module cor-
relation, and a compound risk scoring engine. A weighted 
threat scoring formula aggregates intelligence from Vi-
rusTotal, AbuseIPDB, AlienVault OTX, URLhaus, and Feodo 
Tracker into a normalized 0-100 threat score per discovered 
host. The cross-module correlation engine chains evidence 
across all modules to identify compound security risks 
missed by individual tools. Netra supports domain and IP 
address targets, produces multi-format output including 
interactive HTML dashboards and structured JSON reports, 
and incorporates scan resume capability for large-scale as-
sessments. 
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1. INTRODUCTION 
 

The modern cybersecurity threat landscape is defined 
by adversaries who conduct systematic, automated recon-
naissance before launching attacks. As established by 
Lockheed Martin's Cyber Kill Chain, reconnaissance is the 
foundational stage of every targeted attack — adversaries 
enumerate subdomains, identify technology stacks, har-
vest email addresses, and scan for exposed credentials 
before exploitation begins [9]. Proactive counter-
reconnaissance, where defenders map their own attack 
surface before adversaries do, has emerged as a critical 
defensive capability [4]. 

Current reconnaissance tools address this challenge in-
completely. Tools such as Amass and Subfinder focus nar-
rowly on subdomain enumeration without technology fin-
gerprinting, threat intelligence, or content classification. 
Gu and Ye's fingerprint-based vulnerability scanner [1] 

covers technology identification but explicitly acknowl-
edges limitations: no cross-module correlation, no quanti-
tative risk scoring, no content classification, and no threat 
intelligence integration. OSINT platforms including 
reconCTI [9] and SearchOL [8] collect raw intelligence but 
do not correlate findings or enrich them with real-time 
threat data. As Avrahami et al. [4] establish, effective pro-
active cybersecurity requires not merely collecting OSINT 
data but structuring it into actionable intelligence, a gap 
that persists across all current tooling. 

This paper presents Netra, a comprehensive modular 
reconnaissance framework that addresses these gaps 
through five primary contributions: (1) nine integrated 
intelligence collection modules covering the full recon-
naissance spectrum; (2) a five-provider real-time threat 
intelligence aggregation engine with weighted scoring; (3) 
HTTP security header analysis providing per-host security 
posture grading; (4) a cross-module correlation engine 
detecting compound risks unidentifiable by individual 
modules; and (5) scan resume capability and multi-format 
output for production-grade deployment. Netra's name 
derives from the Sanskrit word for eye, reflecting its objec-
tive of comprehensive visibility into an organization's digi-
tal attack surface. 

 

2. RELATED WORK 
 
2.1 Fingerprinting and Vulnerability Scanning 

Gu and Ye [1] present a Python-based fingerprint vul-
nerability scanner employing five web fingerprinting 
methods and a script-based vulnerability detection library. 
Their system covers technology identification, subdomain 
scanning, and port analysis but the authors explicitly state 
it does not support security protocol scanning, lacks cross-
module correlation, and provides no risk scoring or content 
classification. Netra directly addresses each stated limita-
tion while adding threat intelligence integration and HTTP 
header analysis absent from their work. 

2.2 OSINT and Reconnaissance Tools 

reconCTI [9], proposed by Rahman et al., performs Py-
thon-based surface and dark web scraping mapped to MI-
TRE ATT&CK, demonstrating structured threat reporting. 
However, it focuses on keyword-based data leakage detec-
tion rather than web attack surface enumeration. SearchOL 
[8] automates passive multi-engine reconnaissance with IP 
geolocation but is limited to surface web sources without 
correlation or risk scoring. DarkReaper [10], a modular CLI 
OSINT tool from a Pune University affiliated institution, 
integrates email, phone, and IP lookups including dark web 
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sources but lacks subdomain enumeration, technology fin-
gerprinting, and risk scoring. Szymoniak et al. [13] survey 
OSINT methodologies in cybersecurity, noting passive and 
active techniques are rarely combined with structured risk 
assessment. 

2.3 Threat Intelligence Integration 

Reza et al. [14] demonstrate that AI combined with 
OSINT intelligence significantly improves proactive threat 
detection accuracy, validating Netra's multi-provider threat 
intelligence approach. An et al. [3] show that OSINT-
derived features including network data substantially im-
prove security classification, supporting Netra's feature 
enrichment design. Avrahami et al. [4] provide a strategic 
framework for enterprise OSINT, identifying integrated 
automated intelligence pipelines as a critical unmet need. 
Liu et al. [17] empirically demonstrate credential leakage 
prevalence in development environments, directly motivat-
ing Netra's git_scraper module. 

2.4 Attack Surface and Risk Assessment 

Atighetchi et al. [7] formalize Attack Surface Reasoning, 
modeling attack surfaces across horizontal and vertical 
system layers and defining minimization and randomiza-
tion metrics. Their compound risk reasoning provides the 
theoretical foundation for Netra's correlation engine. Kuhn 
et al. [16] demonstrate CVSS-based vulnerability scoring 
using open-source intelligence, informing Netra's 0-100 
risk scoring approach. Shrivas et al. [14] analyze the dual-
use nature of OSINT tools, informing Netra's authorized-
use-only design philosophy. 

Table 1 presents the complete module capability matrix 
of Netra, detailing each module’s input source, intelligence 
output, and associated severity classification range.  

Table -1: Netra Module Capability Matrix 

Module Input Output Severity 

Level 

subdomain_enum Domain/IP Subdomain 

list + 

liveness 

INFO-

MEDIUM 

tech_fingerprint Live sub-

domains 
Tech stack + 

versions 
LOW-HIGH 

email_harvest Domain Email ad-

dresses 
LOW-

MEDIUM 

git_scraper Domain Exposed 

credentials 
MEDIUM-

CRITICAL 

shodan_lookup Domain/IP Open ports 

+ services 
LOW-HIGH 

content_analyzer Live sub-

domains 
Page classi-

fication tags 
LOW-HIGH 

header_analyzer Live sub-

domains 
Security 

header 

grade A-F 

LOW-HIGH 

threat_intel Subdo-

mains/IPs 
Threat score 

0-100 
LOW-

CRITICAL 

correlator All module 

outputs 
Compound 

risks + evi-

dence 

MEDIUM-

CRITICAL 

 

3. SYSTEM ARCHITECTURE 
 

Netra is designed as a modular, extensible Python 
framework following the principle of high cohesion and 
low coupling, consistent with the software engineering 
methodology adopted by Gu and Ye [1]. The framework 
accepts a target domain as input, orchestrates execution of 
selected modules, and produces correlated intelligence 
output. 

3.1 Architecture Overview 

Netra follows a four-layer modular architecture. The 
Input Layer accepts a target domain or IP address via CLI 
arguments. The Collection Layer executes nine independ-
ent reconnaissance modules concurrently. The Intelligence 
Layer applies the Threat Intel Aggregator across discov-
ered hosts and chains outputs through the Intelligence 
Correlator. The Output Layer generates structured JSON, 
interactive HTML dashboards, and Markdown reports. A 
persistent cache enables scan resume capability for 
large targets. Figure 1 illustrates the complete system 
architecture. 

 

Figure 1: Netra System Architecture – Four Layer De-
sign 

3.2 Module Descriptions 

Table 2 describes all nine Netra modules with their 

technical approaches. 
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Table -2: Netra Module Descriptions 

Module Function Technical Approach 

subdomain_enum Subdomain 

Discovery 
crt.sh CT logs + HackerTarget 

API + DNS brute force (181-

word wordlist) 

tech_fingerprint Technology 

Identification 
HTTP header analysis, error 

page keywords, URL pat-

terns, CMS/framework signa-

tures 

email_harvest Email Ad-

dress Collec-

tion 

Public web scraping, OSINT 

sources, regex-based extrac-

tion 

git_scraper Credential 

Leak Detec-

tion 

Public repository scanning 

for exposed secrets, API keys, 

.env files 

shodan_lookup Network 

Intelligence 
Shodan API integration for 

open port enumeration and 

service fingerprinting 

content_analyzer Page Classifi-

cation 
Multi-tag detection: admin 

panels, CI/CD dashboards, 

login portals, API docs, stag-

ing environments 

header_analyzer Security 

Headers 

Evaluates 7 headers: HSTS, 

CSP, X-Content-Type-

Options, X-Frame-Options, X-

XSS-Protection, Referrer-

Policy, Permissions-Policy. 

Grades A-F 

threat_intel TI Aggrega-

tion 

5-provider concurrent en-

richment: VirusTotal (0.30), 

AbuseIPDB (0.25), AlienVault 

OTX (0.20), URLhaus (0.15), 

Feodo (0.10). Score 0-100 

correlator Cross-

Module Intel-

ligence 

Evidence chaining across 

modules to detect compound 

risks 

 

3.3 Threat Intelligence Aggregation Engine 

Netra's most significant architectural contribution over 
prior tools is its five-provider real-time threat intelligence 
aggregation engine. Upon subdomain enumeration, the 

ThreatIntelAggregator enriches up to 50 discovered hosts 
concurrently using a Thread Pool Executor with 4 workers 
and a 10-second per-provider timeout. Each provider con-
tributes a normalized sub-score aggregated using the 
weighted formula: 

Combined Score = (VT x 0.30) + (AbuseIPDB x 0.25) + 
(OTX x 0.20) + (URLhaus x 0.15) + (Feodo x 0.10) 

The resulting 0-100 threat score classifies hosts as Safe 
(0-20), Suspicious (21-40), Risky (41-60), or Malicious 
(61-100). Table 3 describes each provider.  

 

Table -3: Threat Intelligence Providers and Weighted 

Contributions 

Provider Data 

Source 
Key Met-

ric 
Wei

ght 
Threat Indi-

cation 

VirusTotal 90+ AV en-

gines 
Malicious 

votes 
0.30 Malware, 

phishing URLs 

AbuseIPD

B 
IP reputa-

tion DB 
Abuse con-

fidence % 
0.25 IP-based at-

tack infra-

structure 

AlienVault 

OTX 
Threat feeds 

& pulses 
Reputation 

+ pulse 

count 

0.20 Known threat 

actor activity 

URLhaus Malware 

URL repo 
URL cate-

gorization 
0.15 Active mal-

ware distribu-

tion 

Feodo 

Tracker 
C2 server 

tracking 
Infrastruc-

ture detec-

tion 

0.10 Command & 

Control serv-

ers 

 

Provider weights reflect data reliability and coverage 
breadth. VirusTotal's aggregation of 90+ antivirus engines 
provides the broadest malware detection coverage, justify-
ing its highest weight of 0.30. AbuseIPDB's community-
validated IP reputation data provides high-confidence IP-
level threat signals. Results are cached in .netra_cache/ 
enabling resume on network interruption consistent with 
the production-grade design goals. Figure 2 illustrates the 
aggregation workflow. 
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Figure 2: TI Aggregation Workflow 

3.4 HTTP Security Header Analysis 

The header_analyzer module evaluates seven critical 
HTTP security headers per discovered host: Strict-
Transport-Security, Content-Security-Policy, X-Content-
Type-Options, X-Frame-Options, X-XSS-Protection, Refer-
rer-Policy, and Permissions-Policy. Each header is scored 
for presence and configuration quality, producing an A-F 
grade per host. Header grades feed directly into the corre-
lation engine; a Grade F header combined with an exposed 
admin panel constitutes a HIGH compound finding. This 
module addresses the security header misconfiguration 
gap identified by Szymoniak et al. [13] as a critical but 
commonly overlooked exposure vector. 

3.5 Cross-Module Correlation Engine 

The IntelligenceCorrelator chains evidence across all 
module outputs to identify compound security risks. Corre-
lation patterns implemented include: admin panel com-
bined with outdated technology stack escalated to CRITI-
CAL; development environment combined with exposed 
credentials escalated to CRITICAL; CI/CD dashboard com-
bined with open database port escalated to CRITICAL; 
Grade F headers combined with admin panel escalated to 
HIGH; and high threat score combined with exposed ser-
vices escalated to HIGH. Each correlated finding includes a 
severity classification, evidence chain linking contributing 
module findings, and a specific remediation recommenda-
tion. This compound risk reasoning is grounded in 
Atighetchi et al.'s [7] ASR framework. Figure 3 illustrates a 
correlation example. 

 

Figure 3: Cross Module Correlation Engine – Compound 
Risk Detection Example 

4. METHODOLOGY 

 Netra's reconnaissance methodology integrates both 
passive and active techniques, consistent with the recon-
naissance taxonomy established by Solomon and Oriyano 
[9] and the OSINT methodology frameworks described by 
Szymoniak et al. [13]. 

4.1 Subdomain Enumeration 

Subdomain discovery employs three complementary 
techniques. Passive enumeration queries Certificate Trans-
parency logs via crt.sh [15], discovering all subdomains 
appearing in publicly logged SSL/TLS certificates without 
any target interaction. The HackerTarget API provides a 
secondary passive DNS aggregation source. Active DNS 
brute-force using a 181-entry wordlist resolves names not 
captured passively. Discovered subdomains are probed 
concurrently with 20 worker threads, accepting HTTP sta-
tus codes 200, 301, 302, 401, 403, and 503 to capture au-
thentication-protected and restricted endpoints. 

4.2 Technology Fingerprinting 

Technology identification extends Gu and Ye's [1] five-
method fingerprinting with JavaScript library detection 
and modern framework signatures covering CMS platforms 
(WordPress, Drupal, Joomla, Shopify), JavaScript frame-
works (React, Angular, Vue, Next.js), and backend frame-
works (Laravel, Django, Rails, Express). Version infor-
mation is extracted where disclosed, feeding the correla-
tion engine for compound risk detection with content clas-
sification findings. 

4.3 Git Credential Exposure Detection 

The git_scraper module scans for inadvertently exposed 
credentials matching patterns for AWS access keys with the 
AKIA prefix, GitHub personal access tokens with the gh_ 
prefix, Slack tokens with the xox- prefix, Google API keys, 
database connection strings, and RSA private key headers. 
This module is motivated by Liu et al.'s [17] empirical find-
ing on the prevalence of credential exposure in develop-
ment environments. Confirmed credential exposures are 
classified as CRITICAL findings. 

4.4 Threat Intelligence Workflow 

Following subdomain enumeration, discovered hosts 
are submitted to the ThreatIntelAggregator. Concurrent 
API requests to all five providers are executed with a 10-
second timeout per provider. Partial results are accepted; a 
provider timeout does not prevent scoring from available 
providers. Scores are normalized to a 0-100 scale per pro-
vider before weighted aggregation. Results are cached to 
.netra_cache/[domain].cache.json, enabling interrupted 
scans to resume from the last checkpoint. An et al. [3] vali-
date that multi-source OSINT enrichment substantially im-
proves intelligence quality over single-source approaches, 
supporting this multi-provider design. 
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5. IMPLEMENTATION AND EVALUATION 
 
5.1 Implementation Details 

Netra is implemented entirely in Python 3.7+ and is 
cross-platform, tested on Windows 11, Ubuntu 22.04, and 
Kali Linux 2024. The framework requires no paid services 
for core functionality; Shodan and threat intelligence API 
keys are optional, with graceful degradation to reduced 
output when unavailable. Table 4 summarizes the com-
plete implementation specification. 

Table -4: Netra Implementation Specification 

Component Specification Details 

Language Python 3.7+ Cross-platform: Windows, 

Linux (Kali), macOS 

Core Librar-

ies 
Standard + 

Third-party 
requests, beautifulsoup4, 

dnspython, selenium, mat-

plotlib, seaborn, pandas, Pil-

low 

Concurrency Thread-

PoolExecutor 
20 threads for subdomain 

probing, 4 workers for TI 

enrichment 

TI API 

Timeout 
10 se-

conds/provid

er 

Partial results accepted — 

provider timeout does not 

abort scoring 

TI Enrich-

ment Limit 
50 subdo-

mains 
Rate-limit compliant; configu-

rable in config/settings.json 

Cache Storage .netra_cache/ JSON-based per-domain cache 

enables interrupted scan re-

sume 

Output For-

mats 
3 formats JSON (structured), HTML (in-

teractive dashboard), Mark-

down (report) 

Screenshot 

Engine 
Seleni-

um/Playwrigh

t 

Chromium-based, optional — 

graceful degradation if una-

vailable 

Target Sup-

port 
Domain + IP IPv4, IPv6, domain names, 

subdomain targets — validat-

ed via ipaddress library 

 
 
 
 

5.2 Output and Visualization 

Netra produces three output formats selectable via the -
o flag: JSON for programmatic processing and pipeline in-
tegration, HTML for interactive browser-based dashboards 
with embedded charts, and Markdown for readable text 
reports. The HTML dashboard includes a risk score gauge, 
severity breakdown chart, correlated findings table, threat 
intelligence scores per host, and header grades. Visual out-
put is generated via generate_visuals.py supporting dash-
board, security, and subdomain visualization modes using 
matplotlib and seaborn. Figure 4 shows a sample Netra 
terminal output demonstrating the reconnaissance sum-
mary and key findings presentation. 

 

Figure 4: Netra Terminal Output – Reconnaissance 
Summary 

 
5.3 Comparison with Prior Work 

Netra's module capability matrix (Table 1) demon-
strates comprehensive coverage across the full reconnais-
sance spectrum from passive OSINT collection through 
active network intelligence to real-time threat enrichment. 
No existing open-source reconnaissance tool combines 
subdomain enumeration, technology fingerprinting, git 
credential exposure detection, HTTP security header anal-
ysis, and multi-provider threat intelligence aggregation 
within a single unified framework. Tools such as Amass 
address subdomain enumeration in depth but provide no 
threat intelligence or risk scoring. reconCTI [9] provides 
MITRE ATT&CK-mapped threat intelligence but performs 
no attack surface enumeration. SearchOL [8] and 
DarkReaper [10] collect raw OSINT data but produce no 
correlated or scored output.  

Netra's correlator module bridges these gaps by chain-
ing evidence across all nine modules, elevating individually 
moderate findings into compound CRITICAL risks that no 
single-module tool would identify. The scan resume capa-
bility via .netra_cache/ further distinguishes Netra from 
academic prototype tools — large organizational targets 
with hundreds of subdomains frequently exceed single-
session scan duration, and Netra's JSON-based per-domain 
cache allows operators to resume interrupted scans with-
out re-querying completed modules. 
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6. DISCUSSION 

Netra's architecture validates its central design hy-
pothesis: that integrated multi-module reconnaissance 
with real-time threat intelligence enrichment provides 
qualitatively superior intelligence over single-purpose 
tools. The threat intelligence aggregation engine provides 
a capability absent from all tools in the comparison table, 
real-time per-host maliciousness scoring enriching raw 
reconnaissance findings with threat context. Security 
teams can use threat scores to prioritize remediation: a 
subdomain scoring 71/100 demands immediate attention 
regardless of other findings. 

The HTTP header analysis module addresses a gap 
noted by Szymoniak et al. [13]; security header misconfig-
uration is a pervasive, low-effort-to-fix vulnerability class 
that existing reconnaissance tools universally ignore. 
Netra's A-F grading provides immediate actionable insight 
without manual analysis. The compound risk correlation 
engine addresses Gu and Ye's [1] explicitly stated limita-
tion of missing cross-module intelligence, demonstrating 
that individually moderate findings can collectively consti-
tute critical exposures. 

Current limitations include Shodan API dependency for 
full network intelligence, threat intelligence API rate limits 
restricting enrichment to 50 subdomains per scan, and 
content classification based on URL patterns which may be 
evaded. Future work will incorporate machine learning for 
false positive filtering, additional threat intelligence pro-
viders, DNS zone transfer attempts, TLS certificate chain 
analysis, and MITRE ATT&CK technique mapping address-
ing the gap currently covered only by reconCTI [9]. 

The dual-use nature of Netra is acknowledged. Shrivas 
et al. [14] establish that OSINT tools are inherently double-
edged instruments. Netra incorporates authorized-use 
enforcement through explicit disclaimer documentation 
and ethical usage guidelines, restricting application to 
owned infrastructure or explicitly authorized security as-
sessments. 

7. CONCLUSION 

This paper presented Netra, a comprehensive Python-
based automated reconnaissance framework integrating 
nine intelligence collection modules, five-provider real-
time threat intelligence aggregation, HTTP security header 
analysis, cross-module compound risk correlation, and 
scan resume capability. Netra directly addresses the limi-
tations explicitly stated by Gu and Ye [1], the most closely 
related prior work, while adding threat intelligence inte-
gration and header analysis capabilities absent from all 
tools in the comparison set. 

The framework's weighted threat scoring formula, 
combining VirusTotal, AbuseIPDB, AlienVault OTX, URL-
haus, and Feodo Tracker intelligence, transforms raw re-
connaissance data into actionable threat intelligence una-
vailable from any existing single-purpose tool. The cross-
module correlation engine identifies compound CRITICAL 
risks undetectable by individual modules, providing intel-
ligence quality that directly reduces analyst time required 

for manual finding prioritization. Netra contributes a de-
ployable, extensible platform for proactive attack surface 
assessment aligned with the defensive OSINT strategies of 
Avrahami et al. [4] and the compound risk reasoning prin-
ciples of Atighetchi et al. [7]. 
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