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Abstract -The increasing complexity of modern power
systems and the expansion of extra-high-voltage (EHV)
transmission networks have significantly increased the need
for reliable and real-time monitoring mechanisms. Early
detection and localization of faults are essential for
maintaining system stability, minimizing equipment damage,
and preventing large-scale blackouts. In recent years,
synchrophasor technology based on Phasor Measurement
Units (PMUs) has emerged as a powerful tool for wide-area
monitoring of power systems due to its capability to provide
high-resolution, time-synchronized measurements of voltage
and current phasors. These measurements enable detailed
observation of system dynamics and facilitate the
identification of abnormal operating conditions. This review
paper presents a comprehensive analysis of synchrophasor-
derived anomaly identification frameworks designed for early-
stage fault localization in extra-high-voltage transmission
networks. The study examines the fundamental concepts of
synchrophasor technology, the architecture of wide-area
monitoring systems, and the role of PMU data in anomaly
detection. Furthermore, the paper reviews existing research on
analytical, signal-processing, machine learning, and deep
learning approaches for detecting anomalies and locating
faults using synchrophasor measurements. A comparative
analysis of different techniques is also provided to highlight
their advantages, limitations, and applicability in large-scale
transmission systems. Finally, key research gaps and future
research directions are discussed to support the development
of more robust and intelligent fault localization frameworks
for next-generation power grids.
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1. INTRODUCTION

Modern electrical power systems are becoming increasingly
complex due to the integration of renewable energy sources,
expansion of transmission networks, and the growing
demand for reliable electricity supply. Traditional
monitoring systems, primarily based on Supervisory Control
and Data Acquisition (SCADA), provide limited temporal
resolution and delayed data updates, which restrict their
capability to capture fast dynamic events occurring in
transmission networks. To address these limitations,

advanced monitoring technologies have been developed that
allow real-time visibility of power system dynamics across
wide geographical regions. Among these technologies,
synchrophasor measurements obtained from Phasor
Measurement Units (PMUs) have emerged as a critical
component for modern power system monitoring and
control. These synchronized measurements provide accurate
information about voltage, current, frequency, and phase
angle across multiple locations simultaneously, enabling
operators to detect abnormal conditions at an early stage
and take preventive actions. Consequently, synchrophasor-
based monitoring frameworks have become an essential
element of Wide-Area Monitoring Systems (WAMS),
improving grid reliability and operational awareness in
large-scale transmission networks (Phadke and Thorp,
2008).

1.1 Background of Wide-Area Monitoring in
Modern Power Systems

The rapid evolution of interconnected power networks has
significantly increased the need for advanced monitoring
infrastructures capable of providing system-wide visibility.
Wide-Area Monitoring Systems (WAMS) have been
developed to enhance situational awareness by collecting
high-resolution = synchronized measurements from
geographically dispersed substations. Unlike traditional
monitoring approaches, WAMS integrates PMUs,
communication networks, and phasor data concentrators to
deliver time-synchronized measurements across the entire
grid. This infrastructure enables system operators to
observe dynamic system behavior in real time and respond
quickly to disturbances. The deployment of WAMS has
therefore become a fundamental component of modern
smart grid architectures, supporting applications such as
stability monitoring, oscillation detection, and disturbance
analysis (Terzija et al.,, 2011).

1.1.1 Evolution of Wide Area Monitoring Systems
(WAMS)

Wide Area Monitoring Systems have evolved significantly
over the past two decades as power systems transitioned
toward digital and intelligent infrastructures. Early
monitoring frameworks relied on SCADA systems, which
provided measurements at relatively low sampling rates and
lacked precise time synchronization. With the introduction
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of PMU technology in the 1990s, power utilities began
implementing synchronized measurement systems capable
of capturing dynamic grid events with higher temporal
resolution. These developments led to the formation of
WAMS architectures consisting of PMUs installed at strategic
network locations, phasor data concentrators for data
aggregation, and communication networks for real-time data
transmission. The widespread deployment of WAMS has
enhanced the ability of utilities to detect disturbances,
monitor system stability, and improve operational decision-
making in large interconnected grids (Ghorbaniparvar,
2017).

1.1.2 Role of Phasor Measurement Units (PMUs) in Real-
Time Monitoring

Phasor Measurement Units play a crucial role in real-time
monitoring by providing synchronized measurements of
electrical quantities across the power system. A PMU
measures voltage and current phasors along with system
frequency and rate of change of frequency, and it timestamps
these measurements using signals from the Global
Positioning System (GPS). This precise synchronization
allows measurements from multiple locations to be
compared directly, enabling operators to analyze system
dynamics over large geographical areas. The ability of PMUs
to capture high-resolution data has significantly improved
disturbance detection and situational awareness in power
systems. Consequently, PMUs have become a key element of
modern grid monitoring frameworks, supporting
applications such as state estimation, fault analysis, and
stability assessment (Zhang et al., 2010).

1.1.3 Importance of Synchronized Measurements for
Situational Awareness

Situational awareness in power system operation refers to
the capability of system operators to accurately perceive,
comprehend, and predict the state of the grid. Synchronized
measurements obtained from PMUs significantly enhance
this capability by providing real-time information about
system conditions across multiple locations simultaneously.
This synchronization enables operators to identify
disturbances such as oscillations, voltage instability, and
transmission line faults with greater accuracy. Moreover, the
high sampling rate of PMU measurements allows the
detection of fast dynamic events that are often missed by
conventional monitoring systems. As a result, synchronized
measurement technology has become an essential tool for
improving operational reliability and preventing large-scale
system failures (Milano et al., 2018).

1.2 Importance of Early-Stage Fault Detection in
EHV Transmission Networks

Extra-high-voltage transmission networks serve as the
backbone of modern power systems, enabling the transfer of
large amounts of electrical power over long distances. Due to

their critical role in grid operation, faults occurring in these
networks can have severe consequences if not detected and
isolated quickly. Early-stage fault detection allows operators
to identify abnormal conditions before they escalate into
major disturbances or cascading failures. Advanced
monitoring technologies such as PMU-based systems enable
faster identification of anomalies by analyzing synchronized
measurements from multiple locations. These capabilities
are particularly important for EHV systems where the
propagation of disturbances can occur rapidly and affect
large areas of the network (Amin and Wollenberg, 2005).

1.2.1 Challenges Associated with Extra-High-Voltage
(EHV) Transmission Systems

EHV transmission systems present several operational
challenges due to their large geographical coverage, high
power transfer levels, and complex network configurations.
The long transmission distances and high voltage levels
increase the likelihood of faults caused by environmental
factors such as lightning, insulation failure, and conductor
damage. Additionally, the interconnected nature of modern
grids means that disturbances in one part of the system can
propagate quickly to other regions. These factors make fault
detection and localization more complex and require
advanced monitoring and analytical tools capable of
analyzing large volumes of real-time data (Kundur et al.,
2004).

1.2.2 Impact of Undetected Faults on System Reliability
and Stability

Undetected or delayed fault identification in transmission
networks can significantly compromise system reliability
and stability. Faults may cause voltage drops, power
oscillations, and thermal stress on transmission equipment,
potentially leading to widespread outages. In severe cases,
cascading failures may occur, resulting in large-scale
blackouts that disrupt economic activities and essential
services. Therefore, rapid detection and localization of faults
are critical to maintaining system integrity and ensuring
continuous power supply. Advanced monitoring systems
based on synchronized measurements provide valuable
insights into system disturbances, enabling faster protective
actions and reducing the risk of widespread system failures
(Anderson and Mirheydar, 1992).

1.3 Role of Synchrophasor Data in Fault Detection

Synchrophasor data has become an essential resource for
monitoring dynamic events in modern power systems.
Unlike conventional measurements, synchrophasor data
provides high-resolution, time-synchronized information
about electrical quantities across the grid. This capability
enables detailed observation of system behavior during
disturbances and facilitates the detection of anomalies that
may indicate developing faults. By analyzing patterns in
voltage and current phasors, researchers and system
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operators can identify abnormal operating conditions and
initiate corrective actions before severe system disruptions
occur (De La Ree et al., 2010).

1.3.1 Characteristics of Synchrophasor Measurements

Synchrophasor measurements possess several distinctive
characteristics that make them suitable for advanced power
system monitoring. These measurements are typically
sampled at rates ranging from 30 to 120 samples per second,
which is significantly higher than the sampling rate of
traditional SCADA systems. Each measurement is
timestamped using GPS signals, ensuring precise
synchronization across all PMUs installed in the network.
This high temporal resolution allows accurate tracking of
dynamic events such as oscillations, voltage fluctuations, and
transient disturbances. As a result, synchrophasor data
provides a comprehensive view of system behavior during
both normal and abnormal operating conditions (IEEE
Power and Energy Society, 2011).

1.4 Synchrophasor-Derived Anomaly Identification
Frameworks

The rapid transformation of power systems into smart and
digitally interconnected networks has created new
challenges for monitoring and control. Increasing
penetration of renewable energy sources, distributed
generation, and power electronics devices has introduced
greater variability and uncertainty into grid operation. These
developments require more advanced monitoring
frameworks capable of analyzing large volumes of real-time
data and identifying abnormal conditions at an early stage.
Synchrophasor-derived anomaly identification frameworks
have emerged as an effective solution for addressing these
challenges by combining high-resolution measurements with
advanced analytical techniques (Wang et al., 2018).

1.4.1 Increasing Grid Complexity due to Renewable
Integration

The integration of renewable energy resources such as wind
and solar power has significantly increased the complexity of
power system operation. These resources introduce
variability in power generation, which can lead to
fluctuations in voltage and frequency across the grid. In
addition, renewable energy systems are often connected
through power electronic converters that alter traditional
system dynamics. As a result, conventional monitoring
approaches may not be sufficient to capture these rapid
changes. Advanced monitoring systems based on
synchrophasor measurements provide improved visibility
into these dynamic processes, enabling more effective
management of renewable-dominated power systems (Liu et
al.,, 2019).

1.4.2 Need for Intelligent Analytics Using High-
Resolution PMU Data

The large volume of data generated by PMUs presents both
opportunities and challenges for power system monitoring.
While the availability of high-resolution data enables
detailed analysis of system behavior, manual analysis of such
large datasets is impractical. Intelligent analytical methods,
including machine learning and data mining techniques,
have therefore been developed to automatically detect
anomalies in PMU data streams. These approaches can
identify subtle patterns associated with developing faults or
abnormal operating conditions, enabling proactive system
management and improved grid reliability (He et al.,, 2017).

1.4.3 Emergence of Anomaly Detection Frameworks

Anomaly detection frameworks based on synchrophasor
data have gained significant attention in recent years as a
means of improving fault detection and system monitoring.
These frameworks typically integrate data preprocessing,
feature extraction, anomaly detection algorithms, and fault
localization techniques to identify abnormal events in real
time. By combining statistical analysis, signal processing, and
machine learning methods, these frameworks can detect
deviations from normal system behavior and provide early
warnings of potential faults. The development of such
frameworks represents a significant advancement in
intelligent power system monitoring (Pan et al.,, 2020).

1.5 Objectives and Scope of the Review

This review paper aims to provide a comprehensive
overview of synchrophasor-based anomaly identification
frameworks for early-stage fault localization in extra-high-
voltage transmission networks. The study examines existing
methodologies that utilize PMU data for detecting anomalies
and identifying faultlocations in large-scale power systems.
Particular emphasis is placed on analytical, signal-
processing, machine learning, and deep learning approaches
developed for this purpose. In addition, the review analyzes
the advantages and limitations of different techniques and
discusses their applicability in practical power system
environments. By synthesizing findings from existing
research, this paper seeks to identify current research gaps
and highlight future directions for the development of more
reliable and intelligent fault localization frameworks in
modern power grids.

2. FUNDAMENTALS OF
TECHNOLOGY AND WAMS

SYNCHROPHASOR

The modernization of power systems has led to the adoption
of advanced monitoring technologies capable of capturing
dynamic system behavior with high temporal precision.
Among these technologies, synchrophasor measurement has
emerged as a fundamental tool for wide-area monitoring and
control. Synchrophasors provide time-synchronized
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measurements of electrical quantities across geographically
dispersed locations, enabling a comprehensive
understanding of system dynamics. The integration of
synchrophasor technology within Wide Area Monitoring
Systems (WAMS) allows utilities to observe real-time grid
conditions, detect disturbances, and support reliable
operation of interconnected power networks. By combining
synchronized measurement devices, communication
infrastructure, and centralized data processing platforms,
WAMS provides a robust framework for monitoring complex
transmission systems and improving operational situational
awareness (Phadke and Thorp, 2008).

2.1 Overview of Phasor Measurement Units (PMUs)

Phasor Measurement Units are specialized measurement
devices designed to capture synchronized phasor quantities
in power systems. A PMU measures the magnitude and
phase angle of voltage and current waveforms while
synchronizing the measurement time with a global reference
signal. This capability allows measurements from different
substations to be aligned in time and compared directly.
PMUs have become essential components in modern power
system monitoring because they provide accurate and high-
resolution data that can be used to analyze system stability,
detect disturbances, and support advanced protection
schemes. Their deployment across transmission networks
enables utilities to monitor dynamic grid behavior more
effectively than conventional measurement systems (Zhang
etal,, 2010).
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Figure-1: Phasor Representation of AC Waveform
2.1.1 Measurement Principles and GPS Synchronization

The operating principle of a Phasor Measurement Unit is
based on the calculation of phasor quantities from sampled
voltage and current waveforms. The device uses digital
signal processing techniques to convert sinusoidal signals
into complex phasor representations that describe both
magnitude and phase angle. To ensure accurate
synchronization across the network, PMUs rely on timing
signals from the Global Positioning System (GPS). The GPS
receiver embedded in the PMU provides a highly precise
time reference, typically accurate to within microseconds.
This time-stamping capability allows measurements taken at

different locations to be aligned with a common time base,
enabling wide-area analysis of power system dynamics.
Accurate synchronization is critical for applications such as
state estimation, disturbance analysis, and faultlocalization,
where small phase differences between measurements can
reveal important information about system behavior (IEEE
Power and Energy Society, 2011).

2.1.2 Voltage, Current, Frequency, and Phase Angle
Measurements

PMUs measure several electrical parameters that are
essential for monitoring power system operation. The
primary quantities include voltage and current phasors,
which represent the magnitude and phase angle of electrical
waveforms at a specific instant in time. In addition to phasor
quantities, PMUs also measure system frequency and the
rate of change of frequency, which provide valuable insights
into system stability and dynamic performance. These
measurements are generated at high sampling rates and
transmitted to centralized data processing systems for
analysis. The availability of synchronized measurements
from multiple locations allows system operators to track
power flows, detect abnormal conditions, and assess the
overall stability of the power grid in real time (Terzija et al.,
2011).

2.2 Synchrophasor Data Characteristics

Synchrophasor data possesses unique characteristics that
distinguish it from conventional power system measurement
data. These characteristics include high temporal resolution,
precise time synchronization, and the ability to capture
dynamic system events. Because PMUs continuously
generate measurements at relatively high sampling rates,
large volumes of data are produced in real time. This data
provides detailed information about the behavior of the
power system during both normal operation and
disturbance conditions. However, the large volume and high
velocity of synchrophasor data also introduce challenges
related to data management, communication infrastructure,
and real-time processing. Effective utilization of
synchrophasor data therefore requires advanced data
analytics and reliable communication networks to ensure
timely delivery and processing of measurements (De La Ree
etal, 2010).

2.2.1 Sampling Rates (30-120 Samples per Second)

One of the most important characteristics of synchrophasor
measurements is their high sampling rate compared with
traditional monitoring systems. PMUs typically generate
data at rates ranging from 30 to 120 samples per second,
depending on system requirements and communication
capabilities. This high sampling frequency enables the
detection of fast dynamic events such as transient
disturbances, oscillations, and sudden voltage fluctuations.
In contrast, traditional SCADA systems typically provide
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measurements at intervals of several seconds, which may
not capture rapid changes in system conditions. The high
sampling rate of PMU data therefore plays a crucial role in
enabling accurate monitoring and analysis of power system
dynamics (Milano et al., 2018).

2.3 Architecture of Wide Area Monitoring Systems
(WAMS)

Wide Area Monitoring Systems integrate synchronized
measurement devices, communication networks, and
centralized data processing platforms to provide
comprehensive monitoring of power system operation. The
architecture of WAMS is designed to collect and analyze
synchrophasor measurements from multiple substations
across a large geographical area. This architecture typically
includes PMUs installed at key locations, phasor data
concentrators that aggregate measurement data, and control
centers where data is stored and analyzed. The coordinated
operation of these components enables utilities to obtain
real-time insights into system behavior and respond quickly
to disturbances (Amin and Wollenberg, 2005).

2.3.1 PMU, Phasor Data Concentrator (PDC), and Control
Center Architecture

The core components of a WAMS architecture include Phasor
Measurement Units, Phasor Data Concentrators, and central
control systems. PMUs installed at substations collect
synchronized measurements of electrical parameters and
transmit them through communication networks to Phasor
Data Concentrators. The PDC performs data aggregation,
time alignment, and filtering of incoming measurements
from multiple PMUs. After processing, the synchronized data
is forwarded to the control center where advanced analytical
tools are used to monitor system performance, detect
disturbances, and support operational decision-making. This
hierarchical architecture ensures efficient handling of large
volumes of synchrophasor data while maintaining
synchronization and data integrity (Zhao et al., 2017).

2.4 Role of PMU Data in Grid Event Detection

The availability of synchronized phasor measurements has
significantly improved the ability of power system operators
to detect and analyze grid events. PMU data provides
detailed information about the dynamic behavior of the
power system, enabling the identification of abnormal
conditions that may indicate faults or disturbances. By
analyzing patterns in voltage and current phasors across
multiple locations, it is possible to detect events such as
oscillations, line faults, and voltage instability at an early
stage. This capability allows operators to initiate corrective
actions before disturbances propagate through the network
and cause widespread outages (Zhou et al., 2016).

2.4.1 Detection of Oscillations, Faults, and Disturbances

PMU measurements play a crucial role in detecting various
types of disturbances in power systems. For example,
oscillatory behavior in generator or transmission systems
can be identified by analyzing variations in phase angles and
frequency across the network. Similarly, sudden changes in
voltage or current phasors may indicate the occurrence of
transmission line faults or equipment failures. Because PMU
data is synchronized across multiple locations, these
disturbances can be detected with greater accuracy
compared with traditional monitoring systems. Advanced
analytical methods can further process these measurements
to classify disturbances and estimate their location within
the network (Pan et al., 2020).

2.4.2 Enhanced Situational Awareness

Synchronized Measurements

through

Situational awareness refers to the ability of system
operators to perceive and understand the current state of
the power system and anticipate potential disturbances.
Synchrophasor technology enhances situational awareness
by providing real-time, high-resolution measurements from
multiple locations across the grid. These synchronized
measurements enable system operators to monitor power
flows, voltage stability, and dynamic interactions between
different parts of the network. Compared with conventional
SCADA systems, which provide slower and less detailed
measurements, synchrophasor data offers significantly
improved visibility into system dynamics. This enhanced
monitoring capability allows utilities to detect abnormal
events more quickly and maintain reliable operation of
modern power grids (Wang et al., 2018).

3. ANOMALY IDENTIFICATION IN POWER SYSTEMS
USING SYNCHROPHASOR DATA

The integration of synchrophasor technology into modern
power systems has significantly enhanced the ability to
monitor grid conditions and detect abnormal operating
states. Anomaly identification refers to the process of
detecting deviations from normal system behavior that may
indicate faults, disturbances, or operational inefficiencies.
Synchrophasor data obtained from Phasor Measurement
Units (PMUs) provides high-resolution, time-synchronized
measurements that allow operators to observe dynamic
changes across geographically distributed locations in the
power network. These measurements facilitate the detection
of unusual patterns in voltage magnitude, phase angle,
frequency, and current flows, which may signal the
occurrence of abnormal events. With the increasing
complexity of interconnected power systems, anomaly
detection has become a critical function in maintaining
system reliability, preventing cascading failures, and
ensuring secure operation of transmission networks
(Chakrabarti et al., 2009).
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3.1 Concept of Anomaly Detection in Power System
Monitoring

Anomaly detection in power system monitoring involves
identifying patterns in measurement data that deviate
significantly from expected operational behavior. In
traditional monitoring systems, abnormal events were
typically detected through protection relays or manual
analysis of measurement data. However, the availability of
high-resolution synchrophasor data has enabled more
sophisticated analytical techniques for identifying anomalies
in real time. By continuously analyzing PMU data streams,
system operators can detect disturbances at an early stage
and initiate corrective actions before they escalate into
major system failures. Anomaly detection frameworks often
combine statistical analysis, signal processing methods, and
machine learning algorithms to identify abnormal patterns
within large datasets generated by synchrophasor
measurements (Zhao et al,, 2017).

3.1.1 Definition of Anomalies in Power Systems

In the context of power system monitoring, an anomaly can
be defined as any deviation from the normal operational
pattern of electrical parameters such as voltage magnitude,
current flow, frequency, or phase angle. These deviations
may occur due to faults, equipment malfunctions,
environmental disturbances, or cyber-security incidents
affecting measurement systems. Detecting anomalies at an
early stage is essential because even small deviations in
electrical parameters can propagate through interconnected
networks and lead to large-scale disturbances.
Synchrophasor measurements enable the identification of
these deviations with high accuracy because they provide
synchronized observations of system behavior across
multiple network locations (Terzija et al., 2011).

3.1.2 Types of Anomalies in Power Systems

Anomalies in power systems can arise from a variety of
sources, including physical faults, measurement errors, and
malicious cyber activities. Understanding the different types
of anomalies is important for designing effective detection
frameworks that can accurately distinguish between normal
disturbances and critical system events.

Fault-Related Anomalies

Fault-related anomalies occur when physical faults such as
short circuits, line outages, or insulation failures affect the
normal operation of the power system. These faults often
cause sudden changes in voltage and current magnitudes,
phase angles, and system frequency. Synchrophasor
measurements captured during such events provide valuable
information for identifying the presence and location of
faults in transmission networks. By analyzing patterns in
synchronized measurements, anomaly detection algorithms
can quickly detect abnormal conditions associated with fault

events and support rapid system protection actions (Phadke
and Thorp, 2008).

Measurement Anomalies

Measurement anomalies arise when errors occur in data
acquisition systems, communication channels, or
measurement devices such as PMUs. These anomalies may
be caused by sensor malfunctions, synchronization errors, or
communication failures that lead to missing or corrupted
data. Measurement anomalies can create misleading
information about system conditions, potentially affecting
the performance of monitoring and control applications.
Therefore, anomaly detection algorithms must be capable of
distinguishing between genuine system disturbances and
errors originating from measurement infrastructure (Milano
etal, 2018).

Cyber-Physical Anomalies

Cyber-physical anomalies refer to abnormal events that
result from cyber-attacks or malicious interference with
measurement systems and communication networks. As
power systems become increasingly digitized and
interconnected, the risk of cyber threats targeting
monitoring infrastructure has grown significantly. Cyber-
physical anomalies may involve falsified measurement data,
communication disruptions, or unauthorized access to
monitoring systems. Detecting such anomalies requires
advanced analytical techniques capable of identifying
unusual patterns in data streams that may indicate malicious
activity within the monitoring framework (Srivastava et al.,
2018).

3.2 Categories of Power System Disturbances

Power system disturbances are events that disrupt the
normal operation of electrical networks and may lead to
instability or equipment damage if not managed properly.
Disturbances can arise from various causes, including
natural events, equipment failures, or operational errors.
The ability to detect and classify disturbances using
synchrophasor measurements is essential for maintaining
system stability and preventing large-scale outages. By
analyzing variations in voltage, current, and frequency
across the network, PMU-based monitoring systems can
identify different types of disturbances and provide valuable
insights for system protection and restoration (Kundur et al.,
2004).

3.2.1 Line Faults

Line faults are among the most common disturbances
occurring in transmission networks. These faults typically
result from insulation failure, lightning strikes, conductor
damage, or contact with external objects such as trees. When
a fault occurs on a transmission line, it causes abrupt
changes in current magnitude and voltage levels, which can
be detected through synchrophasor measurements. PMU
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data enables accurate detection and localization of line faults
by comparing synchronized measurements from multiple
locations along the transmission network. Early detection of
such faults is critical for initiating protective actions and
minimizing the risk of cascading failures (Anderson and
Mirheydar, 1992).

3.2.2 Voltage Instability

Voltage instability occurs when the power system is unable
to maintain acceptable voltage levels due to excessive
loading or insufficient reactive power support. This
condition can gradually develop and eventually lead to
voltage collapse if not addressed promptly. Synchrophasor
measurements provide real-time information about voltage
magnitude and phase angle variations across the network,
enabling early detection of instability conditions. By
monitoring these parameters, system operators can identify
emerging voltage stability problems and implement
corrective measures such as reactive power compensation or
load shedding (Cutsem and Vournas, 2008).

3.2.3 Oscillatory Events

Oscillatory events in power systems arise when generators
or interconnected network components begin to oscillate
due to disturbances or control system interactions. These
oscillations may occur at different frequencies and can
propagate across wide geographical regions. If not properly
damped, oscillatory behavior can threaten system stability
and potentially lead to widespread outages. Synchrophasor
technology provides an effective means of detecting such
oscillations because it captures synchronized measurements
of phase angles and frequency variations at high sampling
rates. By analyzing these measurements, operators can
identify oscillatory modes and implement appropriate
control strategies to stabilize the system (Pal and Chaudhuri,
2005).

3.2.4 Equipment Failures

Equipment failures in transmission networks can occur due
to aging infrastructure, thermal stress, or mechanical
damage. Failures of transformers, circuit breakers, or
transmission lines often lead to abnormal changes in
electrical parameters that can be detected through PMU
measurements. Early identification of such failures is
essential to prevent further damage to equipment and avoid
widespread disruptions in power supply. Synchrophasor-
based monitoring systems enable continuous observation of
equipment behavior, allowing anomalies associated with
equipment degradation or malfunction to be detected before
they escalate into major system failures (Amin and
Wollenberg, 2005).

3.3 Challenges in PMU-Based Anomaly Detection

Despite the significant advantages of synchrophasor
technology, several challenges exist in developing reliable

anomaly detection frameworks based on PMU data. These
challenges arise primarily from the large volume of data
generated by PMUs, the variability of system conditions, and
the need for real-time data processing. Addressing these
challenges requires advanced analytical techniques capable
of efficiently processing large datasets while maintaining
high detection accuracy. Researchers are increasingly
exploring machine learning and artificial intelligence
methods to overcome these limitations and improve the
performance of anomaly detection systems in modern power
grids (He et al., 2017).

3.3.1 High-Volume Streaming Data

One of the primary challenges associated with
synchrophasor monitoring systems is the large volume of
data generated by PMUs. Since each PMU produces
measurements at high sampling rates, the cumulative data
generated across multiple substations can become extremely
large. Managing and processing this continuous stream of
data requires high-performance computing infrastructure
and efficient data analytics algorithms. Without appropriate
data management strategies, the large volume of
synchrophasor data can overwhelm monitoring systems and
hinder timely detection of anomalies (Ghorbaniparvar,
2017).

4. LITERATURE REVIEW OF SYNCHROPHASOR-
BASED ANOMALY DETECTION AND FAULT
LOCALIZATION

The rapid deployment of Phasor Measurement Units (PMUs)
in modern power systems has led to significant research
interest in developing advanced techniques for anomaly
detection and fault localization using synchrophasor data.
Numerous studies have explored analytical, model-based,
and data-driven approaches to identify abnormal conditions
in transmission networks. These approaches aim to exploit
the high temporal resolution and synchronization
capabilities of PMU measurements to improve the speed and
accuracy of fault detection. Over the past decade, the
literature has evolved from traditional signal-processing
techniques toward advanced machine learning and deep
learning frameworks capable of handling large volumes of
synchrophasor data. This section provides a comprehensive
review of the major research directions in this domain,
including early analytical methods, model-based fault
localization techniques, machine learning approaches, deep
learning frameworks, and emerging edge-based analytics for
PMU data (Zhao et al., 2017).

4.1 Early Analytical
Approaches

and Signal-Processing

Initial research efforts in synchrophasor-based event
detection focused on analytical and signal-processing
methods designed to identify abnormal patterns in electrical
measurements. These approaches relied on mathematical
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transformations and statistical analysis of voltage and
current phasors to detect disturbances in power systems.
Because early PMU deployments produced relatively smaller
datasets, signal-processing techniques were well suited for
analyzing system behavior without requiring extensive
computational resources. These methods typically detect
anomalies by examining variations in signal magnitude,
frequency, or phase relationships across the network.
Although such approaches are generally simple to
implement and computationally efficient, they may struggle
to capture complex nonlinear relationships present in
modern power systems (Phadke and Thorp, 2008).

4.1.1 Threshold-Based Event Detection Methods

Threshold-based detection is one of the earliest techniques
used for identifying abnormal events in power systems. In
this approach, predefined thresholds are established for
parameters such as voltage magnitude, frequency deviation,
or phase angle differences. When measurements exceed
these thresholds, the monitoring system triggers an alarm
indicating a potential disturbance. Threshold-based methods
are straightforward and easy to implement, making them
suitable for real-time monitoring applications. However,
selecting appropriate threshold values can be challenging
because system conditions may vary over time. In addition,
these methods may produce false alarms when normal
fluctuations exceed predefined limits, limiting their
effectiveness in highly dynamic power systems (Terzija et al,
2011).

4.1.2 Spectral Analysis Techniques

Spectral analysis techniques are commonly used to detect
oscillatory disturbances and dynamic events in power
systems. These methods analyze the frequency components
of voltage and current signals to identify abnormal
oscillations or transient events. Techniques such as Fourier
transforms and wavelet analysis are often employed to
decompose signals into frequency components, allowing
researchers to detect changes associated with disturbances.
Spectral analysis has been widely applied for oscillation
monitoring and stability analysis in interconnected power
systems. The high sampling rate of PMU measurements
enhances the effectiveness of these techniques by providing
detailed information about system dynamics (Pal and
Chaudhuri, 2005).

4.1.3 Singular Value Decomposition (SVD) Methods

Singular Value Decomposition (SVD) has been widely
applied in synchrophasor data analysis to identify patterns
and correlations among measurements collected from
multiple PMUs. In SVD-based methods, the synchrophasor
dataset is represented as a matrix in which each row
corresponds to a measurement location and each column
represents a time sample. Decomposition of this matrix
reveals underlying structures and relationships within the

data. Sudden changes in singular values may indicate
abnormal system events such as faults or disturbances.
Several studies have demonstrated that SVD-based
approaches can effectively detect and classify system events
without requiring extensive training data, making them
attractive for real-time monitoring applications (De La Ree et
al,, 2010).

4.2 Model-Based Fault Localization Techniques

Model-based approaches represent another major research
direction in the literature on fault localization using
synchrophasor data. These methods rely on mathematical
models of power system components, particularly
transmission lines, to estimate the location of faults based on
synchronized voltage and current measurements. By
comparing measured phasor values with theoretical models,
it is possible to estimate the distance to a fault along a
transmission line. Model-based techniques are often used in
protection systems because they provide accurate fault
location estimates and can operate with relatively small
datasets. However, their performance may depend on the
accuracy of system parameters and network models
(Anderson and Mirheydar, 1992).

4.2.1 Transmission Line Models Using Synchronized
Measurements

Transmission line models are commonly used to estimate
faultlocations by analyzing the relationship between voltage
and current phasors measured at different points along the
line. When a fault occurs, changes in these measurements
can be used to calculate the impedance between the
measurement point and the fault location. By applying
synchronized measurements from PMUs, the accuracy of
these calculations can be significantly improved. These
models are particularly useful for long transmission lines
where traditional protection methods may face limitations
due to measurement delays or parameter uncertainties
(Kundur etal., 2004).

4.2.2 Single-Ended and Double-Ended Fault Location
Algorithms

Fault localization algorithms are typically classified into
single-ended and double-ended methods depending on the
number of measurement points used. Single-ended
algorithms estimate fault location using measurements from
one end of a transmission line, while double-ended
algorithms utilize measurements from both ends of the line.
Double-ended approaches generally provide higher accuracy
because they incorporate more measurement information
and reduce the impact of parameter uncertainties. With the
deployment of PMUs at multiple substations, double-ended
methods have become increasingly practical for wide-area
monitoring applications (Girgis and Fallon, 1982).
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4.2.3 State Estimation-Based Methods

State estimation techniques have also been used for fault
detection and localization in power systems. In these
approaches, synchronized measurements from PMUs are
incorporated into a mathematical model of the power system
to estimate the state variables, including bus voltages and
phase angles. When the estimated state deviates significantly
from expected values, the system may infer the presence of a
fault or disturbance. State estimation methods are
particularly useful for monitoring large interconnected
networks because they provide a comprehensive view of
system conditions and can identify anomalies affecting
multiple components simultaneously (Monticelli, 1999).
Recent studies demonstrate that PMU measurements can
provide accurate fault location estimates even during
transient conditions in high-voltage transmission lines.

4.3 Machine Learning-Based Anomaly Detection
Methods

The increasing availability of large volumes of
synchrophasor data has encouraged researchers to explore
machine learning techniques for anomaly detection and fault
localization. Unlike traditional analytical methods, machine
learning approaches can automatically learn patterns from
historical data and identify complex relationships between
variables. These methods are particularly useful for
detecting nonlinear patterns and hidden correlations that
may not be captured by conventional techniques. Machine
learning algorithms can classify different types of faults,
detect abnormal events, and estimate fault locations based
on features extracted from PMU data (He et al.,, 2017).

4.3.1 Support Vector Machines (SVM)

Support Vector Machines are widely used classification
algorithms that can separate data into different classes using
optimal decision boundaries. In power system monitoring
applications, SVM models are trained using historical PMU
data to distinguish between normal operating conditions and
various types of disturbances. Once trained, the model can
classify new measurements and detect anomalies associated
with faults or other abnormal events. SVM methods are
particularly effective when dealing with high-dimensional
datasets because they focus on maximizing the margin
between different classes (Vapnik, 1998).

4.3.2 Random Forest (RF)

Random Forest is an ensemble learning technique that
combines multiple decision trees to improve classification
accuracy. Each tree is trained on a random subset of the
dataset, and the final prediction is obtained by aggregating
the outputs of all trees. In the context of synchrophasor data
analysis, Random Forest models have been applied to detect
anomalies and classify fault types based on features derived
from voltage and current measurements. The ensemble

nature of Random Forest helps reduce overfitting and
improves robustness when analyzing noisy measurement
data (Breiman, 2001).

4.4 Deep Learning Approaches for Synchrophasor
Analytics

Deep learning has emerged as a powerful tool for analyzing
complex datasets in modern power systems. These
techniques use multi-layer neural networks to learn
hierarchical representations of data, enabling them to
capture complex patterns that may not be detected by
traditional machine learning algorithms. Deep learning
models are particularly suitable for analyzing synchrophasor
data because they can process large volumes of time-series
measurements and identify spatiotemporal correlations
across different network locations (LeCun et al,, 2015).

4.4.1 Convolutional Neural Networks (CNN)

Convolutional Neural Networks are commonly used for
analyzing structured data such as images and
multidimensional time-series signals. In synchrophasor
applications, CNNs can extract spatial features from
measurement data collected across multiple PMU locations.
By applying convolutional filters to the data, CNN models can
identify patterns associated with faults, oscillations, or other
disturbances in the power system. These models have
demonstrated strong performance in event classification and
fault detection tasks (Goodfellow et al., 2016).

4.4.2 Recurrent Neural Networks (RNN)

Recurrent Neural Networks are designed to analyze
sequential data by maintaining internal memory states that
capture temporal dependencies between observations. This
capability makes RNNs particularly suitable for analyzing
time-series data generated by PMUs. Variants such as Long
Short-Term Memory (LSTM) networks can capture long-
term dependencies in measurement data, allowing them to
identify gradual changes in system behavior that may
indicate emerging faults or instability conditions (Hochreiter
and Schmidhuber, 1997).

4.5 Edge and Fog-Based PMU Analytics

As the number of PMUs deployed in power systems
continues to grow, the volume of generated data has
increased significantly. Transmitting all measurement data
to centralized control centers may introduce communication
delays and increase network congestion. To address these
challenges, researchers have proposed distributed data
processing architectures based on edge and fog computing.
These architectures enable data processing to occur closer to
the measurement devices, reducing communication
overhead and improving real-time monitoring capabilities
(Yietal, 2015).
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4.5.1 Distributed Anomaly Detection

Distributed anomaly detection frameworks divide the
analysis tasks among multiple computing nodes located near
PMU devices. Each node processes local measurement data
and identifies potential anomalies before transmitting
summarized information to central monitoring systems. This
distributed approach reduces the computational burden on
centralized servers and improves the scalability of
monitoring systems. It also enables faster detection of
disturbances because data does not need to travel long
distances before being analyzed (Zhou et al., 2016).

4.5.2 Edge Computing Architectures

Edge computing architectures place data processing
capabilities directly at or near the source of data generation.
In the context of synchrophasor monitoring, edge computing
nodes may be deployed at substations or regional data
centers to process PMU measurements locally. These nodes
can perform tasks such as filtering, feature extraction, and
preliminary anomaly detection before transmitting
processed information to control centers. By performing
analysis at the network edge, these architectures
significantly reduce communication latency and improve the
responsiveness of monitoring systems (Satyanarayanan,
2017).

4.5.3 Latency Reduction for Real-Time Monitoring

Latency is a critical factor in real-time monitoring
applications because delays in detecting disturbances may
allow faults to propagate through the power system. Edge
and fog computing architectures reduce latency by enabling
local data processing and minimizing the need for long-
distance data transmission. This approach allows anomaly
detection algorithms to operate closer to PMU devices,
improving response times and enabling faster protective
actions. Fog-computing architectures therefore allow
anomaly detection to be performed near PMU devices,
reducing communication delays in wide-area monitoring
networks and enhancing the reliability of power system
monitoring infrastructures (Bonomi et al.,, 2012).

5.SYNCHROPHASOR-DERIVED FRAMEWORKS FOR
EARLY-STAGE FAULT LOCALIZATION

The availability of high-resolution synchrophasor
measurements has enabled the development of advanced
frameworks for early-stage faultlocalization in transmission
networks. These frameworks integrate multiple components,
including data acquisition, preprocessing, anomaly detection
algorithms, and fault localization techniques. The primary
objective of such frameworks is to detect abnormal system
conditions at the earliest possible stage and accurately
identify the location of faults before they escalate into major
disturbances. Synchrophasor-derived frameworks leverage
the synchronized nature of PMU measurements to analyze

system behavior across multiple network locations
simultaneously. By combining analytical models with
modern data-driven techniques, these frameworks
significantly enhance the reliability and responsiveness of
power system monitoring systems (Phadke et al., 2009).

5.1 Data Acquisition and PMU Placement Strategies

The effectiveness of synchrophasor-based monitoring
frameworks largely depends on the availability and quality
of measurement data collected from PMUs installed
throughout the power network. Data acquisition involves
continuous measurement of electrical parameters such as
voltage magnitude, current magnitude, phase angles, and
system frequency. These measurements are transmitted
through communication networks to centralized monitoring
systems where they are processed and analyzed. The
strategic placement of PMUs across the transmission
network plays a critical role in ensuring adequate system
observability and enabling accurate fault detection and
localization. Consequently, significant research has focused
on determining optimal PMU placement strategies that
maximize network coverage while minimizing installation
costs (Baldwin et al,, 1993).

5.1.1 Optimal PMU Placement for Observability

Optimal PMU placement refers to the process of determining
the minimum number of PMUs required to achieve complete
observability of the power system. Observability ensures
that the state of every bus in the network can be determined
from available measurements. Various optimization
techniques, including integer programming, genetic
algorithms, and graph-theoretic approaches, have been
proposed to solve the PMU placement problem. Proper
placement of PMUs enables synchronized measurements to
be obtained from critical locations within the network,
allowing monitoring systems to detect disturbances and
estimate system states more effectively. Achieving full or
near-full observability significantly improves the
performance of synchrophasor-based monitoring
frameworks (Xu and Abur, 2006).

5.1.2 Impact on Fault Detection Accuracy

The number and location of installed PMUs have a direct
impact on the accuracy of fault detection and localization
algorithms. When PMUs are strategically placed near critical
transmission corridors and substations, the monitoring
system can capture detailed information about electrical
disturbances. This improved visibility allows algorithms to
identify anomalies more quickly and estimate faultlocations
with greater precision. Conversely, insufficient PMU
coverage may result in incomplete data, which can reduce
the reliability of anomaly detection frameworks. Therefore,
optimizing PMU placement is essential for improving the
performance of wide-area monitoring systems and enabling
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reliable early-stage fault identification (Chakrabarti and
Kyriakides, 2008).

5.2 Data Preprocessing and Feature Extraction

Before synchrophasor measurements can be used for
anomaly detection and fault localization, the raw data must
undergo  preprocessing and feature extraction.
Preprocessing is necessary to remove noise, correct
synchronization errors, and ensure data consistency across
multiple measurement sources. Once the data has been
cleaned and synchronized, feature extraction techniques are
applied to derive meaningful indicators from voltage and
current phasor measurements. These features provide
valuable insights into system behavior and are used as
inputs to anomaly detection algorithms. Effective
preprocessing and feature extraction significantly enhance
the performance of analytical and machine learning methods
used in power system monitoring (Milano, 2010).

5.2.1 Filtering and Synchronization

Filtering is an essential preprocessing step used to eliminate
measurement noise and remove unwanted signal
components from synchrophasor data. Techniques such as
low-pass filters, moving averages, and adaptive filters are
commonly applied to improve data quality. In addition to
filtering, synchronization of measurements from different
PMUs is required to ensure that all data samples correspond
to the same time instant. Although PMUs use GPS signals for
time synchronization, small timing errors may still occur due
to communication delays or device inaccuracies. Proper
synchronization ensures that phasor measurements from
different network locations can be accurately compared and
analyzed (Zhang et al.,, 2010).

5.2.2 Time-Frequency Analysis

Time-frequency analysis techniques are widely used to
extract dynamic features from  synchrophasor
measurements. These techniques analyze signals in both
time and frequency domains to identify patterns associated
with transient events and disturbances. Methods such as
wavelet transforms and short-time Fourier transforms allow
researchers to capture variations in signal frequency over
time. Such techniques are particularly useful for detecting
oscillatory events and transient faults in transmission
networks. By examining the frequency content of voltage
and current signals, monitoring systems can identify
abnormal system behavior and initiate appropriate
protective actions (Mallat, 2009).

5.3 Anomaly Detection Algorithms

Anomaly detection algorithms play a central role in
synchrophasor-based monitoring frameworks by identifying
deviations from normal system behavior. These algorithms
analyze processed PMU data and determine whether
observed patterns correspond to normal operation or

indicate potential disturbances. Over the years, various
anomaly detection techniques have been developed, ranging
from traditional statistical methods to advanced machine
learning and deep learning approaches. The selection of an
appropriate algorithm depends on factors such as data
availability, computational requirements, and the complexity
of the power system being monitored (Chandola et al., 2009).
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Figure-2:Synchrophasor-Based Anomaly Detection
Framework

5.3.1 Statistical Detection Methods

Statistical anomaly detection methods rely on probabilistic
models and statistical metrics to identify abnormal patterns
in measurement data. These methods typically define normal
system behavior based on historical data and detect
anomalies when observed values deviate significantly from
expected patterns. Techniques such as Gaussian distribution
modeling, control charts, and hypothesis testing are
commonly used for statistical anomaly detection. Although
these methods are relatively simple and computationally
efficient, their performance may be limited when dealing
with highly nonlinear or complex system dynamics
(Montgomery, 2007).

5.3.2 Machine Learning Approaches

Machine learning algorithms have gained significant
popularity in power system monitoring due to their ability to
learn complex patterns from large datasets. Techniques such
as support vector machines, random forests, and clustering
algorithms can analyze high-dimensional synchrophasor
data and identify subtle deviations from normal operating
conditions. These methods are particularly effective when
labeled datasets are available for training and validation. By
learning relationships between different electrical
parameters, machine learning models can classify
disturbances and detect anomalies with high accuracy
(Bishop, 2006).

5.3.3 Deep Learning Frameworks

Deep learning frameworks extend traditional machine
learning techniques by using multi-layer neural networks to
learn hierarchical representations of data. These models are
capable of capturing complex temporal and spatial
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relationshipsin synchrophasor measurements. Architectures
such as convolutional neural networks and recurrent neural
networks have been successfully applied to detect
disturbances and classify power system events. Deep
learning approaches are especially useful for analyzing large-
scale PMU datasets because they can automatically extract
relevant features without extensive manual preprocessing
(Goodfellow et al., 2016).

5.4 Fault Localization Mechanisms

Once an anomaly has been detected, the next step in the
monitoring framework is to determine the location of the
fault within the transmission network. Fault localization
mechanisms use synchronized measurements from multiple
PMUs to estimate the position of the disturbance. These
mechanisms rely on various analytical and data-driven
techniques that analyze voltage and current phasor
variations across the network. Accurate fault localization
enables system operators to isolate the affected component
quickly and restore normal operation with minimal
disruption (Girgis and Fallon, 1982).

5.4.1 Distance-to-Fault Estimation

Distance-to-fault estimation methods calculate the distance
between the measurementlocation and the fault pointalong
a transmission line. These methods typically rely on
impedance calculations derived from voltage and current
measurements obtained from PMUs. By analyzing the
relationship between these measurements, it is possible to
estimate the fault location with high accuracy. Distance-
based methods are widely used in protection systems
because they provide rapid fault location estimates that can
support automatic protection and restoration mechanisms
(Anderson, 1999).

5.4.2 Multi-PMU Triangulation Methods

Multi-PMU triangulation techniques utilize synchronized
measurements from multiple PMUs to estimate the fault
location within the network. In this approach, variations in
voltage and phase angles observed at different locations are
used to determine the point where the disturbance
originated. By comparing measurements from several
substations, the monitoring system can triangulate the fault
location with improved accuracy. This method is particularly
effective in large interconnected networks where multiple
PMUs provide extensive coverage of the transmission system
(Zhou et al., 2016).

5.4.3 Event Correlation Approaches

Event correlation approaches analyze the temporal
relationships between disturbances observed at different
PMU locations. When a fault occurs, the resulting
disturbance propagates through the network and is detected
by multiple measurement devices at different times. By
analyzing these time differences, it is possible to infer the

origin and propagation path of the disturbance. Event
correlation techniques are particularly useful for identifying
complex system events that involve multiple components or
cascading failures (Amin and Wollenberg, 2005).

5.5 Framework Architecture for Early Fault
Identification

A typical synchrophasor-based anomaly identification
framework follows a structured pipeline that integrates
multiple analytical stages. The process begins with data
acquisition from PMUs installed across the transmission
network. The collected data is then subjected to
preprocessing to remove noise and ensure synchronization
between measurements. After preprocessing, feature
extraction techniques are applied to derive meaningful
indicators from voltage and current phasor measurements.
These features are analyzed using anomaly detection
algorithms to identify abnormal system behavior. Finally,
fault localization mechanisms are applied to determine the
location of the disturbance and support corrective actions.

6. CONCLUSION

The increasing complexity of modern power systems and the
rapid expansion of extra-high-voltage (EHV) transmission
networks have created a strong need for advanced
monitoring and fault detection mechanisms. Synchrophasor
technology, enabled by Phasor Measurement Units (PMUs),
has emerged as a powerful solution for real-time monitoring
of power system dynamics. By providing high-resolution,
time-synchronized measurements of voltage, current,
frequency, and phase angles, PMUs significantly enhance
situational awareness across wide-area transmission
networks. This review paper presented a comprehensive
overview of synchrophasor-derived anomaly identification
frameworks for early-stage fault localization in EHV
transmission systems. The study discussed the fundamental
concepts of synchrophasor technology, the architecture of
wide-area monitoring systems, and the characteristics of
PMU data used for power system monitoring.

Furthermore, the paper reviewed a wide range of
methodologies developed for anomaly detection and fault
localization, including analytical signal-processing
techniques, model-based approaches, machine learning
algorithms, and advanced deep learning frameworks. These
approaches demonstrate the growing importance of
intelligent data analytics in interpreting large volumes of
synchrophasor measurements and improving the accuracy
of fault detection systems. In addition, the review highlighted
the role of preprocessing techniques, feature extraction
methods, and distributed computing architectures in
enhancing real-time monitoring capabilities. Overall,
synchrophasor-based monitoring frameworks provide a
promising pathway toward early detection and precise
localization of faults in modern power grids. Continued
research in this area is expected to further improve grid
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reliability, operational efficiency, and resilience in future
smart power systems.

7. LIMITATIONS OF THE REVIEW

Although this review provides a comprehensive overview of
synchrophasor-based anomaly detection and fault
localization techniques, several limitations should be
acknowledged. First, the review primarily focuses on
methodologies related to PMU-based monitoring
frameworks and does not extensively cover other
monitoring technologies such as distributed sensor
networks or hybrid SCADA-PMU systems. Second, the
analysis is based mainly on published research studies and
does not include detailed evaluation using real-time utility
datasets, which may influence the practical applicability of
some approaches. Third, rapid advancements in artificial
intelligence and data analytics may lead to the emergence of
new techniques that are notincluded in this review. Finally,
variations in system configurations, PMU placement
strategies, and communication infrastructures across power
networks may affect the generalization of the discussed
methods to all transmission systems.
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