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Abstract: G-FACE (Geo-Fencing and Face Authentication
for Contactless Entry) is a App-based attendance
management system designed to eliminate manual
attendance issues such as proxy entries, inaccuracies, and
administrative overhead in educational institutions. The
system enables location-restricted attendance marking
using geo-fencing and verifies user identity through face
authentication to ensure secure and reliable tracking.
Developed using React.js with Supabase as the backend, G-
FACE provides real-time attendance recording, secure data
storage, and instant access for administrators. The system
supports flexible schedules, multi-location tracking, and
automated report generation, improving transparency,
efficiency, and overall reliability of attendance management
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I. INTRODUCTION

The rapid digital transformation of educational
institutions has increased the need for automated and
reliable attendance management systems. Traditional
methods such as manual registers or basic digital check-
ins often suffer from issues like proxy attendance, data
inaccuracies, and increased administrative workload.
These limitations reduce the credibility of attendance
records and hinder efficient academic administration.

To address these challenges, modern attendance systems
integrate location-based verification and biometric
authentication  techniques. Geo-fencing  restricts
attendance marking to predefined physical locations such
as classrooms or campuses, while face authentication
verifies user identity before recording attendance. This
dual-verification approach significantly improves accuracy,
prevents fraudulent entries, and enhances overall system
security. The proposed G-FACE (Geo-Fencing and Face
Authentication for Contactless Entry) system leverages
these technologies to provide a fully automated, app-based
attendance solution. Developed using React.js with
Supabase as the backend, the system enables real-time

attendance recording, secure cloud-based data storage,
and instant access for administrators. Attendance is
marked only when users are within the authorized geo-
fenced area and successfully complete facial
authentication.

Furthermore, G-FACE supports flexible schedules, multi-
location attendance tracking, and automated report
generation, making it suitable for modern academic
environments. By minimizing manual intervention and
ensuring transparent, real-time data management, the
system improves operational efficiency, reliability, and
trust in attendance monitoring.

II. METHODOLOGY

The objective of the proposed G-FACE (Geo-Fencing and
Face Authentication for Contactless Entry) system is to
provide a secure, automated, and reliable attendance
management solution for educational institutions. The
methodology follows a structured, role-based workflow
that ensures accuracy, transparency, and accountability in
attendance tracking. The system is developed as an app-
based solution using Reactjs for the frontend and
Supabase for backend services, including authentication,
database management, and real-time data handling..

The system defines distinct user roles such as Students,
Faculty, and Administrators, each having role-based access
privileges. Students can log into the application and
initiate attendance marking only when they are physically
present within a predefined geo-fenced location. The
system continuously validates the wuser’s geographic
coordinates against authorized boundaries before
enabling the attendance option. This location-based
verification ensures that attendance cannot be marked
from unauthorized or remote locations.

Once inside the geo-fenced area, the user undergoes face
authentication to verify identity. Only after successful
facial verification is the user allowed to mark attendance
using IN and OUT actions, which accurately record entry
and exit times. If face authentication fails or the user
moves outside the geo-fenced area, the system restricts
attendance marking. All attendance records are stored
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securely in the cloud-based Supabase database and
updated in real time .Administrators and faculty members
can access attendance data through a dashboard that
supports real-time monitoring, multi-location
management, and automated report generation. The
system also allows manual enablement of attendance for
special schedules or irregular sessions. By integrating geo-
fencing, facial authentication, and role-based access
control, the G-FACE methodology minimizes manual
intervention, prevents proxy attendance, and ensures
efficient and transparent attendance management.

III. PROCESS FLOW

The process flow of the G-FACE (Geo-Fencing and Face
Authentication for Contactless Entry) system ensures
secure and automated attendance tracking in educational
institutions. The workflow begins when a student opens
the G-FACE React application. The student must then login
or register through Supabase, which handles
authentication and role-based access control.

After logging in, the system checks the user’s current
location using geo-fencing validation to verify whether the
student is within the authorized attendance zone. If the
student is outside the designated zone, attendance
marking is restricted. If the student is inside the geo-
fenced area, the system initiates face authentication using
the device camera, and the result is verified through
Supabase
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Figure 1: Process Flow

Upon successful facial verification, the student is allowed
to mark attendance using the IN/OUT buttons, accurately
recording entry and exit times. The attendance data is
immediately stored in the Supabase database with real-
time synchronization, ensuring secure and up-to-date
records. The system also logs failed authentication
attempts or unauthorized access to maintain transparency
and accountability.

This process flow integrates geo-fencing, face
authentication, and cloud-based storage to provide a
contactless, reliable, and efficient attendance management
system, eliminating manual errors and preventing proxy
attendance

IV. GEO-FENCING AND FACE AUTHENTICATION
ALGORTHIM

The Geo-Fencing and Face Authentication Algorithm
(GFAA) forms the core decision-making logic of the
proposed G-FACE (Geo-Fencing and Face Authentication
for Contactless Entry) system. This algorithm governs the
secure flow of attendance marking by validating user
location and identity before recording attendance. When a
user logs into the application, the algorithm initiates a
sequence of verification steps to ensure accurate and
authorized attendance tracking.

If facial verification is successful, the algorithm enables
the IN/OUT attendance marking option and records the
timestamped entry in the cloud-based database. In case of
authentication failure or location mismatch, the system
blocks attendance recording and logs the attempt for
monitoring purposes. This algorithm ensures accurate,
secure, and contactless attendance management by
preventing proxy entries and unauthorized access.

Face Recognition Successful

Face match confidence: 94.3% (Very Good)
Security: Verified
Service: Advanced (TensorFlow.js)}

CONTINUE CHECK-IN

Figure 2 : Face Recognition
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The face recognition verification interface used in the G-
FACE system during attendance marking. Once the user
enters the authorized geo-fenced area, the system
activates the device camera to perform facial
authentication. Upon successful recognition, the interface
displays a confirmation message along with the face match
confidence score, indicating the accuracy of verification.
The system confirms secure identity validation using an
advanced recognition service before allowing the user to
proceed with check-in. This step ensures that attendance
is recorded only for authenticated users, thereby
preventing proxy entries and enhancing the overall
security and reliability of the attendance management
process.
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Figure 3 : Checking

The G-FACE student dashboard interface when
the user is outside the authorized geo-fenced area. The
system displays the current attendance status as “Not
Checked In” and clearly indicates that the user is outside
the permitted location, thereby disabling the check-in
option. A Refresh Location / Test My Location button is
provided to allow users to revalidate their position once
they enter the authorized zone. The interface also includes
basic user details, along with secure options such as
logout. This screen ensures transparency by preventing
unauthorized attendance marking and guiding users to
comply with location-based verification before proceeding

Location Test Results

Your Location:
9.833770,78.162678

Geofence Check Results:

[7 MATCHING GEOFENCES (1):
4. Hostel
Center: 9.8337697, 78.162678
Radius: 10m
Distance: 0.00m
Status: ['4 INSIDE

¢ NON-MATCHING GEOFENCES (3):
1. Karaikudi
Center: 10.0668448, 78.7969443
Radius: 5m
Distance: 74143.38m

Status: »{ OUTSIDE

2. Einstein
Center: 9.8356502, 78.1643468
Radius: 5m
Distance: 277.76m
Status: »{ OUTSIDE

3.Irp
Center: 9.8375505, 78.1627289
Radius: 5m
Distance: 420.44m
Status: »{ OUTSIDE

Figure 4 : Location Correct

The geo-fencing location validation results in the
G-FACE system. It shows the user’s current geographic
coordinates and compares them against multiple
predefined geo-fenced locations configured in the system.
The interface clearly identifies matching geo-fences,
indicating that the user is inside an authorized zone, along
with details such as centre location, radius, and distance. It
also lists non-matching geo-fences, where the user is
outside the permitted boundary, marked with distance
measurements and status indicators. This validation
process ensures that attendance marking is enabled only
when the user is physically present within an approved
location, thereby preventing unauthorized or remote
check-ins and improving the accuracy and reliability of
attendance tracking
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V. SYSTEM ARCHITECTURE

The system architecture of G-FACE (Geo-Fencing and Face
Authentication for Contactless Entry) follows a modular
client-server design to provide secure and efficient
attendance management. The system consists of a React.js-
based user application, Supabase backend services, and a
cloud database. Role-Based Access Control (RBAC) is
implemented to manage access for students, faculty, and
administrators. Students can mark attendance only after
entering an authorized geo-fenced location and
completing face authentication, while faculty and
administrators can monitor records and generate reports
through dedicated dashboards

The Supabase backend handles user authentication, real-
time data synchronization, and secure storage of
attendance records. Geo-fencing validation and facial
verification are performed before attendance data is
recorded in the centralized database. Real-time updates
ensure instant visibility across all dashboards, improving
transparency and reliability. This architecture ensures
scalability, fault tolerance, and reduced manual
intervention, making the system suitable for modern
educational environments.

VI. PERFORMANCE ENHANCEMENT

The proposed G-FACE (Geo-Fencing and Face
Authentication  for  Contactless  Entry) system
demonstrates significant performance improvements over
traditional manual and basic digital attendance methods.
One of the key enhancements is the automation of
attendance verification, which eliminates time-consuming
manual roll calls and reduces proxy attendance. By
integrating geo-fencing and face authentication,
attendance is recorded only when users are physically
present within an authorized location and successfully
verified, ensuring higher accuracy and reliability

Another major improvement is real-time data
processing and centralized record management.
Attendance records are instantly stored and synchronized
using a cloud-based backend, allowing administrators and
faculty to access up-to-date information without delays.
Automated timestamps, user logs, and role-based access
improve accountability and transparency. The user-
friendly interface and real-time status updates further
enhance system responsiveness and usability, resulting in
reduced administrative workload and improved
operational efficiency.

VII. RESULT AND DISCUSSION

The implementation of the G-FACE (Geo-Fencing and Face
Authentication  for  Contactless  Entry) system
demonstrated effective and reliable attendance
management in an educational environment. The system

successfully restricted attendance marking to predefined
geo-fenced locations, ensuring that users could not record
attendance from unauthorized areas. Face authentication
further validated user identity, resulting in a significant
reduction in proxy attendance and false entries compared
to traditional methods.

Real-time attendance recording and cloud-based
storage enabled instant synchronization of data across
user dashboards. Faculty and administrators were able to
monitor attendance status, access historical records, and
generate reports without delay. The system accurately
recorded entry and exit times using IN and OUT actions,
improving the precision of attendance logs and supporting
flexible schedules and multi-location use cases.

From a performance perspective, the system showed
improved efficiency by minimizing manual intervention
and administrative effort. Location verification and facial
authentication were completed within acceptable
response times, providing a smooth user experience. Any
failed location checks or authentication attempts were
clearly communicated to users, enhancing transparency
and system trustworthiness.

Welcome, Thiravidan
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Figure 5 : Result

Overall, the results indicate that G-FACE provides a secure,
scalable, and user-friendly solution for modern attendance
management. The integration of geo-fencing, face
authentication, and real-time cloud services ensures high
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accuracy, improved accountability, and operational
efficiency, making the system suitable for adoption in
educational institutions and similar organizational
environments.

VIII. CONCLUSION

The G-FACE system successfully addresses the limitations
of traditional attendance methods by introducing a secure,
contactless, and automated attendance management
solution. By integrating geo-fencing and face
authentication, the system ensures that attendance is
recorded only when users are physically present within an
authorized location and properly authenticated. This dual-
layer verification significantly reduces proxy attendance,
manual errors, and administrative overhead. The system
provides real-time attendance tracking, accurate IN and
OUT logging, and centralized cloud-based data storage,
enabling easy monitoring and report generation for faculty
and administrators. Its user-friendly interface and reliable
performance make it suitable for practical deployment in
educational institutions. Overall, G-FACE enhances
transparency, accuracy, and efficiency in attendance
management and serves as a scalable foundation The G-
FACE system effectively combines geo-fencing and face
authentication to provide a secure, contactless, and
automated attendance solution that eliminates proxy
attendance, improves accuracy, and enhances
transparency while reducing manual effort in institutional
attendance management .

IX. FUTURE ENHANCEMENT

In the future, the G-FACE system can be enhanced by
integrating advanced Al-based face recognition models
with liveness detection to further improve authentication
accuracy and prevent spoofing attacks. Support for offline
attendance capture with automatic data synchronization
can be added to ensure uninterrupted operation in low-
network environments. The system can also be integrated
with institutional ERP or Learning Management Systems
(LMS) for seamless data sharing and academic
management. Additionally, implementing push
notifications, advanced analytics dashboards, and support
for large-scale multi-campus deployment will further
improve usability, scalability, and adoption of the system.

Another potential enhancement for the G-FACE system is
the incorporation of behavioral analytics and anomaly
detection to identify unusual attendance patterns, such as
repeated late check-ins or abnormal location behavior.
This feature can help administrators proactively detect
misuse or policy violations. Additionally, introducing QR-
code or NFC-based fallback authentication for exceptional
cases, along with multilingual support and accessibility
features, would make the system more inclusive and
adaptable to diverse institutional requirements.
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