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Abstract - Fake news dissemination on social media 
platforms creates significant societal challenges by 
misleading users, influencing public opinion, and eroding 
trust in digital information ecosystems. Existing fake news 
detection approaches often rely on static early or late fusion 
strategies, resulting in uniform treatment of textual and 
visual modalities and reduced performance when one 
modality is unreliable or intentionally misleading. This 
paper presents a Credibility-Guided Cross-Modal Gating 
framework for multimodal fake news detection, designed to 
dynamically regulate information flow between modalities 
based on their estimated trustworthiness. The proposed 
system extracts textual features using transformer-based 
language models and visual features using deep 
convolutional neural networks. A dedicated credibility 
estimation module evaluates the reliability of text, image, 
and source information, which is subsequently used to 
control cross-modal interactions through an adaptive 
gating mechanism. This gating process suppresses low-
credibility signals while emphasizing reliable 
representations, enabling more robust and interpretable 
classification decisions. The system additionally generates 
an overall credibility confidence score to enhance 
transparency and user trust. Experimental evaluation 
conducted on benchmark multimodal fake news datasets 
demonstrates improved detection accuracy, robustness, and 
reliability compared to conventional fusion-based methods. 
By reducing the influence of misleading content and 
improving multimodal reasoning, the proposed framework 
contributes to the development of more effective and 
trustworthy fake news detection systems. 
 
Index Terms : Fake News Detection, Multimodal 
Learning, Credibility Estimation, Cross-Modal Gating, 
Deep Learning, Social Media Analysis, Information 
Reliability, Text-Image Fusion, Misinformation 
Detection 
 

1. INTRODUCTION 
 
     The rapid spread of fake news continues to pose a 
serious threat to public trust, social stability, and informed 
decision-making in digital environments. The increasing 
volume of misleading content related to politics, health, 
disasters, and public safety has highlighted the growing 
vulnerability of online users worldwide. The impact of 
fake news has been further intensified by factors such as 
widespread social media adoption, algorithm-driven 

content recommendation, high user engagement, and the 
growing use of multimedia elements to enhance credibility 
[1]. According to reports from media monitoring 
organizations and research agencies, millions of users are 
affected annually by misinformation due to delayed 
verification, limited fact-checking capacity, and ineffective 
content moderation mechanisms [2] [3]. These 
observations emphasize the necessity for a more 
structured, reliable, and scalable approach to automated 
fake news detection. 
 

1.1 Challenges in Current Fake News Detection 
       Systems 
 
   Traditional fake news detection approaches 
primarily rely on text-based analysis or static machine 
learning models that operate in isolation. While such 
methods have shown reasonable performance in 
controlled settings, they struggle to generalize to real-
world scenarios where news content is increasingly 
multimodal and deceptive. In practice, misleading images, 
emotionally charged text, and unreliable sources are often 
combined to create highly convincing false narratives. 
Existing systems face difficulty in accurately assessing 
such content due to their inability to model varying levels 
of credibility across different modalities. 
 
Current systems have a number of serious drawbacks: 
 
1. Fragmented Information Processing: Reports 

derived from text, images, and metadata are analyzed 
independently, making it difficult to achieve a unified 
understanding of news content. 

2. Static Fusion Mechanisms: Early and late fusion 
techniques lack adaptability to contextual changes, 
leading to inefficient integration of multimodal 
features. 

3. Limited Cross-Modal Analysis: Inconsistencies and 
contradictions between textual and visual 
information are often overlooked, reducing detection 
effectiveness. 

4. Absence of Credibility Modeling: Existing 
approaches do not explicitly assess the 
trustworthiness of individual modalities or 
information sources, weakening robustness against 
misinformation. 

5. Lack of Interpretability: Classification outcomes are 
frequently generated without meaningful 



          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

               Volume: 13 Issue: 02 | Feb 2026              www.irjet.net                                                                          p-ISSN: 2395-0072 

 

© 2026, IRJET       |       Impact Factor value: 8.315       |       ISO 9001:2008 Certified Journal       |     Page 957 
 

explanations, limiting user confidence and practical 
usability. 

 

1.2 Motivation and Contribution 
 
  Real-world incidents involving large-scale 
misinformation during elections, public health 
emergencies, and crisis reporting highlight the need for a 
unified credibility-aware detection framework that can 
improve verification and integration of multimodal 
information. The absence of such an integrated 
mechanism continues to cause delayed detection, 
fragmented analysis, and reduced effectiveness in 
controlling the spread of fake news. 
This paper presents a Credibility-Guided Cross-Modal 
Gating framework for multimodal fake news detection that 
addresses these limitations through the following 
contributions: 
      
1. The proposed system adopts a unified multimodal  
        Frame work. It jointly analyzes information. 
2.    A credibility estimation module that evaluates the  
        Trust worthiness of individual modalities. 
3.   Cross-modal interactions are dynamically controlled  
Using  
4.   Structuring the work processes for assigning the teams  
        and coordinating resources. 
5.   Complete case tracking with Automated status updates. 
 
The rest of the paper is organized as follows: Section II 
discusses the related work in the area of fake news 
detection and multimodal learning approaches, Section III 
presents the overall system architecture and design of the 
proposed framework, Section IV details the methodology 
and the credibility-guided cross-modal gating mechanism, 
Section V describes the implementation and experimental 
evaluation, and finally Section VI concludes the paper with 
a discussion of results, limitations, and future research 
directions. 
 

2. Related Work  
 
Fake news detection systems have experienced rapid 
development over the past decade, with researchers 
proposing various techniques to analyze misinformation 
spread across digital platforms. Existing approaches focus 
on textual analysis, multimedia verification, and 
multimodal learning strategies to improve detection 
accuracy in complex online environments. 
 

2.1 Existing Fake News Detection Approaches 
Several solutions have been developed to support 
automated fake news detection across social media 
platforms. Traditional text-based detection systems 
employ machine learning models using linguistic patterns 
and metadata analysis; however, these approaches often 
fail when misleading or manipulated images accompany 

textual narratives, reducing prediction reliability [2]. 
Transformer-based language models provide improved 
semantic understanding, although performance declines 
when content contains emotional manipulation or 
adversarial phrasing [4]. 

Multimodal fake news detection frameworks combine 
textual and visual representations to enhance 
classification accuracy. However, many systems rely on 
static fusion strategies and fail to account for credibility 
differences across modalities, leading to unreliable 
decisions when one modality contains misleading signals 
[5]. Social-context-based approaches analyze user 
interactions and information propagation patterns but 
often struggle with scalability and lack reliable 
mechanisms for real-time credibility assessment and case-
level misinformation tracking [1]. 

2.2 Multimodal and Credibility Research              

Issues related to cross-modal inconsistencies between 
textual and visual information have been widely examined 
in recent fake news detection studies. Researchers 
highlight that mismatched captions, reused images, and 
misleading multimedia associations significantly 
contribute to misinformation spread, emphasizing the 
need for structured multimodal verification mechanisms 
to identify authentic information effectively [6]. Other 
researchers report that incomplete credibility assessment 
across modalities leads to uncertainty in automated 
predictions, thereby stressing the importance of 
credibility-aware learning frameworks for reliable 
misinformation detection [7]. 

In related developments, studies on multimodal fusion 
failures demonstrate that inaccuracies arise when 
modality models operate without adaptive coordination 
mechanisms. Researchers further argue that the absence 
of shared interaction control between textual and visual 
encoders limits simultaneous feature learning, motivating 
credibility-guided gating strategies to improve multimodal 
fake news detection performance and decision reliability 
across large-scale digital information platforms [8]. 

2.3 Credibility Assessment and Content 
       Verification 
 
Several researchers have examined challenges related to 
credibility assessment in online information ecosystems. 
Studies show that delayed or inaccurate verification of 
multimedia content allows misinformation to spread 
rapidly, emphasizing the need for real-time credibility 
estimation and adaptive verification mechanisms to 
support reliable fake news detection [9]. Reports also 
indicate that vulnerable user groups often struggle to 
distinguish trustworthy content from manipulated 
narratives, highlighting the need for transparent 
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credibility indicators within automated detection systems 
to support informed information consumption [10]. 
 

2.4 Technology-Driven Approaches 
 
Recent progress in deep learning and real-time 
information processing has enabled the development of 
responsive systems for misinformation detection across 
social media platforms. Researchers have implemented 
transformer-based models and neural architectures to 
analyze textual credibility, while other studies investigate 
real-time image verification techniques to detect 
manipulated or reused visual content, thereby improving 
multimodal fake news detection performance and overall 
system reliability in dynamic online environments [11] 
[12]. 
 

2.5 Research Gaps 
 
Results of our analysis show some major weaknesses of 
current solutions: 

• Lack of structured credibility assessment across  
   textual and visual modalities 

• Absence of real-time verification for rapidly spreading 
   multimedia misinformation 
• Limited ability to coordinate multimodal feature 
   interactions during detection 
• Insufficient visibility into source reliability and 
   content authenticity evaluation processes 
• Accessibility challenges faced by users in interpreting 
   automated credibility predictions 

• Lack of standardized validation mechanisms for  
  ensuring authenticity of multimodal news content [6]  
  [8] [9] [10] 

 

3. System Architecture and Design 
 
We propose a Credibility-Guided Cross-Modal Gating (CG-
CMG) framework that integrates textual, visual, and source 
credibility signals for reliable multimodal fake news 
detection [2, 18]. 

 
3.1 Overview 
 
The proposed system follows a layered architecture that 
divides the framework into distinct functional 
components. This design ensures stable, secure, and 
efficient interaction between feature extraction, credibility 
estimation, and classification modules. The system adopts 
a modular design philosophy to support scalable and 
reliable multimodal fake news detection. 
 
 
 
 
 

3.2 Architectural Layers 
 
The proposed architecture consists of five primary layers: 

 
1. Input Processing Layer: This layer is responsible for  
      collecting and preprocessing multimodal 
      news data to enable reliable downstream analysis. The  
      primary functions include: 

•   Text normalization and tokenization for news articles  

         and captions 

•       Image preprocessing and resizing for visual feature  

         extraction 

•       Metadata and source information collection from  

         news platforms 

•       Noise removal and multimodal data consistency  

         verification processes 

•       Dataset preparation and formatting for multimodal  

          learning workflows 

 

  2.  Feature Extraction Layer: This layer extracts 
semanticand contextual representations from different 
modalitie to support accurate multimodal fake news 
detection. The  primary functions include: 
 

•        Transformer-based textual feature extraction for  

          news articles and captions 

•        CNN-based visual representation learning from  

           associated multimedia content 

•    Contextual alignment of multimodal representations  

           for consistency analysis  

•        Feature dimensionality normalization for efficient  

           multimodal fusion 

•     Representation refinement for scalable downstream  

          classification workflows 

 

  3. Backend Logic Layer: This layer evaluates the 
     reliability of multimodal information before feature  
     fusion to improve detection robustness. The major 
     functionalities include: 
     •        Text credibility scoring based on linguistic and 
               contextual consistency 

•        Image authenticity assessment for detecting 

          manipulated or reused visuals 

•        Source reliability evaluation using historical 

          trustworthiness indicators 

•        Credibility weight computation for adaptive 

          multimodal fusion control 

•        Suppression of unreliable modality signals during  

          interaction 

•        Dynamic credibility updates to support consistent  

          classification performance 



          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

               Volume: 13 Issue: 02 | Feb 2026              www.irjet.net                                                                          p-ISSN: 2395-0072 

 

© 2026, IRJET       |       Impact Factor value: 8.315       |       ISO 9001:2008 Certified Journal       |     Page 959 
 

4. Cross-Modal Gating Layer: This layer dynamically 
   controls interactions between textual and visual 
modalities    The major  functionalities include: 
 

•        Credibility-guided gating signal generation for  

          adaptive modality control 

•        Dynamic regulation of multimodal interaction 

          during feature integration 

•        Suppression of conflicting or misleading modality 
          signals 
•        Enhancement of credible feature interactions for 

          improved reasoning 

•        Preparation of gated representations for final 

          multimodal fusion 

 
5. Infrastructure Layer: This layer is responsible for 
    ensuring reliable multimodal fusion and prediction  
    performance:: 

•        Adaptive fusion of textual and visual feature 

          representations 

•      Credibility-weighted multimodal feature integration 

          mechanisms 

•        Fake or real news classification processing 

          workflows 

•        Confidence score computation for prediction 

          reliability estimation 

•        Support for scalable multimodal classification 

          Workflows 

 
6. Output and Security Layer:This layer ensures safe  
     delivery of detection results and protection of user 
     information: 

•        Secure result delivery to monitoring and analysis 

          applications 

•        Explanation generation mechanisms supporting 

          prediction transparency 

•        Access-controlled result visualization interfaces for  

          authorized users 

•        Input validation and safe multimodal data  

          transmission mechanisms 

•        Secure session and user interaction management 

 

 
 

Fig – 1.  System Architecture of Credibility-Guided 

Cross-Modal Gating for Multimodal Fake News 

Detection 
 

3.3 Data Flow Architecture 
 
The proposed framework follows a structured data flow 
process from news collection to final prediction output:  

 
1. News Collection: News articles  and social media posts 
    are collected through web sources containing textual    
and     visual content.  
2. Preprocessing Pipeline: Collected data undergoes  
     preprocessing steps including text cleaning, 
tokenization,    and image normalization. 
3. Feature Extraction: Textual and visual features are  
     extracted using transformer models and convolutional  
     neural networks. 
4. Credibility Evaluation: Credibility scores are 
computed      for text, images, and source information. 
5. Cross-Modal Gating: Credibility-guided gating regulate  
interaction between modalities during fusion. 
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6. Classification Process: Fused multimodal 
     representations are classified into fake or real news  
     categories. 
7. Result Presentation: Detection results and credibility  
    confidence scores are presented through monitoring    
and     analysis dashboards. 

 
3.4 Technology Stack 
 
The Credibility-Guided Cross-Modal Gating Framework 
employs following technologies that are well-suited: 

 
Table – 1: Technology Stack of Credibility-Guided 

                    Cross-Modal Gating Framework 

 

 
Category 

 
Technology 

   
Purpose 

 
 

Multimodal 
Model 

 
BERT, 
CLIP, 
ViT 

Extracting 
multimodal features 
from text and images 
 

 
Text  
Processing 

NLTK, SpaCy, 
Hugging Face 
Transformers 

Tokenization, text 
cleaning, and text 
feature extraction 

 
Image Processing 

OpenCV,PIL,  
torchvision 

Image resizing, 
normalization, and 
feature extraction 

Database MongoDB, 
PyMongo 

  
  Storing news data 
  and credibility 
  scoring results 

 
Tools 

PyTorch, scikit-
learn, 
TensorBoard 

Model training, 
performance 
tracking, and 
experimental 
management 
 

External APIs  OpemAI, Google 
News API, Content 
API 

   
   Enriching  
   multimodal content 
   with real-time  

 

 
 

Fig – 2. Layered Architectural Model – Illustrates the 
structured layered design of the fake news detection 

framework, detailing input processing,, feature extraction, 
cross-modal interaction control, multimodal fusion, and 

secure delivery of detection results. 
 
4. Methodology 
 
4.1 Credibility-Guided Cross-Modal Gating:  
       Multi-Stage Verification Pipeline 
 
The proposed Credibility-Guided Cross-Modal Gating 
framework introduces a structured verification 
mechanism for evaluating and prioritizing multimodal 
news content based on credibility before final 
classification. 
 
1. Stage 1: Basic Authenticity and Completeness 
     Validation 
All collected news instances are first subjected to an initial 
validation stage to verify basic authenticity and content 
completeness. This stage evaluates thfollowing aspects: 
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•        Verification of source availability and reliability 

          indicators 

•        Assessment of textual clarity and contextual  

          completeness 

•        Validation of image quality and relevance to the  

          content 

•        Identification of missing metadata or critical 

          information fields 

•      Preliminary detection of duplicate or repeated news 

         items 

     News entries with missing or inconsistent information 
are flagged for exclusion or further review through 
automated filtering mechanisms. This stage helps reduce 
noisy inputs and ensures that only relevant and complete 
information proceeds to subsequent processing stages. 
 

2. Stage 2:  Contextual and Cross-Source Consistency 
    Review 
    Validated news instances are compared with contextual 
    factors to verify consistency across multiple information 
    sources. Evaluation considers: 
    •   Comparison with historical misinformation patterns 
               related to similar events 
    •    Cross-verification with trusted news and  
               fact-checking platforms 
    •  Consistency checks between textual, visual, and 
               metadata information 
    •    Cross-reference with recent similar cases 
    •   Evaluation of geographic and temporal plausibility of 
              reported events   News items showing contextual 
inconsistencies proceed to a reverification stage where 
additional automated checks or expert review may be 
required before further credibility assessment [1] [13]. 
 
3. Stage 3: Credibility Scoring and Risk Assessment  
    The system evaluates credibility of news content by 
    considering multiple modality-based indicators such as: 
 

•        Linguistic analysis identifying exaggeration or 

          emotional manipulation patterns 

•        Source reliability assessment based on publication 

          credibility records 

•        Visual authenticity analysis detecting manipulated 

          or reused images 
•        Identification of sensational or misleading claims 

          within articles 

•        Temporal relevance and urgency evaluation of 

          reported informationEach news instance is 
preliminarily assigned a credibility 

 level based on calculated scores. 

                       

        Credibility Score (C) = w1·T + w2·S + w3·V + w4·M 

 

        Where: 

 T = Text credibility indicator 
 S  = Source reliability factor 

 V = Visual authenticity score 
                M = Metadata consistency indicator 
              w1…w4 = predefined weighting parameters 
 
4. Stage 4: Gated Fusion and Classification Output 
     Validated multimodal features are converted into 
     structured representations for final classification. The 
     system performs: 
 

•         Generation of standardized multimodal feature 

           representations 
•         Credibility-weighted feature fusion across 

           modalities 

•         Highlighting credibility confidence levels for 

           monitoring dashboards 

•         Preparation of classification outputs for  

           decision-support interfaces 

•         Assignment of fake or real labels to monitoring 

           Systems 

 

  The outputs dynamically adjust according to 
application requirements to ensure important credibility 
information reaches analysts and automated 
misinformation monitoring platforms efficiently. 

 

5. Stage 5: Feedback and Model Re-Validation Loop 
    News items that fail credibility validation are not 
removed     but instead enter a feedback loop: 

•        Automatic re-evaluation after updated information 

          becomes available 

•        Manual expert review queues for ambiguous  

          misinformation cases 

•        Dataset updates based on verified fact-checking  

           outcomes 

•        Iterative refinement until credibility validation 

          requirements are satisfied 

     This mechanism reduces the loss of valuable 
information while improving data quality and 
strengthening overall misinformation detection reliability. 
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Fig – 3. Credibility-Guided Cross-Modal Gating 
 
Validation Pipeline – The pipeline performs multimodal 
authenticity verification, contextual consistency 
evaluation, and credibility scoring, and gated fusion-based 
classification output. News instances failing validation at 
any stage are redirected to an adaptive feedback loop, 
enabling re-evaluation and model refinement to enhance 
overall detection accuracy, robustness, and reliability 
across evolving misinformation scenarios. 
 

4.2 Contexts-Aware Information Retrieval 
Pipeline 
 
The proposed framework adopts a six-stage context-
aware retrieval system to improve multimodal fake news 
detection accuracy through structured information 
retrieval and contextual validation processes [11] [15] 
[18]. 
 
1. Stage 1: Input Understanding and Processing 
    The system extracts essential information from collected 
    news content: 

•   Text content processing using natural language 

          understanding techniques 
•   Extraction and normalization of metadata and source 

          information 

•        Image metadata and visual content analysis 

•        News topic and event category classification 

•        Detection of publication timestamps and urgency 

          Indicators 

 

2. Stage 2: Context Retrieval from Internal Databases 
     Relevant contextual information is retrieved for 
     validation: 

•       Historical misinformation records related to similar  

          events 

•        Previously verified news and fact-check reports 

•        Source credibility history and publication patterns 

•       Event-related geographic and temporal information 

•        Historical misinformation propagation patterns 

 

3. Stage 3: Context Ranking and Filtering  
 The retrieved information is assessed for contextual 

relevance: 

•        Temporal relevance scoring comparing recent and 
          outdated reports 
•        Spatial or domain relevance evaluation for 
          contextual alignment 
•        Similarity matching with ongoing news events 

•        Operational utility assessment for decision support 

•        Removal of irrelevant or outdated contextual 

          Information 

 

4. Stage 4: Structured Context Summary Generation 
    •       Verified event description with reliable information 
              sources 

•        Relevant historical misinformation patterns and 

          trends 

•      Available credibility indicators from trusted sources 

•        Suggested credibility interpretation guidance for 

          analysts 

•       Risk considerations associated with misinformation 

          Spread 

 

5.Stage 5:Data Updating and Continuous Improvement 
 
    The contextual knowledge base evolves through: 

•       Automatic recording of verification results for 

          processed news 

•        Updating credibility assessments based on new 

          evidence 

•    Integration of updated source reliability information 

•        Documentation of classification outcomes and 

          analyst reviews 

•        Pattern learning for improved misinformation 

          Prediction 
 

6. Stage 6: Feedback and Correction Loop 
    Continuous refinement mechanisms enhance detection 
    accuracy: 
    •        Analyst feedback collection for credibility 
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              assessment improvement 

    •      Evaluation of detection outcomes for model learning 

    •     Adjustment of context relevance based on usage 

              trends 

    •      Error detection and correction workflow integration 

    •        Progressive optimization of detection performance 

 

4.3 Development Methodology 
 
The proposed system adopts an Agile development 
methodology consisting of four implementation phases: 

Phase 1 - Core Detection Framework: User data 
ingestion, preprocessing modules, credibility estimation 
components, and baseline multimodal fake news 
classification functionalities. 

Phase 2 - Enhanced Fusion Mechanisms: Real-time 
credibility-guided gating, adaptive multimodal fusion 
workflows, automated scoring updates, and prediction 
reliability improvement mechanisms. 

Phase 3 - Monitoring and Workflow Integration:  

Integration of alert systems, analyst feedback interfaces, 
misinformation tracking dashboards, and workflow 
coordination for large-scale monitoring operations. 

Phase 4 - Deployment & Optimization: Cloud 
deployment, system optimization, scalability 
enhancement, responsiveness improvement, and 
implementation of backup and recovery mechanisms. 
 

5. Implementation 
 
5.1 Core Modules 
 
The proposed framework includes eight main functional 
modules: 
 
1. News Collection Module: Enables acquisition of 
     multimodal news content. 

• Text extraction from online news sources 

• Image and multimedia collection support 

• Source metadata retrieval mechanisms 

• Automated ingestion pipeline processing 

• Duplicate news filtering mechanisms 

 

2. Credibility Validation Module: Implements credibility 

     verification pipeline: 

 •     Algorithms verifying basic authenticity and 

            completeness of multimodal news content 
 •       Duplicate detection through similarity comparison 

            across multiple sources 

 •         Validation and normalization of metadata and 

            source information 

 •         Automated routing to credibility scoring 

            componentss 

 •         Quality assurance and verification control 

             Mechanisms 

 

3. Analyst Dashboard Module: Enables coordination and 

    monitoring by misinformation analysis teams: 

 •         Detection result overview and case queue display 

 •         Interactive visualization dashboards for event  

            analysis 

 •         Real-time credibility score update interface 

 •         Case verification and decision workflow suppor 

 •         Communication support among analysts and 

            monitoring authorities 

 

4. Source Management Module: Helps in credibility  

     tracking and coordination: 
 •     Source credibility record management and updates 

 •   Publishing history monitoring for reliability 
           assessment 

 •         Reliability score updates across news platforms 

 •      Content origin tracking for misinformation analysis 

 •         Credibility trend monitoring and reporting 

             Workflows 

 
5. Real-Time Monitoring Dashboard: This module  

     provides situational awareness for misinformation  
     monitoring authorities: 

 •         Active misinformation event overview with live 

            updates 

 •         Event visualization dashboards with geographic 

            mapping 

 •       Detection and credibility status tracking interfaces 

 •      Monitoring of misinformation propagation patterns 

 •         Automated alert and response configuration 

            Interface 

 
6. Authentication & User Management: Provides secure  

     access control: 

 •          Token-based stateless authentication mechanism 

 •          Role-based access control enforcement 
 •          Secure credential storage using encryption 

 •          Session management for authenticated users 

 •          User profile and access management 

 

7. Geolocation & Mapping Module: Enables event 
mapping  functions: 

 •           Mapping integration for misinformation event  

              visualization 

 •           Geographic tagging of multimodal news content 

 •           Event clustering and hotspot detection  

              mechanisms 

 •           Regional misinformation trend tracking support 

 •           Location-based credibility analysis mechanisms 
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8. User Interface and Experience Module: Improves 

     usability for misinformation monitoring systems: 

 •            Clean and intuitive dashboards for monitoring  

               workflows 

 •           Optimized layouts for high-information decision 

              environments 

 •           Accessibility support for diverse analyst user 

              groups 

 •           Mobile-friendly responsive interface design 

              support  

 •           Simple navigation enabling efficient workflow 

              operations 

 

5.2 Data Base Schema Design 
 
MongoDB collections in the proposed system are 
organized in the following manner:  

Users Collection: Stores authentication details and profile 
information of analysts, administrators, and monitoring 
authorities with defined access roles and activity tracking 
support. 

 

News Collection: Maintains records of collected news 
articles, including textual content, associated images, 
metadata, publication timestamps, credibility labels, and 
classification results for structured tracking and historical 
misinformation analysis. 

 

Sources Collection: Stores information related to news 
publishers, including credibility scores, publishing history, 
geographic origin, and reliability indicators to support 
effective credibility assessment. 

 

Predictions Collection: Tracks classification outputs by 
linking news items with generated predictions, credibility 
confidence scores, and validation updates throughout the 
misinformation detection lifecycle for monitoring and 
auditing purposes. 

 

5.3 API Endpoints 
 
The proposed fake news detection framework exposes a 
set of RESTful API endpoints to support data ingestion, 
credibility evaluation, multimodal analysis, and prediction 
management. Key API endpoints implemented in the 
system include: 

 
• POST /api/auth/register - Analyst and administrator 

registration 

• POST /api/auth/login - Secure authentication and 
access validation 

• POST /api/news/collect - Submit or ingest new 
multimodal news content 

• GET /api/news - Retrieve news items based on 
monitoring roles 

• PUT /api/news/:id/credibility - Update credibility 
assessment results 

• POST /api/sources - Add or update news source 
information 

• GET /api/predictions- Query classification and 
credibility predictions 

• POST /api/feedback - Submit analyst feedback for 
model refinement 

Table – 2: CRUD Operations in Fake News Detection 
System 

Module Create Read Update Delete 

Users    yes    yes     yes      no 

News 
Articles 

   yes    yes     yes      no 
 

News 
Sources 

   yes    yes     yes      no 
 

Predictions    yes    yes     yes      no 
 

 

6. Results and Discussions 
 
6.1 System Performance 
 
The Credibility-Guided Cross-Modal Gating framework has 
been deployed, tested, and demonstrates strong 
performance improvements in multimodal fake news 
detection tasks. 
 
When discussing detection efficiency, the system’s 
automated analysis interface stands out for enabling rapid 
processing of news articles and multimedia content. 
Analysts can review and verify suspicious news items 
within seconds, unlike traditional manual verification 
approaches that required lengthy cross-checking across 
multiple sources. Those manual processes often took 
several minutes due to repeated validation steps. With 
automated multimodal analysis, detection efficiency has 
significantly improved across monitoring operations, 
enabling faster identification of misleading content and 
reducing misinformation exposure on digital platforms [6, 
7]. 

 

The credibility-guided gating pipeline ensures that 
incomplete or misleading modality signals are filtered 
before final classification. Irrelevant or duplicate news 
items are removed efficiently, leading to a noticeable 
reduction in redundant verification tasks. Experimental 
evaluation shows that a large portion of misleading signals 
are suppressed, allowing analysts to focus on credible or 
high-risk misinformation cases. Consequently, the pipeline 
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improves decision-making by presenting cleaner and more 
reliable data for monitoring workflows [6] [18]. 

 

Coordination improvement is also notable through unified 
dashboards that present credibility scores, predictions, 
and content summaries within a single interface. Analysts 
no longer need to switch between multiple verification 
tools, resulting in faster workflow execution and better 
collaboration across monitoring teams. Authorities report 
better awareness of misinformation trends compared to 
previous fragmented systems relying on separate 
communication channels. This centralized coordination 
greatly enhances operational efficiency in misinformation 
control tasks [8]. 

 

Resource optimization within verification teams has also 
improved significantly. By prioritizing high-risk 
misinformation cases, analysts avoid repeatedly examining 
similar or duplicate news content. Teams can identify 
critical misinformation events and allocate verification 
efforts effectively. This approach ensures verification 
resources are used efficiently, helping monitoring teams 
respond quickly and maintain reliable information 
environments across digital news ecosystems [9] [16]. 

 

Table – 3: System Performance Summary of Fake News 
Detection 

            Metric            Observation 

Processing time            < Seconds 

False prediction reduction             ~ 60% 

Dashboard update latency         Near real-time 

Analyst coordination           Unified 

 

6.2 Advantages over Existing Systems 
 
A comparative analysis with existing fake news detection 
approaches highlights several advantages of the proposed 
credibility-guided multimodal framework: 
 

• Compared to text-only detection models: The 
proposed framework integrates textual and visual 
information, reducing misclassification when misleading 
images or incomplete textual cues appear, thereby 
improving overall detection reliability and prediction 
consistency across multimodal misinformation scenarios 
[2].. 

 

• Compared to static multimodal fusion systems: 
Unlike conventional fusion approaches that treat 
modalities equally, the proposed framework dynamically 
regulates modality influence using credibility-guided 

gating, improving robustness when one modality contains 
misleading or manipulated information during 
classification tasks [4]. 

 

• Compared to social context–based detection systems: 
The framework introduces structured multimodal 
credibility validation mechanisms, resulting in improved 
prediction reliability while reducing dependence on user 
interaction patterns during misinformation detection 
processes [5]. 

 

• Compared to manual fact-checking workflows: 
Automated multimodal verification significantly reduces 
analyst workload while providing structured credibility 
assessments, thereby limiting misinformation spread and 
improving response speed during large-scale 
misinformation monitoring events [6].  

 

Table – 4: Comparison with Existing Fake News Detection 
Systems 

 

 
 
Platfor
m 

 
Key 
Features 

 
Limitations 

 
Advantages 
of CG-CMG 

 
 Text-
Only 
 Models 
 

Focus on 
textual 
analysis 

Misses visual 
misinformation 

Combines text & 
images, 
improving 
detection 
consistency 

 
Static 
Multim
odal 
Fusion 

Equal 
modality 
weight  

Fails to adapt to 
misleading cues 

Regulates 
reliability based 
on modality 
credibility 

Social 
Contex
t- 
Based 

Leverages 
user 
interaction 
data 

Heavily depends 
on user behaviour 
patterns 

Validates news 
credibility 
without relying 
on engagement 

Manual 
Fact- 
Checkin
g 

Human 
verification 
processes 

Labour-intensive 
and slow 

Automates 
verification and 
enhances 
processing 
speed 
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6.3 Limitations and Challenges 

Despite the effectiveness of the proposed Credibility-
Guided Cross-Modal Gating framework, several limitations 
and challenges remain that must be addressed in future 
development phases. 

 

Scalability Constraints:The framework may face 
performance limitations when processing very large 
volumes of multimodal news data during peak 
misinformation events. Sudden increases in content 
generation across digital platforms can overload 
processing pipelines and databases. Further optimization 
and distributed deployment strategies are required to 
ensure stable performance, low latency, and reliable 
detection under large-scale misinformation scenarios [20].  

Limited Multilingual Support:The current 
implementation mainly focuses on English-language 
datasets, reducing effectiveness across multilingual 
information ecosystems. Since misinformation often 
spreads in regional languages, multilingual processing and 
cross-lingual credibility assessment are necessary for 
broader deployment. Expanding language coverage is 
essential for improving applicability across diverse digital 
environments..  

Incomplete Contextual Understanding:Although 
multimodal analysis improves detection, the system still 
struggles with sarcasm, satire, and subtle contextual 
manipulation. Advanced reasoning and contextual 
inference mechanisms are not fully integrated, restricting 
accurate interpretation in complex misinformation cases 
requiring deeper semantic understanding [5, 18]. 
Deployment Integration Challenges:Current 
deployment remains largely research-oriented, limiting 
integration with social media monitoring or fact-checking 
workflows. The absence of operational deployment 
frameworks restricts automated alerts, real-time 
intervention, and coordinated misinformation response 
across digital ecosystems [10]. 
 

6.4 Future Enhancements 
 
While the proposed credibility-guided multimodal 
framework supports reliable fake news detection, several 
enhancements are planned to further improve system 
intelligence, accessibility, and operational effectiveness. 
 
Advanced Detection Analytics:Future versions will 
incorporate predictive analytics to forecast 
misinformation propagation patterns, evaluate detection 
performance, and identify emerging misinformation 
hotspots. These analytics will assist monitoring agencies 
in making proactive decisions during large-scale 
misinformation events [16] [18]. 

Crowdsourced Verification Support:A community 
verification module is planned to allow trusted users and 
fact-checkers to contribute validation feedback. This 

feature will improve transparency and strengthen 
collaborative misinformation verification across digital 
platforms. 

Mobile Monitoring Applications:Native Android and iOS 
applications are planned to improve accessibility and 
monitoring efficiency. These applications will support 
mobile news verification, alert notifications, credibility 
tracking, and offline analysis capabilities for analysts [7] 
[10].  

Expanded Platform Integration:Future development 
aims to integrate the framework with social media 
monitoring systems, fact-checking organizations, and 
news aggregation platforms. Such integration will enhance 
coordinated misinformation response and reduce 
detection delays [2] [13]. 

Predictive Misinformation Tracking:AI-based 
forecasting mechanisms are planned to predict 
misinformation spread and support early intervention 
before misleading information reaches large audiences. 

Multi-Language Support:Future versions will include 
multilingual processing capabilities, enabling detection 
and monitoring of misinformation across diverse linguistic 
communities worldwide. 
 

7. Conclusion 
 
This paper presents a Credibility-Guided Cross-Modal 
Gating framework for multimodal fake news detection 
designed to overcome limitations of existing 
misinformation detection approaches. The framework 
improves detection reliability by combining textual and 
visual analysis with credibility-guided gating, allowing the 
system to dynamically regulate modality influence during 
classification. This mechanism enables monitoring 
systems and analysts to obtain clearer credibility 
assessments and supports faster verification decisions 
across digital information platforms where 
misinformation spreads rapidly. 

The proposed system integrates data collection, credibility 
estimation, multimodal fusion, and monitoring workflows 
within a unified architecture. By incorporating contextual 
retrieval and structured validation mechanisms, the 
framework reduces misinformation impact while 
minimizing manual verification complexity. The 
structured data processing pipeline ensures consistent 
handling of multimodal content from ingestion to final 
classification, allowing analysts and monitoring agencies 
to efficiently track misinformation propagation and 
respond to emerging threats in real time across diverse 
social media and news ecosystems. Experimental 
evaluation demonstrates improvements in detection 
efficiency, robustness, and decision consistency compared 
to conventional fusion-based detection methods. Modular 
architecture and scalable deployment design enable 
further expansion through advanced analytics, 
multilingual processing, and integration with large-scale 
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social media monitoring platforms. These enhancements 
will further strengthen misinformation detection and 
support coordinated response strategies for combating 
misleading information in evolving digital ecosystems. 

With misinformation events increasing across online 
platforms, reliable automated detection frameworks have 
become essential for maintaining trustworthy information 
environments. The proposed system offers a practical 
solution capable of supporting analysts, fact-checking 
organizations, and monitoring authorities in reducing 
misinformation spread. By enabling adaptive credibility 
estimation and automated multimodal reasoning, the 
framework supports proactive identification of harmful 
news content and improves operational efficiency within 
monitoring teams working under high information load 
conditions. 

 

Future development will focus on predictive 
misinformation tracking, adaptive learning mechanisms, 
and broader deployment across diverse global information 
networks. Planned improvements include integration with 
fact-checking databases, expansion of multilingual 
analysis, and refinement of credibility scoring models to 
continuously adapt to emerging misinformation patterns. 
Such enhancements will help establish resilient detection 
infrastructures capable of operating effectively within 
rapidly changing communication environments and 
diverse sociocultural contexts worldwide. The credibility-
guided multimodal detection framework therefore 
represents an important advancement toward building 
reliable, scalable, and intelligent misinformation 
monitoring systems capable of supporting digital 
information integrity across rapidly evolving online 
communication environments and helping societies 
respond more effectively to misinformation challenges in 
the future. 
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