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Abstract - The fast and rapid growth of digital
techniques, digital devices, and online platforms these have
led to significance of cyber-related crimes and thefts,
making these digital evidence a critical component in the
modern criminal investigation. The traditional forensic rely
heavily on manual techniques and analysis consuming time,
error-prone and inefficient when dealing to large volumes of
heterogeneous data. This Digital Forensic Detection System
will help us analyze and is an advanced tool designed to
assist law enforcement agencies. The proposed system
focuses more on automating evidences processing through
data pre-processing, machine learning based classification
and feature extraction allowing it to distinguish spam,
suspicious data from non-relevant information and data. It
will use and with the help of Al (Artificial Intelligence) help
creates images when put any descriptive instructions. By
leveraging Al-based detection system and mechanism, it will
help in enhancing the system, increasing investigation
speed, accuracy, and reliability by decreasing the human
dependency. It's proposed approach is to assist law
enforcement agencies, support law and also forensic experts
by providing excellent and efficient, scalable, and intelligent
solutions for the Digital Forensic Detection System.
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1. INTRODUCTION

The increasing dependency on internet-based services and
digital devices have affected in resulting the rapid increase
or rise in cyber related crimes, making digital evidences a
vital and weak component of this modern investigations.
Cyber-crimes such as cyber fraud, data theft, identity
manipulation, unauthorized access, and digital forgery at
larger volumes of all the electronic data that can be used
as potential evidences against one or a person. The main
and one of which is an important domain that rely on
eyewitnesses that can recognize, elaborate, explain and
descript information when an image or video evidence of
the suspect is unavailable. In such cases, facial sketches
play a vital role in helping the forensic and law
enforcement agencies to identify and track the main
culprits.

The traditional forensic sketching require manual process
that heavily depends on the artist skills, experience, and
understanding of forensic. Hence making it more time
consuming, subjective and prone to inconsistencies due to
human memory limitations. With the emerging of digital
technologies, the digital forensic sketching has advanced
too, by acting as an important tool in forensic
investigation.

The development in Artificial Intelligence (Al) and image
processing using the DALL-E technology allowing to open
new possibilities for improving forensic facial sketch
analysis and generation. By this it curates an assistance in
automating the facial processes, reducing human bias, and
enhancing features accuracy. It helps in analysing facial
components such as eyes, nose, mouth and facial
structures, with Al-based systems it will help generate
more realistic and consistent facial sketches better
represent by eyewitness descriptions.

1.1 Objectives

» To create a simple app that produces pictures
based on a description inputted by users.

» To create realistic facial images using Al
technology from text.

» Aiding the police and investigators in the
quicker creation of visual profiles of suspects
or missing persons.

» To increase accuracy and efficiency in
recognizing persons in criminal investigations.

» To offer a facility to help solve crimes or find
individuals quickly.

» To ensure that the application is useful to law-

enforcement and forensic professionals, it is
essential to make it user-friendly and easily

1.2 System Components

The system for digital facial sketching for forensic
identification comprises a number of interconnected units
that work together to provide investigators with a tool for
automatically creating suspect facial sketches from
eyewitness descriptions. The system comprises a user
interface module, where investigators or eyewitnesses are
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able to provide descriptive information like facial type,
eyes, nose, mouth, hair type, and other associated
characteristics. These are then handled by a description
pre-processing module that undertakes standardization
and verification of the information to guarantee its
accuracy and uniformity. The system has a database that
contains a set of predetermined building block units of
faces that are used to automatically create digital facial
sketches. The main module is the intelligent sketch
generation module that applies image processing and
intelligent algorithms to construct faces from the pristine
input information. The system automatically creates a
composite sketch that symbolizes the suspect whose facial
features have been described and used to generate the
sketch. The resulting sketch is then scrutinized and saved
for additional forensic examination or comparison with
any recorded faces. The system brings all these units
immaculately together to avoid hitches and inefficiencies
that may affect the automated sketching of faces.

2. LITERATURE REVIEW

e Facial sketch synthesis has been an intensely
researched topic in forensic analysis, especially in
instances where photographs of suspected
persons are not readily available. The problem in
Random Sampling for Fast Face Sketch Synthesis
proposed an innovative sketch synthesis scheme
that employed random sampling methods to
achieve fast computational complexity in
generating facial sketches. The scheme mainly
targets an improvement in computational speed
and minimizing reliance on manually created
facial sketches needed in forensic analysis.
Nonetheless, it highly depends on the variability
in training samples, and thus any complexities in
facial demonstrations can result in inaccurate
results.

e Application of artificial intelligence in forensic
science has received various considerations in
efforts to improve the investigation efficiency and
accuracy. In the topic "Artificial Intelligence in
Forensic Science,” the application of artificial
intelligence in forensic science through
mechanisms such as machine learning, image
processing, and pattern recognition is discussed
in the context of how such technology can be
employed to assist in forensic investigation
through the automated analysis of forensic
evidence. Even though the topic focuses on the
benefits attainable from the forensic application
of artificial intelligence technology, there are
various challenges outlined in the context of
ethics in  artificial intelligence forensic
applications.

e Deep learning methods have further enhanced
facial sketch synthesis methods. The paper
**Deep Neural Representation Guided Face
Sketch Synthesis** proposes a deep neural
network-based approach, which learns feature
representation to efficiently produce realistic and
detailed facial sketches. Deep neural
representation helps in improving the similarity
between facial sketches and real facial images.
Though it is more accurate, it is expensive in
terms of data requirements and computational
costs, thus hindering it to some extent for
practical use in real-world forensic scenarios.

The literature available on this topic that, despite major
advancements in the synthesis of facial sketches through
artificial intelligence, there is still a need for an effective
solution to this necessary task in the form of a digital facial
sketching system.

3. SYSTEM REQUIREMENTS

Hardware Requirements:

The proposed digital facial sketching system is intended to
be compatible with readily available hardware platforms.
The hardware requirements of this system include an Intel
Core i5 processor or a similar multi-core processor, which
would enable efficient execution of image processing and
artificial intelligence tasks. It would also need a minimum
of 8 GB of RAM to enable smooth execution of various
parallel processes, including data preprocessing, feature
selection, and facial sketching.

Sufficient storage capacity is required in maintaining the
datasets of facial features, the model files, the generated
sketch images, and the system logs. As such, it is advised to
have a minimum of 500 GB SSD storage for faster data
accessibility and better responsiveness of the system.
Though it will be possible to execute the system using the
CPU execution method, having the GPU facility helps in
better system execution using deep learning or text-to-
image models.

Software Requirements:

This proposed system utilizes the integration of some of
the best web development and Al technologies to
effectively realize facial sketch synthesis. The frontend of
the system is developed using HTML5, CSS3 with
Bootstrap, JavaScript, and React.js to provide a responsive,
interactive, and user-friendly interface for eyewitness
description entry. This frontend ensures seamless
communication between users and the backend services.
The back-end is built on Python, ensuring data processing,
model invocation, and the generation of sketches. Natural
language processing models are trained to process
eyewitness textual descriptions into well-structured
parameters in the form of selected facial features. Text-to-
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image and image synthesis models then provide face
sketches based on the inputs received. The system may
leverage shared Python packages and libraries for
machine learning, deep learning, and image processing in
support of model training and inference. Software
architecture so ensures scalability, modularity, and ease of
enhancements in the future.

4. SYSTEM ARCHITECTURE

The design of the digital facial sketching system is
intended to help forensic analysts produce and analyze
facial sketches of suspected individuals. The approach
commenced with the logging into of the system by the
forensic analyst to guarantee authorized use of the system.
Once logged into, the system evaluates if there is an initial
facial sketch of the suspected individual available. In case
there is no initial facial sketch, the user is required to
provide facial feature information such as face type, eyes,
nose, mouth, and other details. Depending on the provided
information, an initial facial sketch is created digitally.

After the rough sketch has been completed, the system
then renders the image in an attempt to create a clearer
digital facial sketch. The sketch can then be exported and
processed further. The system also enables the user to
import a sketch if a rough sketch has been obtained. The
sketch then goes through a feature extraction stage,
whereby key traits on the human face are translated into a
feature space.

The extracted facial features are then matched with the
stored criminal records in a database using a face
recognition module. The module carries out a similarity
analysis between the sketched image and the existing
facial images in the database to help in identification of the
suspect. Lastly, the system generates an output containing
possible results for identification, thereby helping forensic
analysts in the identification stage.

Forensic Experts

Select Face
Features

}_.| Rough Sketch

Render Image

Features
Extraction

Export Sketch

Criminal
Database

Face Recognition

Output

Fig 1. System Architecture Diagram

5. RESULT AND DISCUSSIONS

The system was implemented and tested, and the results
are indicated and well analyzed that it can showcase the
facial sketches with giving accurate and generated
sketches with structured and defined. It displays the
generated image and all the features.

Table-1. System Performance Metrics.

Parameters Values Units
Login Working 99.7% Percentage
0,
Sign In Page 98.3% Percentage
Generate Sketch 3.4 sec Time
Time

Professional Login
[——

aaaaaaa

Fig 2. Login Page

Fig 3. Registration Page
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Advanced Matching
Utilize state-of-the-art machine
leaming algorithms for precise sketch
identfication.

Secure Processing
Ensuing data privacy and security
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Fig 4. Home Page

FACETRACE

Forensic Skeich Example

Innovative Forensic Technology

Bridging the Gap Betwoen Description and kdentification: Our Al-Pawered Forensic Skelch Malching
System Turns Verbal Descrigtions info Actionable Visual Iteligence

Fig 5. Landing Page
6. CONCLUSIONS

This paper, therefore, proposed a digital facial sketching
system to aid forensic investigations in identifying
suspects when photographic evidence is not available. The
proposed system provides an intelligent and structured
approach for forensic experts to create facial sketches
based on eyewitness descriptions. The proposed system
reduces dependence on manual sketching by integrating
digital sketch generation with feature extraction and face
recognition mechanisms, hence improving the efficiency of
forensic investigations.

The architecture provides a practical, user-friendly
environment that enables investigators to generate, refine,
and analyze facial sketches effectively. Using intelligent
techniques will significantly improve the accuracy and
consistency of generated sketches while comparisons are
enabled with existing criminal databases. In general, the
digital facial sketching system proposed in this paper
presents its potential as a valuable tool to law

enforcement agencies by enhancing investigation speed,
reliability, and decision support in criminal cases.
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