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Abstract - This paper presents an Al-based cyber threat
detection system that analyses encrypted network traffic
without the need for decryption. As most modern
communication is now encrypted, traditional security
systems that rely on payload inspection struggle to identify
threats hidden within secure channels. Decrypting traffic
introduces computational overhead and privacy risks,
making it unsuitable for privacy-focused environments. To
overcome this challenge, the proposed system examines
traffic metadata such as packet size, flow duration, timing
intervals, packet rate, and behavioural patterns instead of
inspecting packet contents. A Random Forest machine
learning model trained on the CICIDS dataset is employed to
classify network flows as normal or malicious, including
threats such as DoS, DDoS, Port Scan, Probe, and Brute
Force attacks. Live network traffic is captured using Scapy,
and the extracted metadata is processed in real time to
generate predictions. When abnormal activity is detected,
the system immediately triggers alerts and updates an
interactive web dashboard developed using Flask and
SocketlO, providing visual insights into traffic behaviour,
threat severity, and alert logs. Experimental evaluation
demonstrates that the proposed approach achieves a
detection accuracy of 95%, outperforming alternative
classifiers such as Naive Bayes (86%), KNN (88%), SVM
(91%), and Decision Tree (89%). Performance is assessed
using standard metrics Including accuracy, precision, recall,
F1-score, and detection latency, confirming the system’s
suitability for real-time deployment in encrypted network
environments. By combining Al-driven analysis with real-
time visualization and automated alerting, this work offers
a lightweight, efficient, and privacy-preserving solution for
modern cybersecurity requirements.
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Traffic Analysis, No Decryption Approach, Metadata
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1. INTRODUCTION

Modern network communication relies heavily on
encryption to protect user data, but this creates a challenge
for traditional security systems that depend on inspecting
packet content to identify threats. Since encrypted traffic
hides the payload, techniques such as deep packet inspection
become ineffective, and decrypting data introduces privacy
risks and high processing overhead. As attackers increasingly
exploit encrypted channels, there is a growing need
for security solutions that can detect malicious activity
without accessing sensitive information.

A promising approach is to analyze traffic metadata, such
as packet size, flow duration, timing intervals, and packet
rate, which reveal behavioral patterns even when the
content is encrypted. With the help of machine learning,
these patterns can be studied to classify network flows as
normal or suspicious. Real time dashboards further
support monitoring by presenting alerts and traffic
insights in a visual and easy to understand format.

Based on this idea, the proposed system uses Al to detect
cyber threats in encrypted traffic without performing
decryption. By combining metadata analysis, a trained
Random Forest model, live packet capture, and dashboard
visualization, the system provides an efficient and privacy
preserving solution suitable for modern secure networks.

1.1 Background

Today’s digital world depends heavily on online
communication, and most of this communication is protected
through encryption to keep user information private. While
encryption is essential, it creates a major challenge for
organizations that need to monitor their networks for
harmful activities. When data is hidden inside encrypted
traffic, itbecomes difficult to understand whether the activity
is normal or potentially dangerous. This problem exists
because security teams can no longer see whatis inside the
databeing transmitted, yetattacks still happen through the
same encrypted channels. As aresult, users, companies, and
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online services are all affected, since threats can spread
without being easily noticed. With cyberattacks increasing
every year and more services moving online, the need to
identify suspicious behaviorin encrypted communication has
become more importantthan ever. Areliable way to detect
harmful activity without violating user privacy is now a
critical requirement for modern network security.

1.2 Problem Statement

Modern network traffic is heavily encrypted, making
traditional security systems unable to inspect data and
detect hidden threats. Existing methods that rely on
reading packet content fail under encryption and create
privacy concerns. As attackers exploit this gap, there is a
growing need for a new approach that can identify
suspicious activity in encrypted traffic without breaking
user privacy.

1.3 Objectives

e Todesignand develop a system that can detect cyber
threats hidden within encrypted network traffic
without performing any form of decryption, by
focusing entirely on metadata such as packet size,
timing behavior, and flow characteristics, allowing
the system to identify abnormal traffic patterns with
measurable accuracy while maintaining user privacy.

e To classify network activity into normal and
suspicious categories in real time, enabling the
detection of major cyberattacks suchas DoS, DDoS, Port
Scanning, and Brute Force attempts, and ensuring
that harmful behavior is recognized at the earliest
possible stage for timely intervention.

e To build an automated and intelligent web based
dashboard that provides clear visualization of alerts,
live traffic summaries, and monitoring results,
helping users interpret network behavior quickly,
improving situational awareness, and supporting
faster and more informed security decisions.

e To improve the overall speed, reliability, and
efficiency of threat detection by minimizing manual
effort and avoiding heavy data processing, ensuring
that the system functions as a lightweight, scalable,
and privacy preserving solution suitable for modern
encrypted network environments.

1.4 Scope of the System

The system is designed to be used in environments
where encrypted network communication is common,
including educational institutions, corporate networks, data
centers, and internet service platforms. It can be used by
network administrators, cybersecurity teams, and
organizations seeking privacy preserving threat detection.
The system monitors real time traffic behavior, helping
users identify unusual activity without exposing sensitive
data. While it focuses on major threats such as DoS and
Port Scanning, future versions may expand to handle more
complex attack types and larger network scales. The
system can also be integrated into existing security
workflows to improve visibility in encrypted environments.
Its real world usability lies in offering a lightweight,
automated, and privacy focused approach to threat
monitoring that adapts to modern security needs.

2. Literature Survey

1. Al Driven Encrypted Traffic Threat Detection-
2024

Researchers in this study explore how cyberattacks can be
identified within SSL and TLS encrypted communication
without accessing the actual payload. Their work shows
that machine learning models can recognize unusual
behavior by examining metadata trends such as timing,
flow duration, and packet size. The findings suggest strong
potential for privacy friendly threat detection. However,
the study focuses mainly on experimental results and does
not address real time deployment or integration with
monitoring tools.

2. Privacy Preserving Intrusion Detection Using
Flow Based Features - 2024

This work investigates the use of flow level characteristics
to detect malicious traffic while completely avoiding
packet content inspection. Techniques such as gradient
boosted models and deep learning are used to classify
encrypted flows more accurately than traditional systems.
Although the approach protects user privacy, it is mostly
tested offline and does not include a simple mechanism
for live alerting or operational use in practical
environments.

© 2026, IRJET | ImpactFactor value: 8.315

ISO 9001:2008 Certified Journal |

Page 595



’// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 13 Issue: 01 | Jan 2026

www.irjet.net

p-ISSN: 2395-0072

3. MPAF: Encrypted Traffic Classification with Multi-
Phase Feature Extraction - 2024

This work proposes a multi-phase encrypted traffic
classification framework that extracts behavioural and
temporal metadata features from network flows without
decrypting packet payloads. By analysing traffic patterns
at different phases of a session, the approach improves
detection accuracy compared to traditional single-stage
methods. Although the framework demonstrates strong
classification performance on benchmark datasets, it
primarily focuses on offline analysis and does not
integrate real-time visualization dashboards or automated
mitigation mechanisms, which limits its applicability in
operational security environments.

4. Real Time Cyber Threat Monitoring with Web
Dashboards - 2025

This study highlights how visualization tools can support
cybersecurity analysts by presenting alerts, summaries,
and Al generated insights in real time. Dashboards help
users quickly understand ongoing network behavior and
respond to threats faster. Even so, most existing
dashboards remain separate from encrypted traffic
detection engines and do not provide a unified end to end
system.

5. Machine Learning for Encrypted Network Traffic
Analysis - IEEE Survey

This survey reviews machine-learning techniques for
analysing encrypted traffic using payload-independent
features such as packet size, flow statistics, timing
intervals, and traffic direction. The authors emphasize that
ensemble models, including Random Forest, often achieve
a strong balance between accuracy and computational
efficiency for practical deployments. The study also
discusses challenges related to real-time deployment,
false-positive reduction, and system integration,
highlighting the need for unified solutions that combine
detection, visualization, and automated response—
objectives addressed by the proposed system in this work.

2.1 Existing Cyber Threat Detection
Techniques

Traditional cyber threat detection techniques primarily rely
on examining the actual content of network packets to
identify malicious patterns. The most widely used approach is
signature based detection, where the system compares
incoming traffic with a database of known attack
signatures. While effective for familiar threats, it struggles

with new or evolving attacks that do not match existing
patterns. Another common method is deep packet
inspection, which scans packet payloads to detect harmful
behavior. However, this technique becomes ineffective
when traffic is encrypted, since the system cannot view
the hidden content.

Some tools use rule based detection, where analysts
manually create rules for suspicious behavior, but these
systems require constant updates and expert involvement.
Anomaly based detection attempts to flag unusual patterns,
yet it often produces false alarms and may misinterpret
legitimate traffic as dangerous. As encryption becomes the
default across networks, these traditional techniques face
increasing limitations, making it difficult for organizations to
monitor threats without compromising user privacy or
system performance.

2.2 Limitations in Traditional Monitoring Systems

Traditional network monitoring systems depend heavily
on inspecting packet content to identify threats, which
becomes ineffective when traffic is encrypted. These
systems cannot access hidden payloads, leaving alarge blind
spot that attackers often exploit. They also require frequent
rule updates and manual tuning, making them slow to
adapt to new or unknown attacks. Deep packet inspection
introduces privacy concerns and increases processing
overhead, which limits real time performance. Many
traditional tools detect threats only after an attack has
already occurred, reducing their usefulness in fast moving
network environments. As encryption becomes more
widespread, these limitations prevent conventional
monitoring systems from providing accurate, reliable, and
privacy conscious protection.

2.3 Research Gap Identification

Although several studies explore detecting threats in
encrypted traffic using metadata and machine learning, most
existing approaches are limited to offline experiments and
do not provide real time monitoring capabilities. Many
systems lack an integrated dashboard for visualizing alerts
or supporting quick decision making, which
reduces their practical wusability. Current
techniques also rely on complex or computationally heavy
models that are difficult to deploy in lightweight
environments. Additionally, very few solutions offer end to
end automation, where traffic is captured, analyzed,
classified, and alerted without manual intervention. There
remains a clear gap for a privacy preserving, realtime, easy
to deploy system that can accurately detect threats inside
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encrypted communication while presenting results
through a user friendly interface.

3. System Architecture

The system uses a real-time processing pipeline where
encrypted network traffic is captured and transformed into
metadata for analysis. Relevant features are extracted and fed
into a machine learning model that classifies each network
flow as normal or suspicious. Based on this decision, the
system either logs the activity or raises alerts. These alerts are
visualized on a web dashboard for continuous monitoring.
This approach preserves user privacy while enabling fast and
accurate threat detection.

3.1 Overall System Design
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4. Methodology
4.1 Data Collection:

The system uses two primary sources of data to support
both model training and real time detection. For offline
training, the CICIDS dataset is used, which provides alarge
collection of labeled network flows containing normal
traffic and various cyberattacks such as DoS, DDoS, Port
Scan, and Brute Force. This dataset offers rich metadata
features that help the model learn behavioral differences
between legitimate and malicious traffic. For real time
operation, live network packets are captured directly from
the system’s network interface. These captured packets
contain encrypted traffic, and only metadata such as

packetsize, timestamps, and flow direction is extracted. By
combining a benchmark dataset for model learning with
live traffic for monitoring, the system ensures both
accurate classification and practical deployment in real
world environments.

4.2 Data preprocessing :

Data preprocessing is performed to convert raw network
traffic into a clean and structured format suitable for
machine learning analysis. The encrypted packets
captured from the network contain only metadata, so the
system organizes this information into flow-based records
by grouping packets that share the same source,
destination, and protocol. Missing or inconsistent values
are handled, and numerical fields such as packet size, inter-
arrival time, and flow duration are standardized to
maintain uniformity. The metadata is then transformed
into feature vectors that align with the structure used
during model training. This step ensures that both training
data from the CICIDS dataset and live traffic follow the same
format, allowing the classifier to make accurate
predictions. Proper preprocessing improves model
performance, reduces noise, and ensures reliable real time
detection.

4.3 Feature Extraction :

Feature extraction focuses on converting raw encrypted
traffic into meaningful behavioral indicators that can be
analyzed by the machine learning model. Since the payload
cannotbe inspected, the system extracts only metadatafrom
each packet, including packet size, timestamp, flow
direction, and protocol information. These packet-level
details are then aggregated into flow-based features such
as total packets, average packet size, flow duration, packet
rate, and inter-arrival time statistics. These features
capture how a device behaves on the network rather than
what data it transmits, making them suitable for privacy-
preserving analysis. The extracted features are aligned
with the structure used in the CICIDS dataset to maintain
consistency during training and detection. This step
ensures the model receives accurate and standardized input
that reflects real-world traffic behavior, enabling effective
separation of normal and suspicious network flows.

4.4 Machine Learning:

The machine learning component forms the core of the
system’s threat detection capability. A Random Forest
classifier is selected due to its stability, high accuracy, and
ability to handle complex network behavior patterns. The
model is trained using the CICIDS dataset, which contains
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labeled examples of both normal traffic and various
cyberattacks. During training, the model learns to
distinguish malicious flows by recognizing unique
patterns in metadata-based features such as packet rates,
flow durations, and size variations. Once trained, the model is
deployed in real time to evaluate incoming traffic. Each
processed feature vector from live flows is fed into the
classifier, which predicts whether the flow represents
normal activity or a potential threat. This approach
enables fast, automated decision-making without
inspecting packet content, making the system effective even
when traffic is fully encrypted.

4.5 Threat Classification and Alert System :

After the machine learning model evaluates a flow, the
system classifies the activity as either normal or
suspicious based on the predicted threat level. This
classification is performed in real time, allowing the
system to identify attacks such as DoS, DDoS, Port
Scanning, Probe attempts, or Brute Force activity as soon
as abnormal behavior is detected. Once a flow is labelled as
malicious, the alert system is automatically triggered. The
system generates an instant warning message and sends it
to the user through integrated notification channels, such
as a web dashboard or messaging service. At the same
time, the dashboard updates to display the detected threat,
its source, and the associated confidence score. The alert
system may also initiate automated actions, such as
temporarily blocking the suspicious IP address to prevent
further damage. This combined classification and alert
mechanism ensures fast, accurate detection and
immediate response, supporting continuous monitoring in
encrypted network environments.

4.6 Auto-Blocking Mechanism

The proposed system incorporates an automated IP
blocking mechanism that provides immediate mitigation
against detected cyber threats in real time. After a network
flow is classified by the machine learning model, the
associated prediction confidence is evaluated against a
predefined threat threshold, and flows identified as
malicious trigger an automatic containment response. The
source IP address is dynamically blocked through firewall
rule enforcement, preventing subsequent packets from
reaching protected services. To minimize false blocking and
operational disruption, the mechanism includes safeguard
checks such as allow-listed trusted addresses and exclusion
of private network ranges. All blocking actions are recorded
with timestamps, predicted attack categories, and
confidence scores for auditing and forensic analysis, while
the integrated dashboard visualizes these responses

instantaneously. This automated and controlled response
framework significantly reduces reaction time to active
attacks and strengthens overall network security posture.

Fig 4.5.1: Alert System through Telegram.

Pseudo-code:

BEGIN

Capture incoming network packet
Extract packet and flow features Send
features to trained ML model

Receive predicted_label and probability

IF predicted_label = "Malicious" OR probability = Threshold
THEN

IF source_ip NOT IN Allowlist AND source_ip ISNOT Private_IP
THEN

IF source_ip NOT IN Recently_Blocked_List THEN Generate
firewall rule to block source_ip

Store source_ip, timestamp, and reason in database Add
source_ip to Recently_Blocked_List

ENDIF
END IF
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6. Results and Discussion

6.1 Algorithm Performance Comparison

To justify the selection of an appropriate machine learning
model for intrusion detection, a comparative analysis was
conducted among multiple classification algorithms. The
performance of Naive Bayes, K-Nearest Neighbors (KNN),
Support Vector Machine (SVM), Decision Tree, and Random
Forest was evaluated based on detection accuracy using the
same dataset and feature set. This comparison helps in
identifying the most effective algorithm for real-time
intrusion detection and prevention.

Accuracy Comparison of Machine Learning Algorithms for Intrusion Detection
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Fig: 6.1 Accuracy Comparison of Machine Learning
Algorithms for Intrusion Detection

Fig. 6,1 presents the accuracy comparison of various
machine learning algorithms used for intrusion detection.
Among the evaluated models, the Random Forest classifier
achieves the highest detection accuracy of 95%,
outperforming Naive Bayes, KNN, SVM, and Decision Tree
algorithms. The improved performance of Random Forest
can be attributed to its ensemble learning approach, which
combines multiple decision trees to reduce overfitting and
enhance generalization. Additionally, Random Forest
efficiently handles high-dimensional network traffic data and
noisy features, making it highly suitable for real-time
intrusion detection systems. Based on this comparative

analysis, Random Forest was selected as the core
classification model for the proposed system.

6.2 Classification Performance Evaluation

The proposed Random Forest-based intrusion detection
system was evaluated using a merged dataset comprising
approximately 2.83 million network flow records
collected from multiple traffic scenarios, including benign
activity and diverse attack types such as DDoS, DoS
variants, Port Scan, brute-force attacks, and web-based
exploits. A subset of six statistically significant flow-level
features—Destination Port, Flow Duration, Total Forward
Packets, Total Backward Packets, Flow Bytes/s, and Flow
Packets/s—was used for training and testing after
preprocessing.

The experimental results demonstrate an overall
detection accuracy of 99.45%, highlighting the strong
discriminative capability of the proposed approach even
when operating solely on traffic metadata. As shown in
the confusion matrix, the classifier achieves near-perfect
recognition of major attack categories such as DDoS, DoS
Hulk, Port Scan, FTP-Patator, and benign traffic, each
attaining precision and recall values close to unity.

However, comparatively lower performance is observed
for rare classes such as Web Attack-Brute Force, Web
Attack-SQL Injection, and Web Attack-XSS due to severe
class imbalance in the dataset. Despite this, the weighted
average F1l-score remains 0.99, confirming that the
system maintains robust performance across large-scale
traffic conditions. These results indicate that the proposed
metadata-driven Random Forest model is highly effective
for real-time cyber-threat detection in encrypted network
environments.
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Fig. 6.2: Confusion Matrix for Multi-Class Intrusion
Detection Using Random Forest
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Conclusions

The proposed system demonstrates an effective approach
for detecting cyber threats in encrypted network traffic
without relying on packet decryption. By focusing on
metadata analysis and machine learning, the systemis able
to identify abnormal behavior while preserving user privacy
and avoiding the overhead of traditional inspection methods.
Real time classification, automated alerting, and an
interactive dashboard provide continuous visibility into
network activity, allowing users to respond quickly to
suspicious events. The combination of live monitoring and a
trained Random Forest model ensures reliable detection
across multiple attack types. Overall, the system offers a
modern, lightweight, and practical solution that enhances
network security in environments where encryption is
widely used, and it lays the groundwork for further
improvements in intelligent, privacy-conscious threat
detection.
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Fig. 6.3 illustrates the receiver operating characteristic
(ROC) curves obtained for the proposed Random Forest-
based intrusion detection system. Both micro-average and
macro-average ROC curves achieve an area under the
curve (AUC) of 1.00, indicating excellent class separability
and highly reliable discrimination between benign and
malicious network flows. The near-perfect ROC
performance demonstrates the effectiveness of metadata-
driven feature extraction combined with ensemble
learning for encrypted traffic analysis. These results
further confirm the suitability of the proposed system for
real-time cyber-threat monitoring and prevention.
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