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Abstract - Face recognition is a smart and modern way to protect vehicles. Rather than depending on keys or passwords that 
can easily go missing or be misused, this system simply recognizes the person’s face to give access. This makes it much harder 
for anyone else to get into or start the car. Only people who are recognized and approved can access the vehicle, which adds a 
strong layer of security. It also makes things easier for the owner, since they don’t have to carry or remember anything extra. As 
technology continues to grow, face recognition will likely become a regular and trusted feature in many cars. 
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1.INTRODUCTION 

Imagine your car knowing your face like a trusted friend. That’s the idea behind a face-recognition security system in vehicles. 
You don’t have to search for a key or remember a password—your face does all the work. When you approach the car or settle 
into the driver’s seat, a tiny camera near the door or dashboard takes a quick look at your face. It then checks to see if it 
matches a face it already has stored. If it sees a match, the car opens up and prepares to start. If it doesn’t recognize your face, 
the car stays locked and might send a message to the owner that something’s not right. 

This isn’t just a cool tech feature—it actually makes your car more secure. Since your face is unique, it’s much harder for 
someone else to get access or drive away without permission. 

2.LITERATURA REVIEW 

 Tipparti Anil Kumar, Y Prithvi Murthy , Ch Yashwanth Goud ,N Harsha Vardhan says that facial recognition to unlock 
and start cars, replacing traditional keys for better security. The system works by recognizing the driver's face using 
computer vision, even in low light, and includes features to prevent hacking or spoofing. Unlike RFID or fingerprint 
systems, which can be hacked or damaged, this facial recognition system is a secure, practical solution for car access. 
Tests show it is reliable and efficient. 

 Prof. Pranali Langde,Nikhil Dharpure,Kanchan Bashine,Snehal Bhowate,Poonam Gajbhiye,Samiksha Paidlewar says 
that As car thefts increase, a new vehicle security system uses face detection to prevent unauthorized access. When a 
person sits in the driver's seat, a hidden camera captures their face and checks it against a stored image. If the face is 
unrecognized, the system sends an alert with the person's photo to the owner and keeps the ignition locked. If the 
person is verified, the ignition unlocks, allowing the car to start. This system offers a real-time, effective solution to 
protect vehicles from theft. 

 Chandan A D, Chiranth Gowda A B, Sanju M G, Umme Javeriya R, Shilpa R says that With thefts and fraud on the rise, 
there’s a need for better security systems. The proposed face recognition system only allows authorized people to 
access the vehicle or area, blocking anyone else. It’s more accurate and efficient than traditional security methods like 
keys or alarms, offering better protection against theft and fraud. 

 Ms. E. Devisri, N.Lahari chowdary, M.Mahesh Babu, T. Naveen Kumar, E. Purushotham says that The vehicle security 
system uses a camera to check the driver’s face. If it matches an authorized person, the car starts, and the owner gets a 
location update. If the face doesn’t match, the car stays off, and the owner is alerted with the car’s location. It can 
manage multiple drivers and cars, offering extra security by tracking the vehicle and sending alerts if someone 
unauthorized tries to use it. 
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 Tanishq Harit,Utsav Agarwal,Utkarsh Singh says that car security system that uses facial recognition to ensure only 
authorized people can access and start the car. The system is built with an Arduino Uno and programmed using 
Python. It has two stages of facial recognition: one for unlocking the car and another for starting the engine. If someone 
unauthorized tries to access the car, the engine stays off, and the owner gets an email alert. The system uses hardware 
like the Arduino, motor driver, and motors, showing that it works effectively in real-world situations to keep the car 
safe. 

3.BLOCK DIAGRAM 

Think of this system like a team working together to protect your car, with the Raspberry Pi 4 acting as the brains of the 
operation. Right in the middle of everything, the Raspberry Pi 4 quietly handles all the tasks, staying calm and steady thanks to 
a smooth 5V power supply. It's like the steady mind of the whole setup—calm, alert, and always in control, just as long as it’s 
getting the right kind of power to keep it going without a hitch. 

Fig.Block diagram  

That 5V doesn’t come naturally—it’s carefully adjusted from the car’s rough 12V battery, which can spike or dip depending on 
the engine and electronics. 

This consistent, dependable power is crucial—without it, the system could crash, freeze, or start malfunctioning whenever the 
car’s voltage fluctuates, causing a range of issues, which would make it totally unreliable when you're actually out on the road. 

To the left, a small camera is plugged straight into the Pi, always watching and ready to recognize the driver’s face. The moment 
it sees someone, the Pi jumps into action, using software like OpenCV to scan and confirm identity. If the face is a match, the Pi 
sends a signal through its pins to a relay—think of it as a quiet electrical gatekeeper. That relay does the hard work by 
supplying power to the door motor, which unlocks the latch or lets the ignition start. 

On the right side, the system has a simple 16×2 LCD screen to communicate with the driver. It displays useful messages like 
“Scanning Face” or “Welcome, Access Granted,” so you always know what's happening.” so you’re never left wondering what’s 
going on. Just below that, a 4×4 keypad gives you a backup way in—perfect for those times when the camera can’t recognize 
you in the dark or if you're wearing sunglasses. If the system doesn’t recognize your face, no problem—just enter your PIN, and 
the car will unlock like it usually does. 

All of these parts—the camera, display, keypad, and motor—are connected through the Pi’s pins and ports, with everything 
running through that one small computer. All these parts work hand in hand to build a clever yet straightforward security 
setup. It knows who you are, keeps your car safe, and makes getting in feel smooth and easy—like the car is personally 
welcoming you. 

4.RELATED WORK DONE 

Over the years, car experts and tech developers have tried many ways to keep vehicles safe. Keys, remotes, and PINs have been 
the go-to security methods for years, but they’re not without their flaws—anyone can lose them, copy them, or hack into them. 
They can be lost, copied, or hacked. 
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To fix this, researchers began looking into using things like your face as a way to unlock and start cars. Some early systems, 
such as FaceID-based car access, showed that face recognition could be both safe and easy to use. A few high-end car companies 
have even started  putting this technology into their new models, showing that it’s not just an idea for the future—it’s already 
happening. 

Researchers have also worked on making the technology better in different lighting, angles, and conditions, so it works well in 
real life. These developments have set the stage for the next generation of car protection—smarter, safer, and built for everyday 
use 

5.Flowchart 

As soon as the vehicle is powered on, the facial recognition system springs into action, scanning for anyone approaching. It’s 
ready to identify and respond to whoever comes That image is then scanned, and the system tries to match the face with the 
ones it already knows—like the owner or someone who’s been given permission to use the vehicle. If there’s a match, the car 
welcomes them by unlocking the doors. But if it doesn’t recognize the face, access is blocked and the car stays locked tight. It’s a 
smart way to make sure only the right people get in—no keys, no buttons, just a quick look. 

 

Fig -2:Flow-Chart 

6.ALGORITHM 

1. Start the system and initialize all components. 
2. Check if motion is detected. 
3. If no motion is detected, recheck the status. 
4. If motion is detected, run the face recognition algorithm. 
5. Determine if the recognized person is authorized. 
6. If the person is authorized, start the motor. 
7. If the person is not authorized, it will stay locked. 
8. End the process. 
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7. RESULT 

 

Fig -3:Known  Person 

When a familiar face is recognized by the vehicle's security system, it means the system has successfully matched the person’s 
face with one that’s already stored in its database. In other words, it’s someone the system recognizes—maybe the owner, a 
family member, or someone who’s been trusted to use the car. Once the match is confirmed, the system may automatically 
unlock the doors, display the message known person is detected and engine is start. 

 

Fig -4:Unknown Person 
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When a unfamiliar face is recognized by the vehicle's security system, it means the system has not matched the person’s face 
with one that’s already stored in its database. Once the unmatch is confirmed, the system may automatically lock the doors, 
display the message unknown person is detected and engine is not start. 

8. CONCLUSIONS 

Face recognition is a clever and reliable way to keep cars safe. Rather than depending on keys or passwords that could be lost 
or stolen, the system simply recognizes your face to allow access. This makes it much harder for anyone else to unlock or start 
the car. It also means the owner doesn't have to carry extra items or remember complicated codes.As cars continue to evolve 
with new technology, using your face to unlock and start It will likely become a common and dependable part of car security. 
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