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ABSTRACT-Counterfeit notes are a growing issue that
damages economic stability and destabilizes financial
institutions around the world. Conventional methods of
detecting counterfeit banknotes, being mostly visual, are
not only time-consuming but also susceptible to human
error. For the ordinary individual in everyday life, there is
typically no means of checking a currency note's
authenticity, making them more susceptible to fraud and
financial loss. This problem requires a solution that is
feasible and economically viable to allow all, professionals
or not, to easily identify the counterfeit notes. To solve this
urgent problem, we present an advanced Counterfeit
Currency Detection System that integrates YOLOvS's
ability to detect the prominent security features on
banknotes and CNN (mobileNet V2) in identifying whether
they are genuine or counterfeit. Our system is tailor-made
for Indian rupee values of 500, 200, and 100 with the
purpose of creating a standardized, real-time platform for
examining the security features that characterize
authentic notes from the counterfeits. Through the use of
advanced deep learning methods, this system is sure to be
precise and effective and thus an effective tool for
identifying counterfeits. To be user-friendly and accessible,
the system has a facility of audio feedback for blind
individuals who can use its services. Given its emphasis on
reliability, accessibility, and efficiency, this solution
empowers individuals and communities by minimizing
their potential to become victims of counterfeit money,
thus leading to a secure financial system.

Keywords-Computer Vision, Counterfeit Currency
Detection, Indian Currency, MobileNetV2, Real-Time
Classification, Security Features, YOLOv5,Audio
Output.

1.INTRODUCTION

Identification of money has the most significant use of
computer vision, that is, identification and verification of
a country's bank notes. Counterfeit currency is defined
as “imitation banknotes produced without legal sanction,
designed to replicate genuine currency”(Interpol, 2023)
refer [17]. Because of globalization and increased cross-
border transactions, currency exchange across countries
has become rampant, hence calling for safe means of

identifying and verifying different currencies.Banknotes
must be recognizable from both sides, even if they are
damaged or torn, by these identification systems. The
world is replete with money, and all of them have
different patterns, texture, and size, hence identification
is not a simple task, particularly for foreign exchange
workers. Physical handling of money is prone to
numerous risks such as misidentification and physical
wear and tear. Having this in mind, the demand for
automated systems that can identify and authenticate
money effectively with minimal human interference is
increasing.

One of the major challenges faced by global economies,
including the Reserve Bank of India, is the increasing
circulation of counterfeit currency (Reserve Bank of
India, 2023) [21]. Every year, huge quantities of fake or
torn currency are found, and this creates immense
problems for the banks. Although electronic transactions
are on the increase, physical currency is still
indispensable for day-to-day transactions. The systems
used to identify banknotes are not always efficient,
especially in shopping malls and banks where
transactions take place frequently. The necessity of an
effective, automated system to identify fake money has
become urgent. The development in imaging
technologies and machine learning offers the scope to
create systems that are effective in determining the
genuineness of banknotes, decreasing fake currency
circulation and maintaining the validity of financial
transactions

The core purpose of the current research work is to
engineer and develop an efficient currency detection and
verification system that can determine authentic and
forged banknotes. The system would look to dig out
prominent banknote security characteristics such as
numerals, security thread, Guarantee clause, Ashoka
Emblem and RBI logo and then try labeling them as fake
or real in the most apt way possible. Using a deep
learning object detection model, the system will then be
able to recognize such features even on torn or creased
banknotes.
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2.LITERATURE SURVEY

The study “ Indian Currency Note Recognition System
using YOLOv3 Methodology” by Wafia Rarani, Vrushabh
Rode, Chaitali Mahatme, Dhiraj Chavhan, Prof. Kalyani
Gholap-. (2021) see [1] which introduces the detection of
fake currency using YOLOv3, which is highly efficient in
the detection of tiny objects like security marks in Indian
currency. 310, 50, X100, X200, X500, and %2000 are fed
into the system through a 78-image database.The image
processing techniques are tuned and the database is
resized according to YOLOv3's requirement. It trains the
model for 6000 epochs in a grid pattern to search for
security features on many different scales. It is efficient
when it is dealing with small data, but the system is slow
in training, too image data dependent, and has low data
generalization problems. Although it is good, it is very
slow and inaccurate in comparison to other state-of-the-
art models.

Building upon the challenges of YOLOv3 the research
“YOLOv5-Based Web Application for Indian Currency
Note Detection” by Sree Ashrit Dande, Gowtham Reddy
Uppunuri, Dr. Ajay Singh Raghuvanshi (2022) see [11]
presents a YOLOv5-powered web-based Indian currency
detector. A dataset of various denominations was
collected, augmented, and annotated before model
training with a 70-30 train-validation split. The model
was trained on an image size of 416, 30 epochs, and
batch size of 32. Images are processed with a back-end
on Flask, and a front-end is presented using HTML, CSS,
and JavaScript to offer an interface-friendly
structure.The model was very accurate with precision
and recall of more than 0.99 for the majority of the
denominations. The model has its limitations with its
dependency on the GPU, limitation of data, and use in
varying lighting conditions. The web application is
biased towards visually impaired users using auditory
feedback for improved usability and accessibility.

Shifting from YOLO based approaches the paper “Fake
Currency Detection Using Convolutional Neural
Network” by Ayush Antre, Om Kalbhor, Pratik Jagdale,
Ganesh Dhanne, Prof. Nilesh R. Sonawane (2023) see [7]
utilizes CNNs to determine whether Indian currency is
genuine or counterfeit. The 377 image dataset (X10-
X2000) was recorded through mobile phones, 307
training images, and 70 testing images. Pre-processing
consisted of grayscale, Gaussian blur, edge detection, and
binary.Four-layer convolutional CNN, ReLU activation,
and max-pooling were employed to extract hierarchical
features. Binary cross-entropy loss and 1le-4 RMSprop
learning rate were used for training the model. System
accuracy was 92.31% with real-time processing being
appropriate for banks and retail. It is very accurate and
highly dependent on pre-stored environments and
images. A GUI-friendly interface was suggested for ease
of use.

Yet another CNN based technique is proposed “The Fake
Currency Detection using CNN” by Mr. M. Abishek, Mr. B.
Kavin, Mr. B. Raj Kumar (2020) refer [12] uses CNNs for
identifying fake money using texture and shape features
in images. Preprocessing involves grayscale, resizing,
edge detection, and noise removal for enhancing the
quality of data. The model detects bills with 80%
accuracy, though  performance  differs  with
datasetsAutomation simplifies detection, though the
model detects full notes rather than individual security
features. If it were to be implemented within a mobile
app, then it would be more readily accessible. The
problem of noise sensitivity and overfitting, however,
must be addressed.

Taking a hybrid approach “The Hybrid Al Approach for
Counterfeit Currency Detection” by Dr. Franciskus
Antonius, Jarubula Ramu, Dr. P. Sasikala, Dr. ]. C. Sekhar,
Dr. S. Suma Christal Mary (2023) see [13] which uses
GANs, CNNs, RNNs, and African Buffalo Optimization
(ABO) to implement effective forgery detection.
Synthetic images of the bills of forgery are developed
using the training with GANs, whereas decisions are
made on complex patterns by CNNs. ABO supports
feature extraction and lowering computation load,
whereas RNNs decide on originals or otherwise.Self-
contained and real-time detection enable efficient
advantage in case of high-traffic. Accuracy, however, is
based on data quality, but the ease of integration is
within the technical realm. By integrating Al techniques,
the hybrid architecture adds to the economic security of
the fake currency and restricts human error.

A varying view is given in The CNN-Based Counterfeit
Currency Detection with ResNet-Sonali Kanawade,
Sammad Jangade, Abhishek Mane, Tejas Kurne, et al.
(2024) view [14]. This research reviews the use of resets
in identification of currency currency through analysis of
the complicated characteristics of banknotes.The data
were systematically divided into training, validation and
test rates to provide balanced learning. The power of the
model was assessed using accuracy, accuracy, recall, and
F1 scores.This system performs well when you identify
counterfeit products with 82% accuracy, 82% accuracy,
and 84% recall. But faith in good data and heavy
computing is a drawback. Even with its flaws, residual
detection is a promising way to enhance financial
security.

Finally the Real-Time Fake Currency Note Detection
Using Deep Learning - AlexNet- M. Laavanya, V.
Vijayaraghavan (2019) see [15] employs AlexNet for
transfer learning to identify forgeries of currency,
specifically security threads in banknotes. It was also
trained on 100 images per note for real-time
authentication. One scans all notes in three seconds,
which is within the usage range where there is
immediate need for instant authentication.It works since
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it is 81.5% effective when authenticating real notes and
75% effective when authenticating counterfeits. These
reliance on good data and less feature extractions are
constraints. The dataset and incorporating additional
security markers can be augmented to make it more
accurate and reliable for broader usages.

3.METHODOLOGY

The proposed system is highly advanced in detecting
fake Indian currency based on modern techniques in
computer vision and deep learning, such that currency
notes are classified as either real or fake. The proposed
system uses a two-stage approach, first, YOLOvV5 to
detect denominations and key security features, then a
CNN for classification. The system improves accuracy
through attention to detail such as the Ashoka Emblem,
Devanagari Script, Security Thread, Serial Number,
Reserve Bank of India Inscription, Promise Clause, and
Denomination Numeral (100, 200, 500). The interface is
simple and easy to use with easy image input and
immediate results via visual and audio feedback.

3.1. Dataset Description:

To validate the model in question, we collected a dataset
of 925 images of real and counterfeit Indian currency
notes of 100, 200, and 500 INR. The dataset is generated
using Roboflow and is split into 840 images for training
and 85 images for testing/validation.Taken by a mobile
phone with changing lighting conditions and angles, it
makes the model more robust. Real notes were gathered
naturally and annotated, and forged ones were imitated
by omitting the characteristics such as the Devanagari
script, Ashoka emblem, and security threads using
Picsart

Fig-3.1.Sample real and fake currency images

3.2. Security Features

The features that we have included in this project are as
follows:

a. Ashoka Emblem:

The Ashoka Emblem, based on the Lion Capital of
Ashoka, is a key symbol of India’s sovereignty. It features
four lions and the Ashoka Chakra beneath them. It is
placed on the front of the note, typically on the right side
near the watermark window. The fine detailing and
embossing make it difficult to replicate, serving as a
distinct feature to identify genuine currency.

b. Devanagari Script:

The Devanagari script is used for printing the
denomination of the currency note in Hindi. It is printed
on the left-hand side of the note. The intricate design is
hard to copy, adding an extra layer of authenticity to the
currency.

c. Security Thread:

The security thread is a visible, embedded strip running
through the note, often displaying color-shifting
properties or microprinting. It runs vertically along the
right-hand side of the note. Embedded during the paper-
making process, it is difficult to replicate and may
include UV-reflective properties.

d. Serial Number:

Each note has a unique serial number consisting of
alphabetic characters and digits. It is found on the top
left and bottom right of the note. The serial number
helps track and differentiate each note, providing a
unique anti-counterfeit measure.

e. Promise Clause & Governor’s Signature:

The stamp and the signature located just to the right of
the security thread on Indian currency notes belong to
the Governor of the Reserve Bank of India and are part of
the Promise Clause and the Guarantee Clause. It is placed
to the right of the security thread and below the
"Reserve Bank of India" inscription. The Governor’s
signature is printed with precision, and the ink used has
unique properties, making forgery difficult.

f- Reserve Bank of India Inscription:

The "Reserve Bank of India" inscription signifies the
issuing authority of the currency and is printed in a
standardized font to prevent counterfeiting. It is printed
at the topmost right corner of the note. The fine
detailing, uniform font, and specific ink properties
enhance security, preventing duplication.
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g- Denomination Numeral (100, 200, 500):

The denomination numeral represents the currency’s
value and is printed in a distinct font and ink style for
easy recognition and security. It is written on the right
side of the note. The unique font style, ink pattern, and
size variation contribute to its anti-counterfeiting
properties, making it easy to verify genuine currency.

Fig 3.2. Security features considered

3.3. YOLOV5

YOLOVS5 is an extremely effective object detection model
that can run on images in real-time and detect and
localize several objects in the scene simultaneously. The
abbreviation "YOLO" means "You Only Look Once,"
which is the name assigned to the property that the
model must only look at the image once to make
predictions of object locations and classes. YOLOVS5 is an
advanced object detection model that builds upon the
success of previous YOLO versions, introducing new
features and improvements to enhance performance and
flexibility. Designed to be fast, accurate, and user-
friendly, YOLOv5 is implemented in the PyTorch
framework, which facilitates development efficiency and
deployment capabilities.(Pytorch) refer [19]. The
YOLOv5 model divides an image into a grid and makes
predictions of bounding box and class probabilities for
each region. It is very fast as opposed to other object
detection models that make over one pass or need
region proposals. Unlike the conventional method of
employing pre-defined anchor boxes for object position
predictions, YOLOv5 does away with this limitation and
therefore enables a more agile and responsive detection
process.

3.4.Convolutional Neural Network (MobileNet
V2)

The proposed Counterfeit Currency Detection System is
implemented with a transfer learning scheme based on
MobileNetV2 as the backbone feature extractor, to which
fine-tuned proprietary classification layers are trained
from a multi-class currency dataset. Pre-trained in
ImageNet, MobileNetV2 extracts spatially high-level
features efficiently through its 17 bottleneck residual
blocks, depthwise separable convolutions, and 1x1

pointwise convolutions, hence it is light and efficient to
use in mobile and embedded devices. A custom head for
classification with a Global Average Pooling layer, a 256
ReLU-activated units Dense layer, a Dropout layer of rate
0.5 to avoid overfitting, and a final Dense layer of six
softmax-activated units is used for classifying into six
classes: Real and Fake denominations of Rs. 100, Rs. 200,
and Rs. 500. The whole model is fine-tuned with an
extremely low learning rate (0.00001) using Adam
optimizer and categorical cross-entropy loss, and a
ReduceLROnPlateau callback for adaptively reducing the
learning rate. The resized 400x400 pixel images scaled
between 0 and 1 are inputted in batches of 32 to train
and validate. The approximately 2.59 million trainable
parameter structure possesses low computational
complexity at high real versus fake -currency
discrimination accuracy, thus suitable in resource-
limited, real-time settings.
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Fig 3.3. MobileNet V2 Architecture see[16]
E. User Interface:

The proposed system is front-end activation of the user
interface of laptops and mobile phones. The HTML, CSS,
and JavaScript coded interfaces provide a comfortable
experience. It also comes with a live camera feature that
allows users to take photos of currency instructions to
instantly review their reliability. To get more
inclusiveness, the system also provides audio feedback
that can be used by visually impaired users. This friendly
configuration  provides excellent and accurate
recognition of counterfeit products with a friendly
approach to a large group of users.

© 2025,IRJET | ImpactFactor value: 8.315

IS0 9001:2008 Certified Journal | Page279



International Research Journal of Engineering and Technology (IRJET)

IRJET Volume: 12 Issue: 05 | May 2025

www.irjet.net

e-ISSN: 2395-0056
p-ISSN: 2395-0072

4. WORKING SYSTEM

The proposed system operates through a series of well-
defined stages, combining computer vision and deep
learning techniques to ensure precise detection and
classification of Indian currency notes. Each stage plays a
critical role in transforming raw input into actionable
insights.

4.1.System Overview
a. Input Stage

The system starts with the user uploading an image of a
currency note through a user-friendly front-end
interface. Once wuploaded, the image undergoes
preprocessing steps such as resizing, normalization, and
format standardization to ensure compatibility with the
YOLOvV5 detection model see[20]. The system is designed
to accept images in various resolutions and orientations,
automatically aligning them for optimal detection
performance.

b. Detection Stage

At the core of the detection stage is the YOLOv5 model ,
trained to identify Indian currency denominations and
key security features. This stage involves denomination
detection, where the model classifies the note as INR100,
INR200, or INR500 using bounding boxes. Additionally,
it performs security feature detection by identifying
critical elements such as the Ashoka emblem, Devanagari
script, numeral fonts, and the security thread. The model
outputs bounding boxes and confidence scores for each
detected object, marking their location and likelihood of
accuracy.

Fig 4.1. Training Batch

Figure 4.2. Validation Batch

c.Classification Stage

Once the features are detected, the system transitions to
the classification stage, where each detected feature is
cropped and analyzed using a Convolutional Neural
Network (CNN) based on MobileNet-V2. MobileNetV2 is
a deep learning model optimized for mobile devices
(Sandler et al. 234) see[18].The CNN evaluates the
integrity of each feature, assessing key elements to
determine whether they match genuine currency
characteristics. Using these evaluations, the model
calculates the likelihood of the currency being genuine
or counterfeit. Designed for robustness, the classification
model accounts for variations caused by wear and tear,
lighting conditions, and slight misalignments, ensuring
reliable performance across different scenarios

d.Output Stage

After detection and classification, the system compiles
the results into a user-friendly format. Visual feedback is
provided by a label with the classification result (e.g.,
"Real" or  "Fake"),accuracy @and note type
(e.g.INR100,INR200,INR500) is displayed prominently.
Additionally, audio feedback is included, offering a
summary of the results in both English and Hindi to
enhance accessibility and user experience.
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Fig 4.3. Architecture of Proposed Model

© 2025,IRJET | ImpactFactor value: 8.315

ISO 9001:2008 Certified Journal | Page 280



’,/ International Research Journal of Engineering and Technology (IRJET)  e-ISSN: 2395-0056

JET Volume: 12 Issue: 05 | May 2025

www.irjet.net

p-ISSN: 2395-0072

QSTART)
MAGE ACQUISITION:
Collect image of real and

fake notes with security
features

¥

DATA PREPARATION

IMAGE

DATA

ANNOTATION DATA SPLITTING
Denomination, AUGMENTATION Train,vabdation,test

P
Security, Feature Rotation,Scaling etc.

MODEL TRAINING
Denomination,
Detection
YOLO-vE

l

MODEL TRAINING
Security Feature
detection YOLO-VE

!

MODEL TRAINING
NN to classify into
fake and real notes

!

Display Result with
audio output

i
(- EN Dﬂ\}

Fig 4.4.Workflow of proposed model
4.2.Hardware and Software Requirements

The System requires a well-equipped hardware and
software setup for optimal performance. For hardware,
an Intel i5/i7 processor (11th generation or higher) is
recommended to ensure smooth execution, along with
16 GB RAM to handle computational tasks efficiently. A
256 GB SSD or more is advised for faster data storage
and quick access. While a dedicated GPU such as the
NVIDIA GTX/RTX series is optional, it can significantly
speed up model training and inference. The system
should run on Windows 10/11 or higher for
compatibility with the required software.

On the software side, Roboflow is used for dataset
creation and annotation in the YOLO format. The
detection and classification of counterfeit currency rely
on YOLOVS5 for object detection and feature extraction,
while MobileNetV2 (CNN) is employed for classification.
The web application interface is built using Django,
ensuring a robust and user-friendly platform.
Development is carried out in Google Colab and VS Code,
providing flexibility in model training and coding. The
entire system is implemented using Python (version 3.7
or higher) to integrate various components seamlessly.

5. IMPLEMENTATION DETAILS
Laptop Ul:

AUTHENTINOTE

Fake Currency Detection

Fig.5.1 Ul of Home Screen

AUTHENTINOTE

Detection Result

Analysis Report

Fig.5.2 Result page

Mobile Ul:

AUTHENTINOTE

Fake Currency
Detection

Upload an image or take a photo to
verify your currency.

choose File  NO file selected

Detect
Ta ke phOto

Fig. 5.3 Ul of Home Screen
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6. EXPERIMENTAL RESULTS

The performance of the proposed Counterfeit Currency
Detection System is strong in general with 92% training
accuracy for six classes- Real and Fake Rs. 100, 200, and
500 values. The system is highly accurate, precise, and
possesses good Fl-scores, particularly for upper
denomination classes like Fake 500, which recorded a
flawless 1.00 across all the measures and relatively low
values were registered for Real 100 (0.73), showing the
need for improvement of this class. Also, we created an
untested test dataset with 11 images per class. While
undergoing testing, the system recorded high accuracies
for the majority of the classes like Real 500 (98.34%),
Fake 200 (97.25%), and Fake 100 (96.09%), while Real
200 and Fake 500 also recorded almost perfect ones.
Real 100 recorded a low accuracy of 59.18%, evidencing
still inability to identify this denomination. The
Weighted Average and Macro-Average scores of around
0.89 for Precision and F1-Score reflect the excellent
balance in performance across the classes. The confusion
matrix further reflects the system's classification
effectiveness, which points out that even though the
model correctly identifies most denominations all the
time, its calibration for lower denominations such as
Real 100 can further enhance its overall robustness and
accuracy.

Table 1:. Performance Metrics for untested test set

DENOMINATI PRECISI | RECALL F1- SUPPORT
ON ON SCORE

Real 100 0.73 0.73 0.73 11

Real 200 0.85 1.00 0.92 11

Real 500 0.79 1.00 0.88 11

Fake 100 1.00 0.73 0.73 11

Fake 200 1.00 0.82 0.90 11

Fake 500 1.00 1.00 1.00 11

Accuracy 0.89 66
Macro- 0.89 0.88 0.89 66
Average

Weighted 0.89 0.88 0.89 66
Average

Table 2. Average Accuracy for untested test set

DENOMINATI | NUMBER | CORRECTL | INCORREC | DETECTION

ON OF NOTES Y TLY AVERAGE(

DETECTED | DETECTED %)

Real 100 11 8 3 59.18%
Real 200 11 11 0 85.23%
Real 500 11 11 0 98.34%
Fake 100 11 8 3 96.09%
Fake 200 11 9 2 97.25%
Fake 500 11 11 0 89.90%

Confusion Matrix: A Confusion Matrix is a performance-
measuring tool for classifying problems that tests the
accuracy of a machine learning model. It is a square
matrix comparing the predicted labels with the true
labels. Each row of the matrix is related to the instances
in a true class, and each column is related to the
instances in a predicted class.
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Chart 1- Confusion Matrix

Precision Recall Curve: Precision-Recall Curve is a graph
to measure the performance of a classification model
that is relative to imbalanced data with one class
significantly more frequent than the other. It is a graph
of Precision on the y-axis against Recall on the x-axis for
various values of the threshold.
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Chart 2- Precision-Recall Curve
7. CONCLUSION & FUTURE SCOPE

The AuthentiNote: Counterfeit Currency Detection
System provides a smart and efficient way to tackle the
growing problem of fake currency. By combining
YOLOv5 for detecting key security features and
MobileNetV2 for classification, it ensures fast, accurate,
and real-time verification of Indian banknotes. We
achieved a training accuracy of 92% and an untested test
set achieved an accuracy of 89%. Unlike traditional
methods, which can be slow and error-prone, this
system offers higher precision and reliability, making it
easier to detect counterfeit notes. Mobile accessibility
makes it available even to the common people and the
audio feedback makes it more accessible to the visually
impaired people thus ensuring inclusivity for all.

While the system is already effective, there’s always
room for improvement. Expanding the dataset to cover
more denominations, currency conversion, enhancing
real-time processing can make it even more powerful.
With continuous refinement, AuthentiNote has the
potential to become a trusted tool for businesses, banks,
and individuals, helping to create a more secure financial
system and reducing the risks of counterfeit currency in
everyday transactions.
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