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Abstract - This paper presents an independent literature review on Location-Based Safety Technologies that served as the
foundational study for the development of the Web Application - Chitthi. Chitthi is a progressive web application designed to
enhance personal safety through live location sharing, geofencing, and SOS alert systems. The review explores existing research on
Location-Based Services (LBS), geofencing applications, emergency alert systems, and modern web technologies. This study aims to
identify existing technological gaps and propose a unified approach to address safety concerns for vulnerable groups such as
women, children, and the elderly. The insights from this literature review were instrumental in shaping the architectural design
and feature set of the Chitthi web application.
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1. INTRODUCTION

The rapid advancement of digital technologies has led to the emergence of applications that address pressing societal
challenges. Among these challenges, personal safety and security remain critical concerns, especially for vulnerable
demographics such as women, children, and the elderly. The growing urban population and rising crime rates have
necessitated the development of technological solutions that can provide real-time safety assistance. Traditional safety
measures such as personal alarms or standalone applications have proven to be insufficient in many emergency situations.
Hence, there is an increasing demand for integrated safety solutions that offer real-time location tracking, instant
communication, and automated alert systems.

The concept of location-based services (LBS) has revolutionized the way personal safety applications operate. By leveraging
geographical data and cloud-based platforms, modern applications can provide instantlocation updates and trigger emergency
alerts without user intervention. However, privacy concerns, battery consumption, and inconsistent performance remain
significant challenges. This literature review explores the existing research in the domain of real-time location sharing
applications, geofencing technologies, SOS alert systems, secure communication protocols, privacy and security considerations,
and web technologies for safety applications. It evaluates their role in enhancing personal safety and highlights gaps in the
current solutions, setting the stage for the development of the Chitthi web application.

2. LOCATION BASED SERVICES (LBS)

Location-Based Services (LBS) leverage geographical data to deliver context-aware applications. These services are widely
adopted in fields like navigation, social media, and emergency management. According to Schiller and Voisard (2004), LBS have
transformed from simple navigation systems to sophisticated platforms offering real-time updates and location-sharing
capabilities. However, the privacy concerns associated with LBS remain a significant challenge. Research by Guha etal. (2017)
indicates that user trust in LBS systems is directly proportional to the transparency of data usage policies and the effectiveness of
privacy safeguards.

Advanced LBS applications incorporate secure location-sharing mechanisms that allow users to selectively share theirlocation
with trusted contacts. Google's Trusted Contacts App (discontinued in 2020) was one such initiative that enabled users to share
their location during emergencies. However, the lack of seamless real-time communication features limited its utility. Modern
applications like Life360 and Glympse provide continuous tracking but often compromise user privacy due to inadequate
encryption mechanisms.

3. GEOFENCING AND SAFETY APPLICATIONS

Geofencing is a location-based service that triggers actions when a device enters or exits predefined geographic boundaries.
Zhuang et al. (2018) demonstrated the effectiveness of geofencing in safety applications, particularly for child tracking systems
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and perimeter security. The study emphasized the importance of customizable geofences and automated notifications in
enhancing the safety of vulnerable users.

Geofencing technology is widely implemented in fleet management, smart home systems, and personal safety applications.
However, existing solutions often lack dynamic geofence customization and background execution support, which limits their
usability in real-time safety applications. The proposed integration of advanced geofencing capabilities in Chitthi addresses
these limitations by allowing users to define custom safety zones and receive automated alerts.

4.S0S ALERT SYSTEMS

SOS alert systems play a crucial role in emergency response applications. These systems allow users to send distress signals to
predefined contacts or emergency services. Research by Kumar et al. (2019) highlights the effectiveness of one-click SOS alert
systems in reducing emergency response times. However, the study also notes that many existing systems suffer from network
latency and limited scalability.

Applications like bSafe and Guardians incorporate SOS alert functionalities but often require manual intervention to trigger
alerts, which may not be feasible in certain emergency situations. Chitthi addresses this gap by integrating automated SOS alerts
based on geofencing triggers and background location tracking, ensuring that distress signals are transmitted even when the
user cannot manually activate them.

5. WEB TECHNOLOGIES FOR SAFETY APPLICATIONS

Geofencing is a location-based service that triggers actions when a device enters or exits predefined geographic boundaries.
Zhuang et al. (2018) demonstrated the effectiveness of geofencing in safety applications, particularly for child tracking systems
and perimeter security. The study emphasized the importance of customizable geofences and automated notifications in
enhancing the safety of vulnerable users.

Geofencing technology is widely implemented in fleet management, smart home systems, and personal safety applications.
However, existing solutions often lack dynamic geofence customization and background execution support, which limits their
usability in real-time safety applications. The proposed integration of advanced geofencing capabilities in Chitthi addresses
these limitations by allowing users to define custom safety zones and receive automated alerts.

Geofencing technology is widely implemented in fleet management, smart home systems, and personal safety applications.
However, existing solutions often lack dynamic geofence customization and background execution support, which limits their
usability in real-time safety applications. The proposed integration of advanced geofencing capabilities in Chitthi addresses
these limitations by allowing users to define custom safety zones and receive automated alerts.

6. SECURE COMMUNICATION PROTOCOLS

Data security and privacy are paramount in safety applications. End-to-end encryption (E2EE) is widely adopted to protect user
communications from unauthorized access. Dwork (2008) introduced differential privacy as a mathematical framework for
ensuring data anonymity. Recent studies by Johnson et al. (2022) emphasize the importance of combining E2EE with secure
authentication protocols to create robust communication systems.

Chitthi implements Google Firebase Authentication for secure user login and end-to-end encryption for chat messages, ensuring
that sensitive information is protected from unauthorized access. The integration of SHA-256 with RSA encryption further
strengthens data security, aligning the application with modern security standards.

7. PRIVACY AND SECURITY CONSIDERATIONS

Privacy and security are critical aspects of safety applications, especially those involving location-sharing services. According to
Dwork (2008), differential privacy techniques can help anonymize sensitive user data while maintaining service quality. Recent
studies have emphasized the importance of encryption and secure authentication protocols to mitigate privacy breaches.
Firebase Authentication provides user verification, while Firebase Security Rules enforce access control at the database level.

Applications like Chitthi adopt end-to-end encryption for chat messages and location-sharing preferences, ensuring that only
authorized recipients can access sensitive data. Additionally, secure API endpoints and HTTPS protocols help protect data from
interception and unauthorized access. These measures address common privacy concerns, enhancing user trustand compliance
with data protection regulations.
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8. COMPARATIVE ANALYSIS OF EXISTING SYSTEMS

Table-1: Comparative analysis of existing systems

Application Features Privacy Mechanism Limitations
Life360 Real-time location sharing, | Basic encryption Privacy concerns, limited
SOS alerts geofencing support
Glympse Temporary location sharing | No E2EE No SOS alerts, manual
sharing only
bSafe SOS alerts, live GPS tracking | No E2EE Manual SOS trigger, high
battery consumption
Chitthi Real-time location sharing, | E2EE, Firebase rules Custom geofencing,
geofencing, SOS alerts, background tracking support
chat

The comparative analysis highlights the comprehensive feature set and security mechanisms of Chitthi, positioningitasamore
robust solution compared to existing applications.

9. GAPS AND OPPORTUNITIES
Despite the advancements in LBS, geofencing, and SOS alert systems, several gaps persist in the current landscape:
e Lack of integrated platforms combining location sharing, communication, and emergency alerts.
e Absence of dynamic geofencing customization.
e Limited implementation of background location tracking without compromising battery efficiency.
¢ Inadequate adoption of end-to-end encryption in real-time communication systems.
Chitthi aims to bridge these gaps by offering a unified platform that prioritizes user safety, privacy, and usability.
10. CONCLUSION

The literature highlights the growing significance of real-time location sharing applications in personal safety solutions. While
existing systems offer fragmented functionalities, Chitthi consolidates live location sharing, geofencing, SOS alerts, and secure
communication into a single platform. The combination of advanced security protocols and automated emergency alerts
enhances the application's utility in diverse emergency scenarios. By addressing the gaps identified in existing research, Chitthi
provides a comprehensive, scalable, and privacy-conscious solution.

The integration of geofencing with automated SOS alerts introduces a new dimension to safety applications, offering proactive
safety measures instead of merely reactive ones. This functionality ensures that users receive timely notifications and that
emergency alerts are triggered automatically, which significantly enhances the reliability of the system. Additionally, the use of
end-to-end encryption and secure Firebase infrastructure aligns Chitthi with modern data protection standards, which is
essential for ensuring user trust in safety applications.

Furthermore, the incorporation of Progressive Web App technology enables Chitthi to function across multiple platforms with
minimal installation requirements, making it accessible to a wider user base. The application's responsive design and
background execution capabilities cater to both urban and rural environments, providing a versatile solution for diverse safety
needs. Future improvements, such as NFC-based vehicle tracking, multimedia sharing, and integration with government SOS
services, could further elevate the application's impact and usability.

By offering a unified platform that prioritizes both security and usability, Chitthi addresses critical safety challenges while
paving the way for future innovations in personal safety technologies. This literature review establishes a foundation for
further research and development, contributing to the ongoing advancement of safety applications in the digital age.
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