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Abstract - The Human Blood Bacteria Identification System 
is an IoT-based biomedical project designed to detect bacterial 
infections like bacteremia and fungemia in human blood 
samples. The system uses a TCS3200 color sensor to identify 
color changes in blood, indicating the presence of bacteria. 
The NodeMCU ESP8266 microcontroller processes the data 
and displays the result on an LCD screen. It also sends real-
time alerts to cloud platforms for remote monitoring. This 
system provides a faster, cost-effective, and portable solution 
compared to traditional blood culture methods, making it 
ideal for use in hospitals, rural areas, and emergency 
healthcare services.  
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1.INTRODUCTION  

The Human Blood Bacteria Identification System is an 
innovative biomedical project aimed at detecting bacterial 
infections in human blood samples using advanced sensor 
technology and Internet of Things (IoT) applications. Its 
primary goal is to provide a cost-effective, rapid, and 
efficient method for identifying life-threatening conditions 
like bacteremia and fungemia, which can be fatal if not 
detected early. 

With the growing concern over antibiotic resistance and the 
rise of infectious diseases, quick detection of bacterial 
infections has become increasingly vital in healthcare. 
Traditional diagnostic methods, such as blood culture tests, 
are time-consuming (taking 24-48 hours) and require 
complex laboratory procedures. In response, this system 
offers a real-time, automated solution that can quickly and 
accurately identify bacterial infections. 

The system is composed of a NodeMCU ESP8266 
microcontroller, a TCS3200 color sensor, an LCD display, an 
LED light source, and a power supply regulator (7805). 
Blood samples are placed in a testing chamber where the 
TCS3200 sensor detects color changes caused by bacterial 
infections. These color variations are then converted into 
electrical signals, which the NodeMCU processes to identify 
the presence of bacteria. The results are displayed on the 

LCD screen and sent to cloud platforms via Wi-Fi for remote 
monitoring. 

This system provides several advantages, including faster 
detection, affordability, portability, and real-time IoT alerts. 
It is particularly beneficial for use in rural healthcare 
centers, hospitals, and emergency medical services. With 
future advancements, this system could be enhanced to 
detect a broader range of bacterial infections and improved 
accuracy using artificial intelligence. 

The Human Blood Bacteria Identification System marks a 
significant advancement in biomedical diagnostics, enabling 
early detection of bacterial infections and reducing the risk 
of potentially fatal conditions in patients. 

1.1 Need for the Project  

Bacterial infections in the bloodstream can lead to serious 
health complications, such as sepsis, which can result in 
organ failure or even death if not promptly diagnosed and 
treated. Early detection of these infections is crucial for 
initiating appropriate medical interventions. However, 
traditional diagnostic methods are often time-consuming, 
costly, and require highly trained professionals. 

To overcome these challenges, this project aims to 
develop an IoT-based system for identifying bacterial 
infections in blood samples, providing immediate results 
without the need for complex laboratory setups. By utilizing 
Color Sensor Technology (TCS3200) in combination with the 
NodeMCU (ESP8266), the system detects the presence of 
bacteria in blood samples through color changes, offering a 
quick and efficient solution for bacterial identification. 

2. LITERATURE SURVEY 

1. Traditional Blood Culture Methods: Traditional blood 
culture methods are widely used for detecting bacterial 
infections in human blood samples. According to WHO 
reports (2020), blood culture is the gold standard for 
detecting Bacteremia and Fungemia. However, this method 
takes 24-48 hours or more to deliver results and requires 
laboratory infrastructure and skilled professionals, making it 
less effective for emergency cases and rural areas. Limitation: 
Time-consuming, costly, and not portable. 2. Automated 
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Blood Culture Systems: Modern automated systems like the 
BACTEC™ and BacT/ALERT® systems have improved the 
speed and accuracy of blood infection detection. Research by 
John Hopkins University (2021) shows that these systems 
reduce detection time to 12-24 hours but still require 
expensive laboratory setups and high maintenance costs. 
Limitation: High cost, requires laboratory setup. 3. 
Colorimetric Bacterial Detection Systems: Recent studies 
indicate that bacterial infections can be identified through 
Colorimetric Analysis. According to Wang et al. (2022), 
bacterial metabolism in blood samples causes a color change 
due to biochemical reactions, making color sensors an 
effective method for detecting infections. Limitation: Limited 
accuracy without advanced sensors. 4. IoT-Based Medical 
Systems: IoT-based healthcare systems have gained 
popularity in recent years. According to Patel et al. (2023), 
IoT systems allow remote monitoring of patient health data 
in real-time. These systems are widely used for glucose level 
monitoring, heart rate detection, and temperature 
measurement. Limitation: Network dependency and data 
security. 5. Color Sensor TCS3200 in Biomedical Applications: 
The TCS3200 Color Sensor has been successfully used in 
biomedical applications for liquid Color detection. Research 
by Gupta et al. (2023) demonstrated that the sensor could 
detect various colors in biological samples with high 
accuracy. The sensor converts color intensity into frequency 
signals, which can be processed by microcontrollers like 
NodeMCU ESP8266. Limitation: Affected by external light. 6. 
Conventional Methods: Blood culture remains the gold 
standard for bacterial identification, involving the incubation 
of blood samples in culture media to allow bacterial growth, 
followed by Gram staining and biochemical tests. However, 
this method is time-consuming, taking 24-72 hours for 
results, and is susceptible to false negatives and 
contamination risks. Microscopy and staining techniques, 
such as Gram staining, provide a preliminary indication of 
bacterial presence but lack specificity and sensitivity. 7. 
Molecular and Genomic Approaches: To overcome these 
limitations, molecular and genomic techniques such as 
Polymerase Chain Reaction (PCR) and Next-Generation 
Sequencing (NGS) have been introduced. PCR-based methods 
amplify bacterial DNA for rapid detection and identification, 
offering high specificity and sensitivity within 2-6 hours. 
Multiplex PCR allows simultaneous detection of multiple 
bacterial species, while NGS provides comprehensive 
genomic analysis, identifying bacterial species and antibiotic 
resistance genes with high accuracy. Despite their 
advantages, these methods require specialized equipment 
and trained personnel, limiting their accessibility. 8. 
Biosensor-Based Approaches: Biosensors, including 
electrochemical, optical, and nanotechnology-based 
biosensors, integrate biological recognition elements with 
electronic systems to detect bacterial markers. These 
technologies offer rapid and portable diagnostics but require 
further clinical validation. 9. Bloodstream infections (BSIs) 
caused by bacterial pathogens are a major global health 
concern, requiring rapid and accurate identification for 

effective treatment. Conventional methods, such as blood 
cultures, suffer from long processing times, leading to delays 
in appropriate antibiotic administration. Emerging 
technologies aim to enhance the speed and accuracy of 
bacterial identification through molecular techniques, 
artificial intelligence, and biosensors. 10. Biosensor-based 
approaches offer rapid and portable bacterial identification 
solutions. Banerjee et al. (2019) developed an 
electrochemical biosensor capable of detecting bacterial 
pathogens in minutes, while Singh et al. (2021) introduced a 
nanotechnology-based biosensor for enhanced specificity. 
Optical biosensors, as examined by Kim et al. (2017), utilize 
fluorescence markers for high-accuracy bacterial detection, 
making them promising candidates for point-of-care 
diagnostics. 11. Emerging technologies further enhance 
diagnostic capabilities. Chen et al. (2019) investigated 
CRISPR-based diagnostics, providing ultra-rapid and highly 
specific bacterial identification. Gupta et al. (2021) studied 
microfluidic lab-on-a-chip devices, enabling miniaturized and 
cost-effective blood testing. Patel et al. (2018) explored 
wearable biosensors for real-time monitoring of bloodstream 
infections, presenting a futuristic approach to continuous 
infection surveillance. 12. Bacterial Detection in Blood 
Johnson et al. (2019) proposed an automated blood infection 
detection system using an optical sensor and found that 
optical sensors can detect microbial growth by analyzing 
changes in the liquid sample's color and density, but the 
system required high-cost instruments [23]. 13. R. K. Sharma 
et al. (2020) developed a spectrophotometry-based bacterial 
detection system that uses light absorption principles to 
detect the growth of bacteria in liquid samples. However, the 
system had low portability and was not suitable for real-time 
detection [24]. 14. IoT-Based Health Monitoring Systems V. 
Kumar et al. (2023) developed an IoT-based temperature and 
heart rate monitoring system using NodeMCU. The study 
showed that IoT systems provide real-time data transmission 
to cloud platforms for remote diagnosis [25].15. D. Patel et al. 
(2023) proposed an IoT-enabled glucose monitoring system 
that sends patient health data to doctors remotely. This study 
demonstrated that IoT systems improve medical response 
time in emergency cases. 

3. PROPOSED METHODOLOGY 

 The Human Blood Bacteria Identification System is 
designed to detect bacterial infections in human blood 
samples using IoT technology and colorimetric analysis. The 
proposed methodology outlines the step-by-step process for 
developing and implementing the system. 

3.1. Methodology Steps 

 1. Sample Collection: A small amount of human blood 
sample is collected and placed into the testing chamber. The 
chamber contains reagents that cause a color change in the 
presence of bacteria. 
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2. Color Detection using TCS3200 Sensor: The TCS3200 color 
sensor detects the color variation of the blood sample caused 
by the chemical reaction. 

The sensor converts the detected color into electrical signals 
in the form of frequency values (RGB). 

3. Signal Processing using NodeMCU ESP8266: The NodeMCU 
microcontroller reads the frequency signals from the 
TCS3200 sensor. The microcontroller processes the signals 
and compares them with pre-stored threshold values to 
determine whether bacteria are present or not. 

4.Result Display on LCD: The result is displayed on a 16x2 
LCD screen: If bacteria are detected, “Infected."  

If no bacteria are detected, "Not Infected." 

5.Alert System: If bacteria are detected, the system 
automatically sends an alert notification to the user or 
healthcare professional via SMS or email. 

4. WORKING 

4.1. Components Used:  

NodeMCU ESP8266, Color Sensor TCS3200, LCD Display, LED, 
Switch, Power Supply Regulator 7805, IoT Cloud Platform, 
etc. 

4.2. Working Explanation: 

 1. Blood Sample Placement: The blood sample is placed in 
a small transparent container under the Color Sensor 
TCS3200. The sensor is used to detect the color variation in 
the sample, which represents the presence of bacteria or 
fungi. 

2. Color Detection by TCS3200 Sensor: The TCS3200 color 
sensor detects the intensity of red, green, and blue (RGB) 
colors. Bacterial infections like bacteremia or fungemia can 
change the color of the blood due to the metabolic by-
products of bacteria or fungi. 

Normal Blood → No significant color change 

Infected Blood → Color changes (dark red or dark brown tint) 

3. Signal Processing with NodeMCU: The sensor data is sent 
to the NodeMCU (ESP8266) microcontroller, which processes 
the RGB values and determines whether the blood is infected 
or not based on predefined threshold values. 

4. Displaying Result on LCD: The final result (infected or non-
infected) is displayed on the 16x2 LCD display. 

5. IoT Data Transmission: The NodeMCU transmits the data 
to an IoT Cloud Platform through Wi-Fi, where doctors or 
users can remotely monitor the blood test results. 

6. Alert System: If the blood is infected, an LED indicator will 
glow, and the data will be updated on the cloud with an alert 
message. 

5. RESULT 

The Human Blood Bacteria Identification System is 
successfully designed and implemented to detect bacterial 
infections in human blood samples using IoT technology and 
colorimetric analysis. The system provides real-time 
detection of bacteria by analyzing color variations in the 
blood sample through the TCS3200 Color Sensor and displays 
the result on an LCD screen. The processed data is 
transmitted to cloud platforms for remote monitoring, 
enhancing the efficiency of the diagnosis process. 
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5.1 Result Analysis 

 The system successfully identifies the presence of 
bacterial infections by detecting color changes in the blood 
sample. 

 The TCS3200 color sensor provides accurate color 
readings, which are processed by the NodeMCU ESP8266. 

The detection results are displayed on the 16x2 LCD display. 

 The system automatically sends notifications via IoT 
platforms like Ubidots for remote monitoring. 

6. CONCLUSIONS 

The Human Blood Bacteria Identification System is a 
revolutionary step in the biomedical field, offering a faster, 
cost-effective, and reliable solution for detecting bacterial 
infections in blood samples. This project bridges the gap 
between traditional diagnostic methods and modern IoT-
based healthcare systems. The system's ability to provide 
real-time, remote monitoring makes it a valuable tool for 
improving global healthcare, especially in remote and rural 
areas where access to laboratory facilities is limited. 

By implementing this system, early detection of bacterial 
infections will significantly reduce mortality rates, improve 
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patient outcomes, and contribute to the overall advancement 
of medical diagnostics.  

7.REFERENCES 

1. Greisen K, Loeffelholz M, Purohit A, Leong D. PCR primers 
and probes for the 16S rRNA gene of most species of 
pathogenic bacteria, including bacteria found in 
cerebrospinal fluid. J Clin Microbiol. 1994; 32:335–351. doi: 
10.1128/jcm.32.2.335-351.1994. 

2. Laforgia N, Coppola B, Carbone R, Grassi A, Mautone A, 
Lolascon A. Rapid detection of neonatal sepsis using 
polymerase chain reaction. Acta Paediatr. 1997; 86:1097–
1099. doi: 10.1111/j.1651-2227. 1997.tb14815. x. 

3. Davis T E, Fuller D D. Direct identification of bacterial 
isolates in blood cultures by using a DNA probe. J Clin 
Microbiol. 1991; 29:2193–2196. doi: 
10.1128/jcm.29.10.2193-2196.1991. 

4. Beekman SE, Deikema D, Chapin K, Doern GV. Effects of 
rapid detection of bloodstream infections on length of 
hospitalization and hospital charges. J Clin Microbiol. 2003; 
41:3119–3125. doi: 10.1128/JCM.41.7.3119-3125.2003. 

5. Mehta MS, Paul S, Thomson R, Kaul K, Peterson LR. 
Identification of Staphylococcus species directly from 
positive blood culture broth by use of molecular and 
conventional methods. J Clin Microbiol. 2009; 47:1082–
1086. doi: 10.1128/JCM.01850-08. 

6. Lucignano B, Ranno S, Liesenfeld O, Pizzorno B, Putigani L, 
et al. Multiplex PCR allows rapid and accurate diagnosis of 
bloodstream infections in newborns and children with 
suspected sepsis. J Clin Microbiol. 2011; 49:2252–2258. doi: 
10.1128/JCM.02460-10.  

7. Ferroni A, Suarez S, Beretti J, Dauphin B, Bille E, et al. Real-
time identification of bacteria and Candida species in 
positive blood culture broths by matrix-assisted laser 
desorption ionization-time of flight mass spectrometry. J Clin 
Microbiol. 2010; 48:1542–1548. doi: 10.1128/JCM.02485-
09.  

8. Szabados F, Michels M, Kaase M, Gaterman S. The 
sensitivity of direct identification from positive 
BacT/ALERT™ (bioMérieux) blood culture bottles by matrix-
assisted laser desorption ionization time-of-flight mass 
spectrometry is low. Clin Microbiol Infect. 2010; 17:192–
195. doi: 10.1111/j.1469-0691.2010.03229. x. 

9. Petti CA, Woods C, Reller LB. Streptococcus pneumoniae 
antigen test using positive blood culture bottles as an 
alternative method to diagnose pneumococcal bacteremia. J 
Clin Micro. 2005; 43:2510–2512. doi: 
10.1128/JCM.43.5.2510-2512.2005.  

10. M. Bruins, A. Bos, P. L. Petit, K. Eadie, A. Rog, R. Bos, et al., 
"Device-independent real-time identification of bacterial 
pathogens with a metal oxide-based olfactory sensor", Eur. J. 
Clin. Microbiol. Infect. Dis., vol. 28, pp. 775-780, Jul. 2009. 

11.  M. Holmberg, F. Gustafsson, E. G. Hrnsten, F. Winquist, L. 
E. Nilsson, L. Ljung, et al., "Feature extraction from sensor 
data on bacterial growth", Biotechnol. Tech., vol. 12, no. 4, pp. 
319-324, 2004. 

12. Ferraz, A., Carvalho, V., & Soares, F.  (2010). Development 
of a human blood type detection automatic system. Procedia 
Engineering, 5, 496-499. 

13. Panpatte, S.  G., Pande, A.  S., & Kale, R.  K.  (2017).  
Application of image processing for blood group detection. 
International Journal of Electronics, Communication and Soft 
Computing Science & Engineering (IJECSCSE), 61-65. 

14. Zohra, B.  F., & Mohamed, B. (2009).  Automated 
diagnosis of retinal images using the Support Vector Machine 
(SVM). Faculte des Science, Department of Informatique, 
USTO, Algerie. 

15. Divina, P. D. C. Felices, J. P.  T. Hortinela IV, C.  C., Fausto, J.  
C.  Valiente, F.  L. & Balbin, J. R. (2020, September). 
Classification of red blood cell morphology using image 
processing and support vector machine. In Proceedings of 
the 2020 10th International Conference on Biomedical 
Engineering and Technology (pp. 22-27). 

16. Alpern, E. R., E. A. Alessandrini, L. M. Bell, K. N. Shaw, and 
K. L. McGowan. 2000. Occult bacteremia from a pediatric 
emergency department: current prevalence, time to 
detection, and outcome. Pediatrics 106:505-511.  

17. Ammann, R. A., A. Hirt, A. R. Luthy, and C. Aebi. 2003. 
Identification of children presenting with fever in 
chemotherapy-induced neutropenia at low risk for severe 
bacterial infection. Med. Pediatr. Oncol. 41:436-443.  

18. Bandyopadhyay, S., J. Bergholte, C. D. Blackwell, J. R. 
Friedlander, and H. Hennes. 2002. Risk of serious bacterial 
infection in children with fever without a source in the post-
Haemophilus influenzae era when antibiotics are reserved 
for culture-proven bacteremia. Arch. Pediatr. Adolesc. Med. 
156:512-517.  

19. Bates, D. W., and T. H. Lee. 1992. Rapid classification of 
positive blood cultures. Prospective validation of a 
multivariate algorithm. JAMA 267:1962-1966. 

20. Berger, R. M., M. Y. Berger, H. A. van Steensel-Moll, G. 
Dzoljic-Danilovic, and G. Derksen-Lubsen. 1996. A predictive 
model to estimate the risk of serious bacterial infections in 
febrile infants. Eur. J. Pediatr. 155:468-473. 

 



          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

                Volume: 12 Issue: 03 | Mar 2025              www.irjet.net                                                                         p-ISSN: 2395-0072 

  

© 2025, IRJET       |       Impact Factor value: 8.315       |       ISO 9001:2008 Certified Journal       |     Page 217 
 

21. Birnbaumer, D. M. 24 November 2004, posting date. 
Blood cultures aren’t useful for managing immunocompetent 
CAP inpatients. J. Watch Emerg. Med. 
[Online.] http://emergency-
medicine.jwatch.org/cgi/content/full/2004/1124/1 

22. Campbell, S. G., T. J. Marrie, R. Anstey, S. Ackroyd-Stolarz, 
and G. Dickinson. 2003. Utility of blood cultures in the 
management of adults with community acquired pneumonia 
discharged from the emergency department. Emerg. Med. J. 
20:521-523.  

23. Johnson et al., "Automated Blood Infection Detection 
System," Biomedical Research Journal, 2019. 

24. R. K. Sharma et al., "Spectrophotometry-Based Bacterial 
Detection System," International Journal of Biomedical 
Science, 2020. 

25. K. Jain et al., "IoT-Based Blood Bacteria Detection System," 
International Journal of Biomedical Engineering, 2023. 

 

 

 

http://emergency-medicine.jwatch.org/cgi/content/full/2004/1124/1
http://emergency-medicine.jwatch.org/cgi/content/full/2004/1124/1

