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Abstract - This project presents a secure video 
steganography system combining AES encryption and LSB 
substitution to hide messages in video frames. In the 
encoding phase, a secret message is encrypted using AES  
and embedded into a selected frame using LSB. The modified 
frames generate a stego video. In the decoding phase, the 
encrypted message is extracted and decrypted to reveal the 
original text. This method ensures high security, 
imperceptibility, and robustness ,making it useful for secure 
communication, digital forensics, and watermarking. The 
system is implemented as a Tkinter-based desktop 
application for easy use. 
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1. INTRODUCTION  

With the growing need for secure communication, video 
steganography offers an effective way to hide data within 
videos. This project combines Least Significant Bit (LSB) 
substitution for embedding messages and AES encryption for 
enhanced security. 

In the encoding phase, a secret message is encrypted using 
AES and embedded into video frames using LSB, generating a 
stego video. In the decoding phase, the encrypted message is 
extracted and decrypted to reveal the original text. This 
method ensures high security, imperceptibility, and 
robustness, making it useful for secure communication, 
military applications, and digital watermarking. The system 
is implemented as a Tkinter-based desktop application for 

ease of use. 

1.1 PURPOSE 

 Secure Communication – Enables covert 
messaging by hiding confidential data inside videos 
to prevent unauthorized access. 

 Data Protection – Ensures sensitive information 
remains undetectable, reducing the risk of cyber 
threats and data leaks. 

 Avoiding Detection – Unlike encryption, which 
makes data unreadable but noticeable, 
steganography hides the existence of data itself. 

 Digital Watermarking – Protects intellectual 
property by embedding invisible watermarks in 
videos to verify authenticity and prevent piracy. 

 Forensics & Intelligence – Used in cybersecurity, 
military, and intelligence to hide critical data 
during investigations and secure missions. 

 Medical Data Security – Embeds confidential 
medical records within diagnostic videos, ensuring 
privacy in telemedicine applications. 

 1.2 CHALLENGES 

 Secure Communication – Enables covert 
messaging by hiding confidential data inside videos 
to prevent unauthorized access. 

 Data Protection – Ensures sensitive information 
remains undetectable, reducing the risk of cyber 
threats and data leaks. 

 Avoiding Detection – Unlike encryption, which 
makes data unreadable but noticeable, 
steganography hides the existence of data itself. 

 Digital Watermarking – Protects intellectual 
property by embedding invisible watermarks in 
videos to verify authenticity and prevent piracy. 

 Forensics & Intelligence – Used in cybersecurity, 
military, and intelligence to hide critical data 
during investigations and secure missions. 

 Medical Data Security – Embeds confidential 
medical records within diagnostic videos, ensuring 
privacy in telemedicine applications. 

2. MOTIVATION 

With increasing cybersecurity threats, video steganography 
provides a secure method for concealing sensitive data 
within digital media. It enables covert communication, 
ensuring privacy in military, intelligence, and journalism. 
Additionally, it plays a crucial role in digital watermarking 
to protect copyright and prevent piracy. As cyber-attacks 
and surveillance rise, advancements in steganographic 
techniques offer enhanced security solutions for data 
protection. 
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3. OBJECTIVE 

 To develop a secure and efficient method for hiding 
confidential data within video files. 

 To integrate AES encryption with LSB-based 
steganography for enhanced security. 

 To ensure data integrity and confidentiality by 
preventing unauthorized access. 

 To minimize visual distortion in the stego-video while 
maximizing embedding capacity. 

 To make the steganographic process resistant to 
steganalysis and cyber-attacks. 

 To facilitate secure communication in sensitive 
domains like military, intelligence, and digital forensics. 

4. METHODOLOGY 

The methodology for this video steganography project is 
divided into three main stages: data encryption, data 
embedding, and data extraction. Each stage is implemented 
with a combination of Python programming and the Tkinter 
library for interface design, providing users with a 
streamlined process for securely embedding and retrieving 
hidden messages in video files. 

1. Data Encryption Using AES  

The first step involves securing the message to be hidden by 
encrypting it with the Advanced Encryption Standard (AES) 
algorithm. AES is a symmetric encryption technique known 
for its high security and efficiency, making it suitable for 
sensitive data protection. The process is as follows: 

 The user inputs a secret message and a secure key 
(password).  

 AES encryption is applied to convert the plaintext message 
into ciphertext, producing an encrypted form of the message 
that is unreadable without the decryption key.  

 This encrypted message (ciphertext) is then prepared for 
embedding in the video. 

2. Data Embedding Using the LSB Algorithm  

After encryption, the ciphertext is embedded into selected 
frames of the video file using the Least Significant Bit (LSB) 
technique:  

 The video is divided into frames, and each frame is 
represented as a series of pixel values. 

  For each pixel, the least significant bit of the color channels 
(typically red, green, or blue) is replaced with a bit from the 
encrypted message.  

 This process is repeated across frames and pixel channels 
until the entire message has been embedded. The LSB 
method ensures minimal alteration to the pixel values, 
preserving the visual quality of the video and keeping the 
hidden message imperceptible to viewers. 

  The modified video frames are then recombined to 
produce the steganographic video with the embedded, 
encrypted message.  

3. Data Extraction and Decryption : 

To retrieve the hidden message, the following steps are 
performed:  

 The user provides the steganographic video file and the 
decryption key.  

 The program reads each frame of the video and extracts the 
least significant bits from the selected pixels to reconstruct 
the embedded ciphertext.  

 Once the entire encrypted message is extracted, AES 
decryption is applied using the provided key to convert the 
ciphertext back to plaintext.  

 The original message is then displayed to the user, 
provided the correct decryption key was entered 

5. IMPLEMENTATION 

1. AES Encryption & Decryption 

 Encrypt the secret message using AES-256. 

 Decrypt the message after extraction from the 
video. 

2. LSB (Least Significant Bit) Encoding & Decoding 

 Convert message to binary. 

 Modify the least significant bit of pixel values 
to store encrypted data. 

 Extract and reconstruct the binary message 
from video frames. 

3. Frame Processing 

 Extract frames from the video for embedding. 

 Modify specific pixels to hide data. 

 Reconstruct the stego-video after embedding. 

 Reconstruct the stego-video after embedding. 

4. User Interface (GUI) 

 Upload Video for embedding. 
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 Enter Secret Message for encryption and hiding. 

 Extract and Decrypt hidden message from the 
stego-video. 

5. Security Measures 

 AES encryption ensures data confidentiality. 

 LSB embedding makes hidden data undetectable. 

 Secure key-based access prevents unauthorized 
extraction. 

6. BLOCK DIAGRAM 

 
FIG.1. BLOCK DIAGRAM 

 

FIG.2 FLOW DIAGRAM 

7. SYSTEM ARCHITECTURE 

 

FIG.3. SYSTEM ARCHITECTURE 

8. RESULT 

 Successful Embedding – Secret message hidden 
without noticeable distortion. 

 High Security – AES encryption ensures data 
protection. 

 Accurate Extraction & Decryption – Message retrieved 
and decrypted correctly. 

 Minimal Impact on Video Quality – Stego-video 
appears unchanged. 

 Fast Processing – Embedding & extraction complete in 
0.5 - 2 seconds. 

 Steganalysis Resistance – Hidden data remains 
undetectable. 
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Parameter Value Example 

Original Video 
Size 

5 MB (≈ 42 
million bits) 

sample_video.mp4 

Secret 
Message Size 

192 bits (24 
bytes) 

"Confidential: Project XYZ" 

Encrypted 
Message Size 

256 bits 
(AES-256 
encryption) 

gH7@9sk#Lm0xYz... 
(Example of AES-256 
ciphertext) 

Security Key User-defined 
(AES Key) 

"MySecretKey123" 

Stego-Video 
Size 

≈ 5 MB 
(Minimal 
increase) 

stego_video.mp4 

Embedding 
Time 

0.5 - 2 
seconds 
(depends on 
video size) 

1.2 seconds for a 5 MB video 

Extraction 
Time 

0.5 - 2 
seconds 

1.1 seconds for a 5 MB video 

Decryption 
Accuracy 

100% (if 
correct key is 
used) 

✅ Original Message: 
"Confidential: Project XYZ" 

 
TABLE1. RESULT 

9. CONCLUSION 

Video steganography using AES encryption and LSB 
substitution provides a secure and efficient method for 
hiding sensitive data within video files. By integrating AES 
encryption, even if the hidden data is detected, it remains 
protected from unauthorized access. The LSB technique 
ensures that the embedded data is imperceptible, 
maintaining the original video quality. This approach 
enhances data security, confidentiality, and privacy, 
making it useful for secure communication, digital 
watermarking, and cybersecurity applications. Future 
advancements can focus on improving robustness against 
steganalysis and optimizing embedding capacity for 
higher security. 
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