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Abstract - This Exegesis presents an integrated synthesis of
three interrelated studies that collectively address the
modernization of air traffic control (ATC) systems to enable
the safe and efficient integration of unmanned aerial vehicles
(UAVs) into controlled airspace. Together, the studies establish
a coherent research trajectory that progresses from
conceptual framing to empirical validation. Paper 1,
“Navigating the Skies: The Necessity for Upgrading Air Traffic
Control Systems,” identifies the structural and technological
limitations of legacy ATC infrastructure and articulates the
strategic need for digital transformation across
communication, radar, and procedural domains. Paper 2,
“Seeing the Unseen: A Literature Review of UAV Detection
Gaps and Surveillance and Security Solutions for ATC
Modernization,” delivers a comprehensive literature review of
emerging detection and surveillance technologies,
emphasizing multi-sensor fusion, artificial intelligence,
automation, and cybersecurity as enablers of operational
safety and resilience. Paper 3, “Designing Safer Skies:
Evaluating UAV and ATC System Interactions through
Simulation and Qualitative Analysis,” applies a mixed-methods
Design of Experiments (DOE) approach to empirically test
modernization variables, producing quantitative evidence that
integrated, Al-assisted systems substantially enhance
detection accuracy, communication stability, and cyber-
resilience. The Exegesis consolidates these findings to
demonstrate that effective UAV integration requires a holistic
modernization framework uniting engineering innovation,
regulatory adaptation, and safety management. It introduces
a validated system-of-systems (SoS) model for intelligent and
adaptive airspace governance capable of supporting
autonomous operations while preserving safety margins. The
collective results confirm that modernization is achieved not
through isolated technological upgrades but through the
convergence of networked data systems, automation, and
secure digital infrastructure. This work contributes to both
scholarly and operational practice by providing a reproducible
framework for policymakers, engineers, and researchers
seeking to advance UAV-ATC interoperability and ensure the
future safety and sustainability of global airspace operations.

Key Words: UAV integration, system-of-systems, air
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1. INTRODUCTION

The integration of unmanned aerial vehicles (UAVs) into
controlled airspace represents one of the most intricate
modernization challenges confronting the global air traffic
control (ATC) community. Traditional ATC systems were
originally engineered for predictable, manned flight
operations, where radar surveillance, voice communication,
and structured flight rules maintained adequate situational
awareness. The rapid proliferation of UAVs—ranging from
small commercial drones to large autonomous aircraft—has
disrupted this equilibrium, introducing new operational
risks, surveillance gaps, and cybersecurity vulnerabilities.
Addressing these issues requires not incremental
adjustment but a comprehensive evolution of both the
technical infrastructure and procedural frameworks that
support modern air traffic management (ATM).

Figure 1.1 - UAVs with weaponized payloads undetected
at a commercial airport

This Exegesis integrates three peer-reviewed studies that
collectively examine ATC modernization through
technological, policy, and safety-performance perspectives.
Paper 1, “Navigating the Skies: The Necessity for Upgrading
Air Traffic Control Systems” [1], established the foundational
argument thatlegacy ATC infrastructure cannot sustainably
manage the projected volume and diversity of UAV traffic. It
identified critical bottlenecks in radar coverage,
communication latency, and controller workload,
emphasizing the necessity of automation-assisted
architectures and digitally integrated networks to maintain
system resilience.
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Paper 2, “Seeing the Unseen: A Literature Review of UAV
Detection Gaps and Surveillance and Security Solutions for
ATC Modernization” [2], expanded upon this foundation by
performing a comprehensive literature review of emerging
surveillance and detection technologies. It evaluated radar,
optical, acoustic, and multi-sensor fusion approaches while
highlighting persistent detection limitations that constrain
reliable UAV tracking. This research demonstrated how
artificial intelligence (AI) and data-fusion analytics can
mitigate these gaps, enhancing situational awareness and
decision accuracy in mixed-traffic airspace environments.

Paper 3, “Designing Safer Skies: Evaluating UAV and ATC
System Interactions through Simulation and Qualitative
Analysis” [3], operationalized these insights through a
mixed-methods Design of Experiments (DOE) framework.
The study quantified how UAV design characteristics, sensor
configurations, radar performance, and cyber-resilience
measures influence overall safety outcomes. Empirical
results provided statistical evidence supporting the
deployment of adaptive, Al-enabled control systems capable
of improving detection accuracy, reducing latency, and
strengthening network security.

Within the publication-based dissertation framework,
this Exegesis functions as the integrative synthesis that
binds these independent studies into a cohesive body of
knowledge. Its primary objective is to demonstrate the
cumulative contribution of the three papers toward
advancing UAV-ATC modernization. By consolidating
theoretical, technical, and empirical findings, it presents a
unified narrative illustrating how the combined research
informs aviation policy, system design, and safety-
management practices.

Furthermore, it aligns the collective outcomes with the
overarching dissertation research question:

How can integrated technological and procedural
modernization enable the safe and efficient coexistence
of UAVs within existing ATC systems?

Through this integration, the Exegesis reinforces the
significance of each publication while situating their
collective insights within the broader scholarly and
operational discourse on next-generation ATM. The sections
that follow expand this synthesis by examining shared
literature foundations, cross-paper knowledge contributions,
and the practical implications that emerge when the three
studies are viewed as a single, progressive investigation into
the future of safer and smarter skies.

1.1 Purpose and Context

The purpose of this Exegesis is to synthesize the
collective outcomes of three peer-reviewed studies that
together explore the modernization of ATC systems in
response to the expanding operational presence of UAVs.

Each publication addresses a specific dimension of the
overarching research problem—the safe, secure, and
efficient integration of UAVs into controlled airspace—while
contributing incrementally to the body of knowledge guiding
technological and procedural transformation within aviation
systems.

This Exegesis is grounded in a mixed-methods research
paradigm combining quantitative simulation, qualitative
document analysis, and DOE modeling to evaluate UAV-ATC
interactions. This methodological integration reflects the
multidimensional character of aviation modernization,
which demands convergence among engineering innovation,
human-system integration, regulatory evolution, and risk-
management practices. Accordingly, the Exegesis functions
not only as a consolidation of published work but also as a
unified analytical framework demonstrating how
multidisciplinary inquiry can inform policy and engineering
decisions in a complex socio-technical environment.

From a disciplinary perspective, the research operates at
the intersection of aerospace engineering, ATM, and safety
systems engineering.

. Paper [1], framed the modernization problem by
identifying structural deficiencies in legacy ATC
infrastructure, particularly its limited adaptability
to dynamic and autonomous flight operations.

e  Paper[2], expanded the academic context through a
systematic review of surveillance and detection
technologies, evaluating radar, optical, acoustic, and
multi-sensor fusion approaches to reduce
uncertainty and strengthen detection capability.

e  Paper [3], translated these theoretical constructs
into an applied DOE framework, generating
measurable performance data on detection
accuracy, system reliability, and cyber-resilience.

The purpose of consolidating these three works within
the Exegesis is fourfold:

1. Integration of Knowledge: To connect the
conceptual, analytical, and experimental insights
generated by each paper, demonstrating their
interdependence in forming a comprehensive
modernization model.

2. Validation of Research Coherence: To show how
each publication builds sequentially toward a
unified understanding of UAV-ATC interaction
challenges and system-level solutions.

3. Translation of Research to Practice: To highlight
the implications of the findings for aviation
authorities, system engineers, and policymakers
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engaged in developing next-generation ATC
systems.

4. Ildentification of Future Directions: To establish a
roadmap for continued scholarly and technical
innovation, supporting future research in Al-driven
surveillance, advanced automation, and adaptive
safety-management frameworks.

Contextually, this work aligns with international
modernization initiatives led by the Federal Aviation
Administration (FAA), European Union Aviation Safety
Agency (EASA), and International Civil Aviation Organization
(ICAO)—each prioritizing the safe integration of UAVs into
shared airspace. These agencies advocate digital
transformation across communication, navigation, and
surveillance (CNS) systems while reinforcing cybersecurity
and information-assurance standards as critical enablers of
operational resilience. The Exegesis situates its findings
within this global framework, illustrating how the research
supports efforts to achieve interoperability, situational
awareness, and network resilience across next-generation
ATC infrastructures.

Ultimately, the purpose of this Exegesis is to present a
unified analytical lens through which UAV-ATC
modernization can be understood not as isolated studies but
as a coordinated research trajectory bridging theoretical
insight, technical experimentation, and operational
application. This context underscores the urgency of
adapting existing infrastructures to keep pace with
technological advancement while maintaining the
uncompromising safety culture that defines modern
aviation.

1.2 Structure of the Exegesis

The structure of this Exegesis follows a logical, sequential
progression that integrates three foundational peer-
reviewed studies, each representing a distinct stage of
research maturity, into a single cohesive body of work.
Together, these papers form the backbone of the doctoral
investigation, guiding the reader from problem identification
through theoretical development and empirical validation

[1]1-[3].

The document is organized into four primary sections,
each corresponding to a key layer of synthesis and analysis
within the broader UAV-ATC modernization framework: (1)
Introduction, (2) Collective Literature and Knowledge
Synthesis, (3) Integration of Publications, and (4)
Conclusions, Recommendations, and Future Work. This
structured approach ensures conceptual continuity among
the three publications and demonstrates their combined
contribution to advancing research in air traffic
management.

Section 1 (1.0-1.2) establishes the foundation of the
Exegesis by defining the research problem, purpose, and
scholarly context. It explains how the three studies,
developed between 2024 and 2025, collectively address the
challenges of UAV integration into controlled airspace
through complementary methodological perspectives.
“Navigating the Skies” [1] introduces critical infrastructure
and policy limitations within legacy ATC systems, while
“Seeing the Unseen” [2] extends this discussion by exploring
technological innovations in detection and surveillance. The
third paper, “Designing Safer Skies” [3], completes this
progression through simulation-based experimentation and
statistical modeling that evaluate safety outcomes within
modernized ATC architectures.

Section 2 (2.0-2.4) provides a consolidated review of the
literature as interpreted across the three publications.
Rather than repeating individual reviews, this synthesis
identifies thematic convergence in automation, multi-sensor
fusion, radar performance, and cybersecurity, showing how
cumulative findings have expanded current theoretical
frameworks in UAV-ATC modernization. It also highlights
the progression of knowledge across the studies, illustrating
how early conceptual propositions in [1] were refined
through the comprehensive synthesis in [2] and empirically
validated in [3].

Section 3 (3.0-3.3) links the three publications to the
overarching research question: How can integrated
technological and procedural modernization enable the safe
and efficient coexistence of UAVs within existing ATC
systems? It examines how the papers interact
methodologically—policy analysis, literature review, and
design-of-experiments—to form an evidence-based
continuum. This section underscores the mixed-methods
design of the dissertation, connecting the qualitative insights
from [1] and [2] with the quantitative DOE framework and
analysis of variance (ANOVA) findings from [3].

Section 4 (4.0-4.3) synthesizes the collective outcomes
and articulates their implications for aviation practice,
regulatory policy, and future research. It distills the lessons
learned from all three studies into actionable
recommendations for ATC modernization, emphasizing the
value of integrated research in bridging the gap between
conceptual models and operational implementation.

By maintaining a consistent numeric heading structure,
the Exegesis ensures readability and traceability between its
chapters and the original publications. This organizational
design enables examiners and readers to move seamlessly
from the foundational analysis [1], through the theoretical
expansion [2], to the empirical validation [3]. In doing so, it
reinforces the dissertation’s central thesis that the
modernization of ATC systems requires an interdisciplinary
approach combining engineering innovation, data-driven
validation, and regulatory foresight.
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2.0 Collective Literature and Knowledge Synthesis

The modernization of ATC systems to accommodate
UAVs requires the consolidation of research spanning
surveillance technology, automation, communication
networks, cybersecurity, and human-system considerations.
The three foundational studies [1]-[3] collectively reveal
that UAV-ATC integration is not a single-domain challenge
but a multi-layered transformation involving both
[1]contributions across the three papers without restating
thematic conclusions, which are addressed separately in
Section 2.1.

The first publication [1] established the broader
modernization landscape by analyzing systemic limitations
of legacy ATC infrastructures. It highlighted deficiencies in
radar coverage, analog communication methods, and manual
controller workload, demonstrating that traditional
architectures are not equipped to manage the scale and
diversity of UAV operations. The literature reviewed in [1]
positioned digital transformation, networked
communication, and automation as foundational
components for future ATC capability.

The second publication [2] expanded this foundation
through a comprehensive assessment of emerging detection
and surveillance technologies. Its review of radar, electro-
optical, acoustic, and radio-frequency systems revealed that
no single sensing modality is sufficient for reliable UAV
tracking under diverse operational conditions. Literature
across these domains supported the conclusion that hybrid
sensing approaches and algorithmic data fusion are
necessary for improving detection accuracy and situational
awareness. Additionally, [2] underscored the role of Al and
machine learning (ML) in processing heterogeneous sensor
data, identifying anomalies, and supporting real-time
decision-making within ATC environments.

The third publication [3] transitioned the research from
analytical synthesis to quantitative validation. Using a DOE
framework, the study evaluated how UAV characteristics,
sensor configurations, radar performance, and cybersecurity
dimensions influence system-level safety outcomes. The
literature incorporated into [3] reinforced the need for
simulation-based experimentation when real-world testing
is constrained by safety, cost, or regulatory limitations.
Through replication trials and statistical analysis, [3]
demonstrated how integrated surveillance architectures and
adaptive algorithms yield performance improvements
consistent with the recommendations identified in [1] and

2].

Taken together, the literature across [1]-[3] illustrates a
coherent evolution of knowledge:

e  Paper [1] surveyed and defined the modernization
problem within global ATC practice.

. Paper [2] consolidated and evaluated technological
pathways capable of addressing the documented

gaps.

. Paper [3] operationalized and validated these
pathways within a controlled analytical framework.

This collective synthesis confirms that modernization
requires alignment between conceptual understanding,
technological innovation, and empirical evidence. While the
specific thematic implications are discussed in Section 2.1,
the literature synthesized here forms the substantive
foundation for the integrated research trajectory that
follows.

2.1 Thematic Integration

The three foundational studies [1]-[3] collectively
produce a structured and interconnected understanding of
UAV integration within modern air traffic control (ATC)
systems. By examining infrastructure constraints, emerging
detection technologies, and experimentally validated system
performance, the research identifies a coherent set of
themes that define the path toward ATC modernization.
These themes represent the deeper conceptual connections
among the publications and form the analytical bridge
between literature  synthesis and  system-level
interpretation.

The first study [1] introduced modernization as a
strategic necessity driven by the limitations of radar-centric,
voice-based, and human-intensive ATC practices. Its analysis
underscored the need for digital communication networks,
automation support, and new forms of situational-awareness
tools capable of scaling with increasing UAV density. This
work established the conceptual basis for identifying
modernization as a system-wide challenge requiring
technological and procedural reform.

The second study [2] expanded the technological
dimension of modernization by demonstrating that effective
detection requires the integration of heterogeneous sensing
modalities. It emphasized that radar alone is insufficient for
tracking small or low-altitude UAVs and that multi-sensor
fusion—leveraging optical, infrared, acoustic, and radio
frequency (RF) data—is essential for achieving robust
surveillance. Al and ML algorithms were highlighted as
critical enablers for processing large volumes of sensor data
and supporting predictive analytics in dynamic airspace
environments.

The third study [3] provided empirical validation of these
conceptual and analytical insights. Through a DOE approach,
it quantified how UAV characteristics, sensor configurations,
and cybersecurity attributes influence safety scores and
detection reliability. The experimental results demonstrated
that adaptive, Al-assisted surveillance architectures
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significantly enhance system resilience and performance,
confirming the theoretical propositions from [1] and [2].

The integrated themes that emerge from [1]-[3] are as

follows:

1. Technological Integration: Modernization
requires cohesive system-level design.
Advancements in sensing, communication, and data
processing must work together rather than function
as isolated upgrades.

2. Automation and AI Enablement: Intelligent
algorithms reduce controller workload, improve
situational awareness, and enable predictive
conflict detection.

3. Cybersecurity and System Resilience: Integrated
digital networks require embedded defenses
against spoofing, jamming, and data manipulation to
maintain operational integrity.

4. Regulatory and Organizational Alignment:
Modernization efforts must align with evolving
policies, certification standards, and human-system
integration requirements to ensure safe and
scalable deployment.

These themes form a unified conceptual architecture for
understanding UAV-ATC modernization. They demonstrate
how the research progresses from problem identification [1]
to technology assessment [2] and empirical validation [3],
producing a comprehensive system-of-systems (SoS)
perspective. This thematic integration provides the
analytical foundation for the chapters that follow and
reinforces the dissertation’s overarching argument that
modernization depends on coordinated advancement across
engineering, policy, and operational practice.

2.2 Knowledge Contributions

The collective research presented in the three
foundational studies [1]-[3] represents a progressive
advancement in wunderstanding and implementing
modernization strategies for ATC systems in the evolving era
of UAVs. Each publication contributed unique insights within
its respective phase of research maturity, and together they
establish a unified framework addressing the operational,
technological, and regulatory dimensions of UAV integration.
The cumulative knowledge generated from these studies
extends existing theory, informs applied engineering
practice, and supports evidence-based decision-making in
aviation safety and systems design.

The first contribution centers on the theoretical
articulation of the modernization problem introduced in [1].
This study advanced the discussion of ATC infrastructure
limitations by linking technical deficiencies to systemic
safety risks. [t was among the early scholarly efforts to show
that radar-centric architectures are inadequate for managing

heterogeneous airspace participants, particularly small
autonomous UAVs. By framing modernization as a
multidimensional challenge encompassing technology,
human factors, and policy, [1] broadened the conceptual
boundary of ATC research beyond equipment improvement
to include organizational adaptation and digital
transformation.

The second major contribution emerged from the
comprehensive literature review in [2], which synthesized
diverse research on UAV detection and surveillance into a
coherent taxonomy of technologies and methodologies. This
paper identified a critical knowledge gap between detection
theory and operational implementation, emphasizing that
reliable UAV identification depends on integrated sensing
and real-time data analytics. The review unified fragmented
literature into an accessible framework for researchers and
practitioners, enabling future investigations to compare
results using standardized metrics. Moreover, it advanced
theoretical understanding by proposing that ML and Al act
as mediators bridging the divide between human cognitive
processes and automated surveillance functions.

The third study [3] extended these theoretical and
analytical findings into the empirical domain by designing
and executing a DOE methodology. This research provided
measurable validation of the conceptual propositions
developed in [1] and [2]. The DOE model quantified the
effects of UAV characteristics, sensor configurations, and
cybersecurity parameters on system performance indicators,
including detection accuracy, latency, and reliability.
Through statistical analysis and ANOVA results, [3]
established a reproducible framework for evaluating
modernization strategies under controlled simulation
conditions. This contribution is both methodological and
practical, providing a replicable model that other
researchers can use to assess emerging ATC technologies or
simulate policy-driven operational scenarios.

Beyond the individual findings, the integrated body of
work contributes to the academic and professional discourse
in several overarching ways:

1. It establishes a cross-disciplinary foundation
connecting aeronautical engineering, data science,
and aviation policy within a single modernization
model.

2. Itprovides an empirical basis for decision-making,
demonstrating how data-driven methods can
inform regulatory planning and technology
adoption.

3. It advances methodological rigor in UAV research
by applying DOE and mixed-methods approaches to
aviation systems analysis, bridging theoretical
modeling with applied validation.
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4. It promotes standardization of evaluation criteria,
encouraging the aviation community to adopt
consistent benchmarks for measuring integrated
ATC performance.

Collectively, the contributions of [1]-[3] demonstrate
how a structured sequence of research—from theoretical
framing to empirical validation—can evolve into a
comprehensive model for ATC modernization. These studies
not only advance technical understanding butalso shape the
broader discussion of how emerging technologies can
coexist within legacy infrastructure. The research confirms
that UAV-ATC modernization must be approached as a SoS
challenge integrating hardware, software, human operators,
and governance mechanisms into a unified framework for
safety, efficiency, and resilience.

2.3 Research Gaps and Limitations

Despite the comprehensive scope of the three
foundational studies [1]-[3], several critical research gaps
and limitations remain in both theoretical and applied
aspects of UAV and ATC modernization. These limitations
highlight areas requiring continued investigation to ensure
that the proposed modernization strategies evolve into
operationally deployable systems capable of maintaining
safety, resilience, and interoperability.

The first gap concerns the translation of simulation
results into real-world implementation. The empirical work
in [3] was conducted under controlled simulation conditions
that provided precision and repeatability but did not fully
replicate  atmospheric  variability, electromagnetic
interference, or dynamic pilot behaviors found in live
environments. Future research should incorporate
hardware-in-the-loop testing, field trials, and operational
data feeds to validate model assumptions and improve
external validity.

A second limitation lies in the availability and diversity of
high-fidelity datasets. Both [2] and [3] identified constraints
in open-source data for UAV detection and tracking.
Classified or proprietary datasets from government and
industry sources restrict access to critical performance
information such as radar cross-section variability,
communication latency, and sensor-fusion accuracy. The
absence of shared benchmark datasets inhibits cross-study
comparison and slows the progression toward standardized
ATC modernization metrics.

Third, there remains a policy-to-technology alignment
gap. The theoretical propositions in [1] and [2] assume
regulatory flexibility for digital data links, Al-assisted
decision support, and autonomous flight management.
However, civil aviation authorities such as the FAA and EASA
continue to enforce legacy certification and safety-case
procedures that limit rapid adoption of emerging

technologies. A more adaptive regulatory framework is
needed to balance innovation with safety assurance.

A fourth gap involves the human-systems integration
dimension. While [3] quantified technical improvements
through Al and sensor fusion, limited attention was given to
controller situational awareness, trust in automation, and
decision-support interface design. These human-factor
variables will influence the acceptance and reliability of
automated ATC systems and should be evaluated through
cognitive task analysis and simulation-based human
performance metrics.

Finally, methodological limitations should be
acknowledged. Although the DOE approach in [3] provided
statistical insight into main effects and interactions, the
number of factors and replications was limited to maintain
tractability. Expanding future DOEs to include larger
factorial structures or mixed qualitative-quantitative
designs could yield greater generalizability and reliability
across ATC operational scenarios.

In summary, the research gaps identified across [1]-[3]
underscore the need for expanded empirical validation, data
transparency, regulatory adaptation, and human-centered
system design. Addressing these limitations will advance the
maturity of UAV-ATC modernization from a validated
conceptual framework to a fully deployable operational
model.

UAV-ATC

2.4 Conceptual Framework for

Modernization

The collective synthesis of the three foundational studies
[1]-[3] yields a unified conceptual framework describing
how technological, procedural, and regulatory innovations
must converge to enable the safe integration of UAVs within
ATC systems. This framework positions modernization as a
SoS transformation, combining engineering design, digital
connectivity, and adaptive governance.

The conceptual model, illustrated in Figure 2.1, integrates
four interdependent domains:

1. Technological Infrastructure: sensor networks,
automation, and communication architectures that
form the digital backbone of UAV-ATC interaction
[2].

2. Data and Analytics Layer: artificial intelligence
(AI), machine learning (ML), and real-time data-
fusion processes that transform raw inputs into
predictive situational awareness [3].

3. Operational Processes: controller decision-
support tools, flight-path optimization, and conflict-
resolution protocols that connect data insights to
human actions [1].
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4. Regulatory and Safety Governance: institutional
frameworks (FAA, EASA, ICAO) ensuring
compliance, certification, and cross-border
interoperability [1].

These domains interact cyclically: technological
infrastructure enables data fusion, which informs
operational decisions governed by policy feedback. The flow
of information is bi-directional, allowing adaptive learning
across technical and regulatory layers.

Table 2.1 provides a structured view of how
modernization spans five interdependent domains. It
demonstrates that successful UAV-ATC integration depends
on the coordinated alignment of technology, data analytics,
operations, and regulatory governance. The progression
from technological infrastructure to policy oversight
represents a SoS model that supports continuous adaptation
and resilience in next-generation airspace management.

Table 2.1: Cross-Domain Integration in UAV-ATC

Modernization
Domain Core Function | Key Integration
Components Outcome
Technological Provides the Sensors (radar, Reliable UAV
Infrastructure | foundational optical, detection,
hardware and acoustic, RF), continuous data
communication communication | flow, and
systems that networks, and automation
enable UAV Al-assisted readiness.
tracking, data control
exchange, and algorithms.
automation.
Network Supports real- Cloud-based Enables scalable,
Infrastructure | time data networks, secure, and high-
transmission distributed bandwidth
and system computing, information
interoperability. | data links, and exchange.
encryption
protocols.
Data & Transforms Data fusion Improves
Analytics sensor and engines, situational
Layer operational data | machine awareness and
into actionable learning decision-support
intelligence. models, for ATC
predictive operations.
analytics, and
visualization
dashboards.
Operational Defines Controller Enhances
Processes workflows and decision efficiency,
human- protocols, reduces human
machine automation workload, and
interactions oversight, maintains safety
within ATC safety performance.
operations. management
systems (SMS).
Regulatory & Establishes FAA NextGen, Ensures
Safety policy, ICAO Global Air | interoperability,
Governance compliance, and | Navigation accountability,
oversight Plan, and adaptive

frameworks for

cybersecurity
and

regulatory

certification
standards.

UAV integration. alignment.

REGULATORY & SAFETY
GOVERNANCE
(Policies, Standards, Certification) [1]

L]

OPERATIONAL PROCESSES
(Decision Support, Conflict Resolution,
Human-AI) [1][2]

)

DATA & ANALYTICS LAYER
(AI/ML, Multi-Sensor Fusion,
Predictive Modeling) [2][3]

)

NETWORK INFRATRUCTURE
(Cloud-based networks, data links,
computing, encryption [2]

)

TECHNOLOGICALINFRASTRUCTURE
(Sensors, Communication Links,
Automation Systems) [2]

Figure 2.1: Conceptual Framework for UAV-ATC
Modernization

Figure 2.1 illustrates the hierarchical and feedback
relationships among key modernization domains. This
framework emphasizes how technological infrastructure,
data analytics, operational processes, and regulatory
governance interact dynamically to enable safe and resilient
UAV integration within modern air traffic control systems.

This integrated model emphasizes that successful
modernization depends on cross-domain alignment rather
than isolated technological upgrades. It supports a
continuous-improvement cycle in which performance data
informs regulatory updates, automation enhances human
oversight, and safety governance feeds back into engineering
design. The framework thus provides both a theoretical
structure and an operational roadmap for the aviation
community to implement intelligent, resilient, and secure
ATC systems capable of accommodating diverse UAV
operations.

Sections 2.0 through 2.4 collectively demonstrate that
modernization of ATC systems for UAV integration is not a
single-discipline pursuitbut an interdisciplinary synthesis of
engineering innovation, data analytics, policy development,
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and safety management. The conceptual framework
developed here bridges theory and practice, setting the stage
for Section 3.0 Integration of Publications, where the
individual papers [1]-[3] are explicitly connected to this
overarching research structure.

3.0 Integration of Publications

The three foundational publications [1]-[3] form a
coherent investigative sequence that progresses from
conceptual framing to empirical validation. Each study
contributes a distinct layer of evidence that, when
synthesized, provides a comprehensive response to the
central research question concerning the modernization of
air traffic control (ATC) systems for the safe integration of
UAVs. Together, these works illustrate how a cumulative and
iterative research strategy can transform discrete studies
into a unified body of knowledge advancing both theoretical
understanding and practical application.

The first paper [1] established the conceptual and
contextual foundation. It identified the operational
limitations of legacy ATC infrastructures, emphasizing that
analog radar and voice-based communications cannot
accommodate the expected density and diversity of UAV
traffic. The study proposed modernization strategies
centered on digital networking, automation, and systemic
workflow redesign. This initial publication framed the
central problem and underscored the urgency of digital
transformation within ATC.

The second paper [2] expanded analytical depth through
a structured literature synthesis of UAV detection and
surveillance technologies. It evaluated radar, optical,
acoustic, and RF systems as elements of multi-sensor
detection frameworks, and explored artificial intelligence
(AD) and data-fusion techniques as enablers of real-time
situational awareness. The findings validated the necessity
of technological convergence and provided the theoretical
basis for the experimental design later executed in [3]. Thus,
the literature mapping in [2] bridged the infrastructure
critique in [1] with the simulation-based empirical analysis
in [3].

The third paper [3] operationalized these insights
through a quantitative DOE framework. It analyzed how UAV
characteristics, sensor configurations, and cybersecurity
variables influence safety performance. Using simulated
datasets, replication trials, and ANOVA, the study produced
empirical evidence supporting the hypotheses of the earlier
publications. The results confirmed that integrated, adaptive
surveillance systems and Al-assisted data fusion significantly
improve detection accuracy and system resilience, validating
both the modernization principles from [1] and the
technological recommendations synthesized in [2].

Viewed collectively, [1]-[3] demonstrate a logical
progression from qualitative analysis to quantitative

validation. The conceptual argument in [1] justified the need
for change, the literature synthesis in [2] outlined the
mechanisms to achieve it, and the empirical evaluation in [3]
confirmed its feasibility and impact. Each publication
reinforced prior findings while extending research scope,
producing a cohesive and replicable framework for UAV-
ATC modernization.

This integration also underscores methodological
consistency across all three works. While they employed
different analytical tools—policy analysis in [1], systematic
literature review in [2], and experimental simulation in [3]—
they shared a unified design logic centered on identifying,
evaluating, and validating modernization drivers. Such
coherence strengthens the validity and credibility of the
Exegesis by demonstrating that each study functions as an
interdependent component of a unified research design.

Moreover, the collective integration highlights the
evolution of scholarly focus from descriptive, to prescriptive,
to evaluative inquiry. The first paper described the
modernization problem, the second prescribed potential
technological solutions, and the third evaluated those
solutions under controlled experimental conditions. This
progression mirrors the scientific process within aviation
systems research and exemplifies how publication-based
dissertations can achieve both academic rigor and applied
relevance.

Finally, the integration reinforces the dissertation’s
broader contribution to aeronautical science. The combined
findings demonstrate that ATC modernization requires a SoS
approach aligning policy, technology, and human factors. The
research confirms that modernization is not a single
initiative but an enduring transformation of infrastructure,
governance, and operational culture. By merging the
conceptual, analytical, and empirical strands of [1]-[3], this
Exegesis establishes a holistic framework for achieving UAV
integration within the evolving landscape of global ATC.

3.1 Paper 1 - Foundational Context

Paper [1] established the foundational context for this
research by defining the core challenge of ATC
modernization in the era of UAV operations. The study
argued that legacy ATC infrastructure, originally designed
for predictable, manned aviation, is increasingly inadequate
for managing high-density, mixed-traffic environments that
include autonomous and semi-autonomous UAV systems.
Without substantial transformation, existing ATC
frameworks risk degradation in safety, efficiency, and
interoperability as the aerospace domain evolves.

Paper [1] identified three principal limitations in
traditional ATC systems. First, the study highlighted radar
dependency as a technological constraint. Conventional
radar performs reliably for larger aircraft but experiences
reduced detection capability with small, low-altitude UAVs
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that possess minimal radar cross-sections. Second, it
identified communication latency caused by continued
reliance on voice-based, analog communication, which
cannot support the real-time data synchronization needed to
manage multiple concurrent UAV operations. Third, it
emphasized human workload saturation, noting that manual
coordination and procedural control frameworks do not
scale effectively in dynamic mixed-traffic environments.
Collectively, these limitations demonstrate that legacy ATC
models are structurally mismatched to the operational
characteristics introduced by UAV integration.

Paper [1] also positioned modernization within the
global aviation policy landscape, referencing initiatives such
as the FAA NextGen program and the ICAO Global Air
Navigation Plan. These programs illustrate that
modernization is both a technical and institutional
imperative, requiring not only equipment upgrades but also
procedural redesign, automation-assisted decision support,
and integrated digital information networks. Thus,
modernization is framed as a systemic transformation,
rather than a series of incremental technological
improvements.

A significant conceptual contribution of [1] was the
identification of digital communication, automation, and
machine intelligence as the technological pillars of next-
generation ATC systems. The study proposed that
integrating these technologies enables adaptive traffic
management, predictive safety analytics, and near real-time
conflict detection and resolution. These principles provided
the theoretical platform for the subsequent research: the
technology-focused surveillance analysis in [2] and the
experimental evaluation in [3] both derive directly from the
modernization rationale introduced in [1].

Methodologically, [1] employed qualitative analysis and
secondary data synthesis, comparing historical ATC
architectures with emerging digital and autonomous system
models. Although it did not involve primary empirical
experimentation, it functioned as the intellectual catalyst for
the dissertation. The study identified key research gaps—
detection performance, system scalability, and controller
workload management—which later became controlled
variables and performance factors examined in [2] and [3].

In summary, Paper [1] contributes to the Exegesis by
defining the modernization problem, establishing the need
for a holistic, SoS approach, and positioning the research
within the broader discourse of aerospace systems
engineering. It provides the conceptual and operational
groundwork that supports the literature review in [2] and
the empirical validation in [3], ensuring that the dissertation
proceeds along a coherent, logically progressive research
trajectory.

3.2 Paper 2 - Literature Expansion

Paper [2], expanded upon the conceptual foundation
established in [1] by conducting a comprehensive and
systematic review of research concerning UAV detection,
surveillance, and security in the context of ATC
modernization. This study synthesized emerging
technological developments and identified persistent
capability gaps that limit the effectiveness of current
surveillance architectures. In doing so, [2] served as the
analytical bridge between the conceptual arguments
advanced in [1] and the empirical validation later performed
in [3].

The primary aim of [2] was to determine how evolving
detection and monitoring technologies can support the safe
integration of UAVs into controlled airspace. The review
examined research across multiple detection domains,
including radar-based surveillance, electro-optical and
infrared sensing, acoustic monitoring, and RF signal
characterization. The findings demonstrated that no single
sensor modality provides sufficient coverage across all
operational and atmospheric conditions. Instead, [2]
concluded that multi-sensor fusion, in which heterogeneous
data sources are combined, offers the most reliable
foundation for situational awareness and detection accuracy.
This conclusion directly supported the modernization
imperatives introduced in [1], which emphasized the
limitations of single-technology dependence in complex
airspace environments.

A central analytical theme in [2] was the role of Al and
ML in UAV detection and classification. The study examined
algorithmic strategies for feature extraction, trajectory
prediction, and anomaly detection, demonstrating how
intelligent data processing enhances system responsiveness
and adaptability. The literature indicated that machine
learning enables adaptive detection performance, improving
as operational data accumulates. This insight extended the
conceptual foundation from [1], illustrating that automation
and intelligent analytics can function not only as efficiency
tools, but also as safety mechanisms in increasingly
autonomous ATC environments.

Paper 2 also introduced a structured methodological
framework for organizing UAV detection research. It
categorized existing approaches according to sensor
modality, data-processing strategy, and system integration
level. This taxonomy clarified the relationships among
detection methods, highlighted gaps in interoperability, and
identified where future research could provide the greatest
impact. Many prior studies examined detection methods in
isolation, without considering how they function within a
SoS ATC environment. By emphasizing this limitation, [2]
reinforced the holistic modernization perspective
established in [1], and provided the theoretical direction for
the DOE-based experimentation later conducted in [3].
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A key outcome of [2] was its identification of unresolved
challenges involving real-time data fusion, false-positive
suppression, environmental robustness, and scalability.
While many prototype systems demonstrated strong
performance under controlled conditions, few addressed
national airspace-level operational demands. This gap
motivated the experimental validation phase in [3], where
controlled simulations were used to test performance under
varying system and traffic configurations.

Additionally, [2] highlighted cybersecurity, data integrity,
and information assurance as essential components of
surveillance system modernization. As ATC environments
become more dependent on interconnected sensors and
digital communication, the risk of signal interference,
spoofing, and data manipulation increases. The study
emphasized that cyber resilience must evolve concurrently
with detection technology. These insights were incorporated
into the experimental variables of [3], where cybersecurity
posture was treated as a factor influencing overall safety
performance.

In summary, Paper [2] contributed to the dissertation by
providing the analytical synthesis necessary to connect the
conceptual modernization rationale of [1] with the empirical
evaluation in [3]. Its principal contributions include:

e  Acomprehensive mapping of the UAV detection and
surveillance landscape

e  Aclear argument for multi-sensor data fusion

e The identification of cybersecurity as a core
dimension of ATC modernization

This work positioned the dissertation at the intersection
of emerging technology and aviation policy, establishing the
knowledge framework required for the subsequent
quantitative research phase.

3.3 Paper 3 - Experimental Validation

Paper [3], represented the empirical phase of the
research sequence and served as the quantitative validation
of the conceptual and theoretical foundations established in
[1] and [2]. This study employed a mixed-methods research
design that integrated a DOE framework with qualitative
interpretation to evaluate how specific technological and
procedural factors influence the safety and effectiveness of
AV) integration within modern ATC systems. Through
statistical analysis and simulation-based performance
modeling, [3] provided measurable evidence supporting the
modernization strategies proposed in the earlier
publications.

The DOE framework in [3] was structured to examine the
effects of multiple independent variables across four
experimental configurations, each representing a critical
dimension of UAV-ATC interaction: UAV Characteristics,

Surveillance Technologies, Cybersecurity Vulnerabilities, and
Radar Detection Performance. Three configurations
employed 2x3 factorial designs, while one used a 3x2 model,
enabling the identification of both main effects and
interaction effects among variables. For example, the UAV
Characteristics configuration examined how airframe type,
communication protocol, and operational altitude influenced
safety outcomes. The Surveillance Technologies
configuration evaluated the impact of sensor modality and
data fusion strategy on detection accuracy, directly
extending the multi-sensor integration concepts identified in
[2]. Meanwhile, the Cybersecurity and Radar configurations
aligned with vulnerabilities and radar performance
limitations recognized in [1] and [2].

Across all configurations, performance was evaluated
using composite dependent variables derived from
simulation data, including the Detection Effectiveness Score
(DES), Composite Surveillance Score (CSS), Cyber Resilience
Score (CRS), and overall Safety Score (SS). These composite
metrics were computed using weighted statistical
aggregation, and replication trials ensured experimental
consistency. Results were analyzed using ANOVA, supported
by interaction plots. The findings demonstrated that systems
incorporating  adaptive data  fusion, redundant
communication channels, and automation-assisted decision
support consistently achieved higher safety and detection
performance. These outcomes validated the conclusion from
[2] that integrated sensing systems improve robustness and
confirmed the argument in [1] that modernization requires
network-level digital communication and automation.

A significant contribution of [3] was the explicit
incorporation of cybersecurity as a performance variable.
The results showed that improvements in signal integrity
and intrusion detection protocols produced measurable
gains in overall system safety. This finding reinforced that
modernization must address not only physical surveillance
capability, but also the protection of digital infrastructure,
linking the technological, operational, and resilience
dimensions of UAV-ATC integration.

The study also included qualitative document analysis to
contextualize simulation outcomes within real-world
aviation policy and system implementation environments.
This interpretive layer demonstrated how experimental
results can guide regulatory development, system
architecture decisions, and interagency coordination. The
findings aligned with ongoing modernization initiatives such
as the FAA’s NextGen and the European U-Space Framework,
situating the research in the global trajectory of ATC
evolution.

Methodologically, [3] contributed a novel application of
DOE to aerospace systems evaluation, demonstrating how
controlled experimentation can be used to analyze complex
system interactions that are difficult or impractical to testin
operational settings. The factorial design improved the
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reproducibility, transparency, and statistical rigor of the
research, strengthening the empirical foundation of the
dissertation.

In summary, Paper [3] provided the empirical
verification required to transform the modernization
framework from a conceptual model into a data-supported
operational strategy. The study confirmed that
modernization emphasizing multi-sensor integration, Al-
assisted automation, and cyber-resilient architectures can
measurably enhance safety in UAV-inclusive airspace. This
work completes the research trajectory initiated in [1] and
expanded in [2], demonstrating a coherent progression from
conceptual justification to analytical synthesis to
experimental confirmation.

4.0 Conclusions, Implications for Practice, and
Future Work

The cumulative findings of the three foundational
publications [1]-[3] confirm that the modernization of ATC
systems for UAV integration requires a multi-dimensional,
SoS approach that unites technological innovation,
operational redesign, and policy alignment. The research
sequence progressed logically from the conceptual framing
established in [1], through the analytical synthesis in [2], to
the empirical validation demonstrated in [3]. Collectively,
these works form a coherent and actionable modernization
model that advances both theoretical understanding and
practical implementation.

4.1 Conclusions

This Exegesis synthesizes the outcomes of three
interrelated studies [1]-[3] to present a coherent framework
for ATC modernization in the era of UAVs. Collectively, the
research sequence established a structured progression
from conceptual problem framing, to literature-based
analytical synthesis, and finally to empirical validation
through simulation and experimental modeling. The first
publication [1] identified critical systemic limitations of
legacy ATC infrastructure and demonstrated the necessity
for digital transformation. The second publication [2]
expanded the analytical foundation by synthesizing
contemporary research on surveillance technologies and
identifying  multi-sensor  fusion, automation, and
cybersecurity resilience as key enablers of safe UAV
integration. The third publication [3] operationalized these
insights through a DOE methodology, providing quantitative
evidence that integrated, adaptive surveillance and
communication architectures improve detection
performance, operational robustness, and overall safety
outcomes.

The cumulative findings confirm that UAV-ATC
modernization is a SoS challenge, not a technology
replacement effort. Effective modernization requires the

coordination of sensing architectures, data networking,
automated decision-support, and resilient cyber-defense
mechanisms. The research also demonstrates that
modernization must extend beyond engineering,
incorporating human-system integration and regulatory
adaptation to ensure operational feasibility and safety
continuity. The DOE results in [3] reinforce the principle that
integration, rather than isolated improvement, is the
defining mechanism for enabling safe shared airspace
operations.

The Exegesis contributes to both scholarship and practice
by providing an evidence-based modernization model that
connects engineering design, automation, and policy
formation into a unified operational framework. It
underscores the need for interdisciplinary collaboration
across aviation authorities, system engineers, and human
factors experts and highlights the importance of
standardization and interoperability in global airspace
management. Furthermore, the research establishes a
replicable foundation for ongoing inquiry, offering
methodological and conceptual pathways for studying
emerging operational variables such as weather variation,
spectrum congestion, and multi-UAV cooperative behavior.

Four overarching insights emerge from the synthesis of
[1]-[3]:

1. Multi-sensor architectures significantly improve
UAV  detection reliability under variable
environmental and traffic conditions.

2. Automation and Al-enabled decision support
reduce controller workload and increase the
efficiency of conflict detection and resolution.

3. Cybersecurity and data integrity are foundational
to maintaining safe operations in networked ATC
environments.

4. Regulatory and procedural adaptation is
required to ensure that new technologies integrate
effectively into safety and governance frameworks.

The research also acknowledges that modernization
involves organizational and cultural adaptation, not solely
technical change. Successful UAV-ATC integration requires
ongoing collaboration among engineers, regulators,
controllers, pilots, and human factors specialists, ensuring
that automation supports rather than replaces human
oversight. Modernization should therefore be conceptualized
as a continuous process, evolving alongside emerging
technologies, operational demands, and cyber-threat
landscapes.

In conclusion, this Exegesis demonstrates that UAV-ATC
modernization can be achieved through the coordinated
application of data-driven technologies, interdisciplinary
research, and adaptive governance. The body of work
validates the dissertation’s central hypothesis that safe and
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efficient UAV integration depends on holistic modernization
strategies supported by both empirical evidence and
conceptual rigor. Sections 4.2 and 4.3 provide detailed
implications for practice and future research directions
derived from these conclusions, outlining clear pathways for
continued scholarly and operational advancement.

4.2 Implications for Practice

The integrated findings across the three publications [1]-
[3] carry significant implications for the design, regulation,
and operation of future ATC systems in environments that
include UAVs. As aviation transitions toward shared airspace
between manned and unmanned platforms, the research
confirms that modernization must extend beyond isolated
technological upgrades and incorporate procedural reform,
regulatory evolution, and human-system integration. The
implications discussed in this section apply directly to
policymakers, system engineers, air traffic managers, and
safety analysts.

The first implication relates to system architecture and
integration. The empirical results in [3] reinforce the
principle established in [1] and [2] that modernization
requires multi-layer  integration across sensing,
communication, and decision-support systems. Traditional
radar-centric surveillance is insufficient for detecting small
or low-altitude UAVs. Instead, multi-sensor fusion,
incorporating optical, acoustic, and RF sensing, should be
implemented to improve detection reliability and reduce
false alarms. To support scalability, system designers should
employ modular and open architectures that allow
incremental incorporation of new sensing modalities and
adaptive algorithms over time.

The second implication concerns automation and
decision-support systems. Findings from [2] and [3]
demonstrate that Al and ML can enhance real-time
situational awareness and enable predictive conflict
detection and resolution. Integrating Al-assisted automation
into ATC workflows can reduce controller workload and
improve responsiveness during high-density UAV
operations. However, automation must be designed within a
human-centered framework, preserving transparency,
operator authority, and situational comprehension. This
balance ensures that automation supports rather than
supersedes the human role.

A third implication involves cybersecurity and data
assurance. The DOE results in [3] show that cyber resilience
has a direct and statistically significant effect on system
safety. As ATC systems increasingly rely on interconnected
digital networks, risks such as signal jamming, spoofing, and
data manipulation become critical. Modernization efforts
mustincorporate layered cybersecurity defense, encryption
protocols, and real-time intrusion detection from the earliest
stages of system design, rather than adding them

retroactively. This embeds resilience as an inherent property
of ATC networks.

The fourth implication concerns policy and regulatory
adaptation. Paper [1] emphasized that regulatory
frameworks must evolve alongside technological capacity.
The quantitative evidence from [3] provides regulators with
data-backed thresholds and performance metrics to support
risk-based certification, dynamic airspace access, and
adaptive operating rules. This enables agencies such as the
FAA and ICAO to shift from prescriptive, static procedures to
flexible, evidence-driven governance models appropriate for
mixed-traffic environments.

The fifth implication pertains to training and human
factors. The findings across [1]-[3] reaffirm that human
expertise remains central to safety, even in technologically
advanced environments. Controllers, engineers, and
maintenance personnel must be trained not only in system
operation, but also in interpreting Al outputs, managing
uncertainty, and responding to automation anomalies.
Training programs should integrate technical, cognitive, and
procedural competencies to sustain human-system
coordination.

Finally, the research highlights the need for international
interoperability and standardization. Shared airspace
requires consistent data exchange formats, communication
protocols, and certification criteria across jurisdictions. The
synthesis of findings in [1]-[3] supports the establishment of
global modernization standards, ensuring that UAV
integration is efficient, predictable, and safe across national
boundaries.

In practice, the research sequence provides an evidence-
based roadmap for ATC modernization. It substantiates the
advantages of multi-sensor integration, validates the role of
automation and Al in operational support, and emphasizes
the necessity of cyber-secure system architectures and
adaptive governance frameworks. Modernization is
therefore achievable only through a balanced synthesis of
technology, human oversight, and regulatory alignment,
guiding the transition toward intelligent, resilient, and
interoperable airspace management systems.

4.3 Future Research Directions

The collective findings from the three foundational
publications [1]-[3] and the synthesis presented in this
Exegesis establish a comprehensive basis for continued
investigation into UAV integration within modern ATC
systems. However, the evolving pace of technological
innovation, the increasing diversity of autonomous airspace
users, and the dynamic nature of global aviation governance
create new research opportunities. Future work should
expand the theoretical, methodological, and empirical
frameworks developed in this dissertation to further
examine the emerging frontiers of automation, resilience,
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and human-machine collaboration in shared airspace
environments.

A primary direction for future research is the integration
of real-world operational data into validation efforts. While
[3] employed simulation-based DOE methods to produce
statistically controlled insights, subsequent studies could
incorporate live or recorded airspace data from test
corridors, integration pilot programs, or controlled UAV
operations. These datasets would support model refinement,
enhance the predictive accuracy of Al-based detection
mechanisms, and enable validation of system behavior under
authentic  environmental and traffic conditions.
Collaboration among universities, industry partners, and
regulatory agencies would facilitate such field-based
evaluation.

A second research direction involves advancing multi-
sensor fusion through distributed computation and artificial
intelligence. The findings in [2] and [3] indicate that
surveillance performance improves when heterogeneous
sensing modalities are integrated. Future studies should
examine methods such as federated learning, edge
computing, and adaptive inference models to enable
scalable, low-latency processing across distributed ATC
networks. This line of research supports the development of
autonomous decision-support systems capable of self-
adjusting to airspace dynamics in real time.

A third direction focuses on cybersecurity assurance
within digital ATC ecosystems. The experimental results in
[3] demonstrated that even incremental improvements in
signal integrity and intrusion detection significantly enhance
system safety. Future work should investigate zero-trust
architectures, behavioral anomaly detection, and blockchain-
based authentication as methods for safeguarding data links,
sensor feeds, and command-and-control channels. Simulated
cyberattack modeling and resilience stress-testing represent
promising methodologies for evaluating these strategies.

A fourth direction involves human-automation
interaction and training. Although [1] identified limitations
in traditional controller workload, further empirical research
is needed to understand how Al-enabled decision support
can enhance performance while maintaining situational
awareness and operational authority. Potential methods
include eye-tracking studies, cognitive workload modeling,
and user-interface evaluation in high-fidelity simulation
environments. These studies will help ensure that
automation functions as a collaborative augmentation tool,
rather than a replacement for human oversight.

A fifth research trajectory concerns policy harmonization
and international interoperability. As identified in [1] and
[2], modernization requires regulatory frameworks that
align with technological capability. Comparative policy
analysis across FAA, EASA, and ICAO jurisdictions could
identify common baselines for UAV access, certification, and
airspace classification. Research should also focus on

border risk assessment models that support seamless global
UAV operations.

Finally, there is significant potential to expand the DOE
methodology from [3] to incorporate additional operational
variables. Future studies could model the effects of weather
variability, communication bandwidth constraints, and
cooperative swarm behavior among UAVs. Hybrid DOE-ML
approaches may allow real-time experimental adaptation,
enabling researchers to examine emergent system dynamics
in congested and autonomous airspace environments.

In summary, the next phase of UAV-ATC modernization
research requires interdisciplinary collaboration across
systems engineering, artificial intelligence, aviation
regulation, and human factors. By extending the research
trajectory established in [1]-[3], future scholars and
practitioners can continue to refine modernization strategies
that enhance safety, efficiency, and resilience in a globally
interconnected aviation ecosystem.
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Appendix A - Summary of Published Papers

This appendix provides a synthesized summary of the
three peer-reviewed publications that collectively form the
research foundation for this Exegesis. Each paper
contributes a distinct yet complementary layer of inquiry —
conceptual, analytical, and empirical — that together define
a unified framework for unmanned aerial vehicle (UAV)
integration and air-traffic-control (ATC) modernization. The
full-text versions of each publication are available through
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the International Research Journal of Engineering and
Technology (IRJET) archives and are cited within the main
body of this Exegesis as references [1]-[3].

Paper [1] Summary:

This foundational publication [1] established the
conceptual framework for ATC modernization in the era of
increasing UAV operations. The study identified key
structural limitations oflegacy ATC infrastructure, including:

° Radar dependence, which reduces detection
capability for small UAVs with low radar cross-

sections.
e Analog and voice-based communication
protocols, which introduce latency and limit

scalability.

e  Controller workload saturation, which constrains
human performance in mixed-traffic environments.

The paper argued that these constraints cannot be
resolved through incremental system upgrades. Instead, it
advocated for a system-wide digital transformation
integrating automation, high-bandwidth data networks, and
adaptive human-machine collaboration.

The study also aligned ATC modernization with major
global initiatives, including the FAA’s NextGen program and
ICAQ’s Global Air Navigation Plan, demonstrating that the
modernization challenge is both technical and institutional.
By positioning modernization as a multi-dimensional
imperative, the publication laid the theoretical groundwork
for the deeper analytical review in Paper [2] and the
empirical validation in Paper [3].

Its central contribution is the articulation of UAV-ATC
modernization as a SoS challenge, requiring coordination
across technology development, operational redesign, and
regulatory evolution.

Paper [2] Summary:

This publication [2] expanded the conceptual foundation
established in Paper [1] by delivering a comprehensive,
structured literature review of UAV detection, surveillance,
and security technologies relevant to ATC modernization.
The review synthesized over five years of research spanning
radar systems, optical and infrared sensing, acoustic
detection, and RF monitoring, revealing that no single
modality provides complete, reliable coverage across all
operational environments.

A central finding of [2] is the critical importance of multi-
sensor fusion, where heterogeneous sensing inputs are
combined into a unified detection architecture. Multi-sensor
fusion was shown to substantially improve detection
reliability, range performance, and environmental
robustness, especially for small, low-altitude UAVs that
challenge conventional radar. This theme directly reinforced
the modernization pathways proposed in [1].

An additional contribution of [2] was its examination of
Al and ML algorithms as key enablers of real-time data
fusion, anomaly detection, and target classification. The
literature demonstrated that Al-supported surveillance
systems outperform traditional rule-based processing,
offering adaptive detection, faster update cycles, and
improved identification accuracy in cluttered or dynamic
environments.

The publication also introduced a three-dimension
taxonomy for organizing detection literature based on:

1. Sensor Modality (radar, optical, acoustic, RF)

2. Data Processing Strategy (rule-based, Al-driven,
hybrid)

3. Integration Level (stand-alone, multi-sensor,
networked ecosystem)

This taxonomy provided a standardized framework for
comparing research methods, addressing a major gap where
prior studies lacked analytical consistency.

Paper [3] Summary:

Paper [3] represents the empirical and experimental core
of the dissertation, translating the conceptual modernization
framework from [1] and the analytical insights from [2] into
a quantitative, simulation-based evaluation of UAV
integration within modern ATC systems. This study
employed a mixed-methods DOE approach supported by
qualitative document analysis, creating a dual-layered
examination of UAV-ATC interactions that is both
statistically rigorous and operationally grounded.

The DOE model tested four major modernization
dimensions, each represented by a dedicated experimental
configuration:

1. UAV Characteristics

2. Surveillance Technologies

3. Cybersecurity Vulnerabilities
4. Radar Detection Performance

These factors were selected directly from the gaps
identified in [1] and [2], ensuring methodological continuity
across the research sequence. The DOE structure included
2x3 factorial designs for three configurations and a 3x2
factorial design for the cyber-focused configuration, with five
replications per cell to ensure statistical reliability.

Dependent variables— Detection Effectiveness Score
(DES), Composite Surveillance Score (CSS), Cyber Resilience
Score (CRS), and an overall Safety Score (SS)—were
computed as composite indices derived from simulated
operational data. These metrics provided a consistent
numerical representation of system performance across
diverse technological and procedural factors.
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The analysis employed ANOVA, interaction plots, and
mean comparison techniques to identify statistically
significant relationships. The key empirical findings include:

e  Multi-sensor fusion and Al-assisted processing
significantly improved detection accuracy,
validating the literature synthesis in [2].

e  Higher cyberresilience levels correlated strongly
with improved safety outcomes, confirming
cybersecurity as a central modernization pillar.

e Adaptive communication protocols reduced
latency and increased system stability, supporting
the digital transformation imperative identified in

[1].

e Radar enhancements (e.g., multistatic or phased-
array configurations) demonstrated superior
performance over legacy radar, particularly for
small UAV targets.

In addition to quantitative outputs, Paper [3] integrated
qualitative document analysis to contextualize simulation
findings within real-world ATC constraints. This hybrid
approach linked empirical results to policy frameworks such
as FAA’s NextGen and EASA’s U-Space initiatives,
highlighting the operational relevance of the research for
global modernization efforts.

Methodologically, [3] introduced a novel application of
DOE techniques to aviation systems analysis—a domain
where controlled experimentation is often impractical due to
safety and regulatory restrictions. The study demonstrated
that simulation-based DOE can produce reproducible,
system-level insights that complement traditional
operational evaluations.

Paper [3] therefore served as the validation phase of the
research sequence, transforming conceptual ideas and
literature-based  theories into a  data-supported
modernization model. Its contributions include:

a. Empirical confirmation of modernization benefits
b. Demonstration of SoS interdependencies
c.  Establishment of reproducible evaluation methods

d. Directapplication to both engineering practice and
regulatory policy

Together, the findings in [3] complete the research
trajectory initiated in [1] and expanded in [2], providing the
evidence base for next-generation ATC modernization
strategies in UAV-inclusive airspace.

Paper [2] further highlighted persistent challenges,
including false positive management, environmental
sensitivity, and real-time computational load, particularly
when large sensor networks must process high-volume data
streams. These limitations informed the selection of
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variables and experimental designs in Paper [3], where
multi-sensor and Al-fusion concepts were tested
quantitatively.

Finally, the review underscored the interdependence
between detection performance and cybersecurity
resilience, noting that increasingly digital and networked
ATC environments expose surveillance data to risks such as
jamming, spoofing, and manipulation. This insight
anticipated the cybersecurity dimension incorporated into
the DOE experiments of [3].

Overall, Paper [2] provided the analytical bridge between
the conceptual modernization framework in [1] and the
empirical validation in [3]. By consolidating detection and
surveillance research into a unified interpretive model, it
advanced both theoretical understanding and practical
direction for UAV-ATC modernization.

Appendix B - DOE Data Outputs

This appendix presents the consolidated DOE outputs
developed and analyzed in Paper [3]. The data reflect the
quantitative and qualitative outcomes derived from
controlled simulations evaluating the interaction between
UAVs and ATC systems under varying operational,
technological, and cybersecurity conditions.

The DOE process served as the empirical foundation for
validating the UAV-ATC modernization model, confirming
that integrated multi-sensor and Al-assisted architectures
can substantially improve detection reliability,
communication stability, and overall safety performance.

This appendix presents the consolidated DOE outputs
developed in Paper [3]. The results summarize the
quantitative and qualitative evidence supporting the UAV-
ATC modernization framework. Collectively, the
experimental data confirm that integrated multi-sensor
surveillance, Al-assisted analytics, and embedded
cybersecurity measures significantly enhance system
resilience, detection accuracy, and overall safety
performance in mixed airspace environments.

Appendix B.1 - Overview of Experimental Design

The DOE comprised four primary configurations, each
structured to isolate main and interaction effects among
critical modernization variables:

Table B.1 - Overview of the four DOE configurations

Configuration Design Primary Dependent | Rep
Type Factors Variables (n)
(A B) (bv)
1. UAV 2x3 A1: UAV Flight Safety Score 5
Characteristics | Factorial | Profile (SS)
B1:
Communication
Protocol
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2. Surveillance 2x3 A2: Sensor Composite 5
Technologies Factorial | Type Surveillance
B2: Data Fusion Score (CSS)
Method
3. 3x2 A3: Safeguard Cyber 5
Cybersecurity | Factorial | Type Resilience
Vulnerabilities B3: Threat Score (CRS)
Type
4. Radar 2x3 A4: Radar Type Detection 5
Detection Factorial | B4: Target Effectiveness
Performance Obscuration Score (DES),)

Paper [3] employed four factorial DOE configurations to
evaluate how UAV characteristics, sensor architectures,
cybersecurity variables, and radar modalities influence
system performance. Each configuration used a balanced
factorial structure with five replications per cell, ensuring
reproducibility and variance control.

Each experiment measured dependent variables using
normalized performance indices ranging from 0 to 1, derived
through weighted aggregation of detection accuracy, latency,
and stability components.

UAYV Characteristics DOE Formula

The Safety Score (SS) for each UAV configuration was
computed using the following formula:

SS=DRS + CLS + CLR (1)
Where:

DRS (Detectability Rating Score): Represents the degree to
which a UAV is visible to radar systems and ATC detection
frameworks. This score accounts for radar cross-section
signature, signal strength, and detection latency under
standard surveillance conditions.

CLS (Communication Link Stability): Captures the reliability
of command and control links. Higher scores indicate
reduced signal dropouts, consistent telemetry feedback, and
minimal latency. This value is influenced by the UAV’s
communication method (ADS-B, Remote ID, or none).

CLR (Collision Likelihood Reduction): Measures the UAV’s
ability to autonomously detect and avoid midair conflicts.
Factors include onboard sensor fidelity, guidance algorithm
responsiveness, and maneuverability.

Surveillance Technologies DOE Formula

The Composite Surveillance Score (CSS) for each
configuration was calculated using the following formula:

CSS =SR + FRS + TDS (2)
Where:

SR (Sensor Reliability): Measures the ability of visual or
infrared sensors to consistently detect and track UAVs under
varying conditions. Performance factors include detection

range, resistance to environmental interference, and image
clarity [3].

FRS (Fusion Responsiveness): Captures the speed and
effectiveness of combining multiple sensor streams. Manual
fusion exhibits higher latency, while rule-based and Al
driven methods improve real-time responsiveness.

TDS (Target Discrimination Score): Assesses the system'’s
ability to distinguish UAVs from clutter or non-threat
airborne objects. Stronger target discrimination reduces
false positives and enhances classification accuracy

Cybersecurity Vulnerabilities DOE Formula

The cybersecurity resilience score (CRS) of each
configuration was evaluated using the following additive
formula:

CRS=FR + TD + RT (3)
Where:

FR (Firewall Robustness): Represents the system’s ability to
block, resist, and mitigate unauthorized access or intrusion
attempts. High FR values indicate stronger resilience against
malicious penetration, ensuring critical UAV and ATC
functions remain secure.

TD (Threat Detection): Measures the system’s capability to
identify cyber threats in real time, including spoofing,
jamming, and DDoS attempts. A higher TD score reflects
improved monitoring fidelity and faster recognition of
anomalies that could compromise UAV operations.

RT (Recovery Time): Indicates how quickly the system
restores full operational capacity following a cyber
disruption or intrusion. Lower RT values correspond to
more effective recovery processes, ensuring continuity of
UAV mission performance with minimal downtime.

Radar Detection Performance DOE Formula

The Detection Effectiveness Score (DES) in this configuration
was evaluated using a composite scoring model represented
by the following formula:

DES = TAR + TSI + CRE 4)
Where:

TAR (Target Acquisition Rate): Measures how rapidly and
consistently the radar system detects UAVs entering the
surveillance zone. Higher TAR values indicate stronger
responsiveness and acquisition reliability.

TSI (Track Stability Index): Represents the radar’s ability to
maintain continuous tracking of UAVs without loss of signal.
This metric reflects resilience to terrain masking and
intermittent visibility.

CRE (Clutter Rejection Efficiency): Evaluates the radar’s
ability to distinguish UAV signals from interference such as
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birds, weather, structures, or terrain. High CRE values
improve detection precision and reduce false negatives.

Appendix B.2 - Statistical Summary and ANOVA

Table B.2.1 presents the mean and standard deviation of
UAV Safety Scores across five replications for each
configuration. These descriptive statistics enable reliable
comparison and form the foundation for variance analysis

[3].

Table B.2.1 - Summary Statistics for UAV Safety Scores

Flight Profile | Communication | Mean Score | Std Dev
Type
Fixed-Wing ADS-B 87.0 0.23
Fixed-Wing Remote ID 79.8 0.10
Fixed-Wing None 69.4 0.16
Multirotor ADS-B 83.5 0.19
Multirotor Remote ID 76.4 0.22
Multirotor None 65.7 0.16

Table B.2.2 displays the results of a two-way ANOVA, testing
the main and interaction effects of flight profile and
communication method on Safety Scores. Results indicate
statistically significant main effects (p < 0.01) for both
factors, while their interaction effect was not significant (p =
0.3827). This suggests that while UAV type and
communication method each independently influence safety,
their combined effect does not significantly vary across
tested levels [3].

Table B.2.2 - Two-Way ANOVA: UAV Safety Scores

Index SumSq | df | F PR(>F)
C(Flight_Profile) 187.5 1 75.0 0.0000
C(Communication_Type) | 2651.67 | 2 530.33 | 0.0000
C(Flight_Profile):

5.0 2 1.0 0.3827
C(Communication_Type)
Residual 60.0 24 | — —

Table B.2.3 presents the mean and standard deviation of
Surveilance Scores across five replications for each
configuration

Table B.2.3 - Summary Statistics for Surveillance

Scores

Sensor Type | Fusion Method | Mean Score | Std Dev
Infrared Al-Based 85.64 2.77
Infrared Manual 85.3 1.6
Infrared Rule-Based 85.68 2.69
Visual Al-Based 86.3 1.54
Visual Manual 84.92 2.93
Visual Rule-Based 84.78 1.21

Table B.2.4 summarizes the results of a two-way ANOVA
assessing the main and interaction effects of sensor type and
fusion method on Surveillance Score. Both main effects were
statistically significant, while the interaction effect was not

[3].

Table B.2.4 - Two-Way ANOVA: Surveillance Score by
Sensor Type and Fusion Method

Index SumSq | df | F PR(>F)
C(Sensor_Type) 95.3 1 10.1 | 0.004
C(Fusion_Method) 140.8 2 15.3 | 0.000
C(Sensor_Type): 3.5 2 0.6 | 0.549
C(Fusion_Method)

Residual 67.0 24 | — —

Table B.2.5 summarizes the mean Cyber Resilience
Scores and standard deviations across five replications for
each configuration. Al-Based IDS results exhibited the lowest
variability, indicating stable performance, while “None”
configurations displayed higher variability, reflecting
inconsistent resilience under repeated attacks [3].

Table B.2.5 - Summary Statistics for Cybersecurity

Vulnerabilities
Safeguard Type | Threat Type | Mean Score | Std Dev
None Spoofing 60.3 1.86
None DDoS 56.2 0.35
Rule-Based Spoofing 72.9 1.62
Rule-Based DDoS 70.1 1.35
Al-Based Spoofing 85.5 1.53
Al-Based DDoS 88.1 0.79

Table B.2.6 reports the results of a two-way ANOVA. Both
safeguard type and threat type showed statistically
significant main effects (p < 0.01), confirming that each
factor independently affected resilience outcomes. The
interaction term was not statistically significant (p = 0.5963),
suggesting that the impact of safeguard type and threat type
was additive rather than multiplicative. Together, these
results confirm that while both threat type and defensive
mechanism matter, investment in advanced safeguards such
as Al-Based IDS yields the most reliable improvements in
cyber resilience [3].

© 2025,IRJET | ImpactFactor value: 8.315

IS0 9001:2008 Certified Journal | Page 283



’// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 12 Issue: 12 | Dec 2025

www.irjet.net

p-ISSN: 2395-0072

Table B.2.6 - Two-Way ANOVA: Cyber Resilience Score

Source Sum Sq df F PR(>F)
C(Safeguard_Type) | 3139.3326 | 2.0 | 685.6105 | 0.0000
C(Threat_Type) 56.8013 1.0 | 24.8101 0.0000
C(Safeguard_Type): | 2.4193 2.0 0.5284 0.5963

C(Threat_Type)
Residual

54.9466 24.0 | — —

Table B.2.7 summarizes the mean Detection Effectiveness
Scores and standard deviations across replications.
Multistatic radars exhibited higher stability, particularly
under partial obscuration, while PSR performance declined
sharply in full obscuration scenarios [3].

Table B.2.7 - Summary Statistics for Radar Detection

Scores

Radar Type | Obscuration Level | Mean Score | Std Dev
PSR None 88.38 1.03
PSR Partial 81.64 0.96
PSR Full 72.85 1.0
Multistatic None 91.03 0.98
Multistatic Partial 85.8 0.77
Multistatic Full 78.38 1.51

Table B.2.8 reports the results of a two-way ANOVA. Both
Radar Type and Obscuration Level showed statistically
significant main effects (p < 0.001), confirming their
independent influence on detection. The interaction effect
was not statistically significant (p = 0.384), indicating that
the relative performance gap between radar types was
consistent across obscuration levels [3].

Together, these findings highlight that environmental
obscuration and radar architecture each have measurable
and independent effects on detection capability.

Table B.2.8 - Two-Way ANOVA for Radar Type and
Obscuration Effects

Source SumSq | df | F p-value
C(Radar Type) 21045 |1 58.32 | <0.001
C(Obscuration Level) | 320.78 | 2 44.38 | <0.001
C(Radar Type): 5.62 2 1078 | 0.384
C(Obscuration Level)

Residual 86.87 24 | — —

Appendix B.3 - Quantitative Interaction Charts and
Interpretations

Chart B.3.1 illustrates the mean Safety Score (SS)
performance across UAV airframe types and communication
protocol levels in a 2x3 factorial design. Across all
conditions, fixed-wing UAVs consistently achieved higher
Safety Scores than multirotors, reflecting their improved
aerodynamic stability, endurance, and lower susceptibility to

link interruptions. Performance increased progressively
from analog to encrypted protocols, indicating that
communication integrity is a primary driver of system
resilience.

The interaction pattern shows that multirotor platforms
benefit more sharply from communication upgrades —
transitioning from analog to encrypted links yielded the
largest relative improvement in Safety Score. This suggests
that airframe agility amplifies dependency on secure and
stable communication pathways, whereas fixed-wing
performance is less sensitive to protocol variation. Overall,
Chart 3.1 supports the DOE findings that airframe type and
communication architecture jointly influence operational
safety, with secure digital communication acting as the
largest performance differentiator [3].

90
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Multirotor
85

®
o

Mean Safety Score
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S0 ADS-B Remote ID None

Communication Type

Chart B.3.1 - Interaction Chart for UAV Safety Score by
Configuration

Chart B.3.2 displays the interaction between Fusion
Method (Manual, Rule-Based, Al-Based) on the x-axis and
Sensor Type (Visual, Infrared) shown as separate line series.
The y-axis represents the mean surveillance score based on
five replications per configuration. These findings suggest
system architects may optimize sensor and fusion method
choices independently without sacrificing performance
synergy. As UAV surveillance systems scale in complexity,
understanding independent versus joint effects aids in
efficient subsystem design [3].
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Chart B.3.2 - Interaction Chart: Sensor Type and
Fusion Method
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Chart B.3.3 illustrates the interaction between safeguard
type and threat type. The x-axis represents the threat type
(Spoofing, DDoS), while each line denotes a safeguard
strategy (None, Rule-Based IDS, Al-Based IDS). The chart
shows that Al-Based IDS consistently achieved the highest
resilience scores across both attack types, while the “None”
configuration performed worst. Rule-Based IDS provided
moderate protection, but its slope closely parallels Al-Based
IDS, reinforcing the ANOVA finding of no significant
interaction. The parallel patterns across safeguard types
indicate that the relative advantage of Al-based systems was
consistent across both spoofing and DDoS threats. This
visual evidence complements the statistical findings by
confirming that safeguard type is the dominant determinant
of resilience performance, while threat type primarily shifts
overall resilience downward without altering comparative
performance rankings [3].
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Chart B.3.3 - Interaction Chart of Cyber Resilience
Scores by Threat Type and Control System

Chart B.3.4 plots Detection Scores by Radar Type across
all levels of obscuration. Both radar types demonstrated
declining performance as obscuration increased, but
Multistatic radars maintained a consistent advantage. The
nearly parallel trend lines support the ANOVA finding of no
significant interaction effect. Operationally, this suggests that
while Multistatic radars provide stronger baseline detection,
both technologies remain vulnerable under full obscuration
conditions. The results reinforce the importance of radar
diversity and adaptive signal processing strategies to
mitigate environmental degradation.
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Chart B.3.4 - Interaction Chart: RadarType and
Obscuration Level

Appendix B.4 - Interpretation and Cross-Configuration
Insight

The DOE data collectively demonstrate that:

e  Technological Integration: Multi-sensor fusion +
Al produces the strongest and most consistent
performance improvements.

e  Procedural Modernization: Automated decision-
support tools reduce workload while preserving
human oversight.

. Cybersecurity Embedding: Proactive intrusion
detection and encryption significantly improve
system continuity.

. Radar Optimization: Multistatic patterns yield
robust detection under challenging clutter and low-
RCS UAV conditions.

These insights reinforce the broader dissertation
conclusion that modernization must be system-wide,
merging sensing, communication, automation, and
cybersecurity into a unified architecture.

Appendix B.5 - Summary Statement

The DOE outputs from Paper [3] provide clear empirical
evidence that UAV-ATC modernization succeeds only when
sensing, networking, automation, and cybersecurity are
integrated holistically. The results establish quantifiable
benchmarks for future simulation studies and offer a
reproducible framework for evaluating next-generation
airspace systems.

Appendix C - Qualitative Analysis Outputs

The qualitative component of Paper [3] utilized a dual-
source evidence base consisting of both (1) policy and
regulatory documents and (2) a structured corpus of peer-
reviewed academic literature. Together, these sources
provided the triangulated evidence necessary to support a
mixed-methods interpretation of DOE results.

Appendix C.1. - Peer-Reviewed Literature Corpus

Atotal of over 300 peer-reviewed scholarly articles were
reviewed and 60 articles were included in paper 3 [3]. From
this corpus:

15 peer-reviewed sources were mapped to each DOE
configuration, ensuring equal thematic representation
across:

e CFG1 - UAV Characteristics

e CFG 2 - Surveillance Technologies

e CFG 3 - Cybersecurity Vulnerabilities
e CFG 4 - Radar Detection Performance

These articles supported the qualitative synthesis by
providing empirical grounding, engineering context, and
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domain-specific validation of the simulation variables. Each
configuration’s literature subset was selected through
structured keyword criteria (e.g., UAV detection, ATC
automation, cyber resilience, multistatic radar performance)
and relevance to the dependent variables analyzed in Section
3 of Paper [3].

Appendix C.2 - Policy, Regulatory, and
Governance Documents

In addition to academic literature, qualitative analysis
incorporated official documents from aviation authorities,
including:

Federal Aviation Administration (FAA)

e  NextGen documentation

. UTM Concept of Operations

e  ADS-B Performance Standards

European Union Aviation Safety Agency (EASA)

e  U-Space regulatory framework
. CNS modernization strategies

International Civil Aviation Organization (ICAO)

e  Global Air Navigation Plan

e  Remotely Piloted Aircraft System (RPAS) manuals
e  Annex 10 and Annex 11 surveillance provisions

These governance documents were essential for
interpreting DOE outputs within real-world operational and
regulatory contexts. They also informed policy alignment
recommendations in Sections 4.2 and 4.3.

Appendix C.3 - Coding and Thematic Mapping

All sources were coded using a three-layer qualitative
structure:

Primary Codes:
a.  Surveillance limitations
b. Automation and Al enablement
c.  Cybersecurity and data integrity
d. Human-system integration

Secondary Codes:
a. Technology performance constraints
b. Policy or regulatory barriers
c. System resilience requirements

Configuration-Aligned Codes:
a. UAV design effects (CFG 1)
b. Sensor-fusion dynamics (CFG 2)
c. Vulnerability pathways (CFG 3)
d. Radar and detection fidelity (CFG 4)

Appendix C.4 - Coding Structure and Thematic
Categories

A structured coding rubric was used to extract themes.
Table C.4.1 summarizes the coding categories.

Table C.4.1 - Qualitative Coding Structure

Co | Category Definition Example
de Evidence
T1 | Technological Requirements | ICAO Global Air
Integration for multi- Navigation Plan
sensor, (GANP):
networked “Integrated CNS
surveillance systems are
essential for
mixed-
operations
environments.”
A2 | Automation & Expectations FAA NextGen:
Decision for Al-enabled | “Automated
Support situational separation tools
awareness reduce controller
workload.”
C3 | Cybersecurity Protection of National
& Data networked Institute of
Assurance ATC systems Standards and
and UAV Technology
command links | (NIST)
Cybersecurity
Framework

(CSF): “Real-time
monitoring of

anomalous
signals.”
R4 | Regulatory Harmonized EASA:
Alignment standards “Interoperability
across is required for U-
jurisdictions Space service
provision.”
H5 | Human-System | Training, NASA:
Performance workload, and | “Automation
oversight must reinforce
considerations | human decision-
making
authority.”

Appendix C.5 Emergent Themes From Qualitative
Analysis

Four dominant themes emerged, directly supporting the
DOE results from Paper [3]:

1. Modernization Requires Integrated Surveillance
Systems: Documents consistently emphasized multi-sensor
fusion, confirming DOE findings that single-modality radar
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cannot provide adequate UAV detection performance. FAA
and ICAO sources highlighted the necessity of incorporating
optical, RF, ADS-B-like broadcasts, and sensor-network
architectures.

2. Automation and Al Are Mandated for Future Traffic-
Flow Management: Policy sources described automation as
essential—not optional—for future ATC operations. This
aligns with DOE evidence showing significant performance
gains from Al-assisted data fusion and predictive analytics.

3. Cybersecurity Is a Controlling Variable in System
Safety: International guidance documents stressed the risk
of signal spoofing, GNSS interference, and command-link
manipulation for UAVs. Paper [3]’s DOE results mirrored
this: cyber-resilient configurations produced the highest
Safety Scores (SS).

4. Human Operators Must Remain Central to System
Oversight: Across all documents, human-system integration
was emphasized. While automation increases capability,
controllers retain the final authority, consistent with Paper
1's and Paper 3’s findings.

Appendix C.6 - Integration With DOE Findings

The qualitative synthesis provided interpretive depth for the
quantitative DOE outcomes. Key alignments include:

e  Statistical improvements in Safety Score (SS)
correspond with international calls for multi-layered
sensor fusion.

e  Cybersecurity variables proving statistically
significant in DOE trials were reaffirmed by
regulatory warnings about digital vulnerabilities.

. Human workload and interaction factors, identified
in Paper [1] and in guidance material, contextualize
the DOE requirement for balanced automation.

Appendix C.7 - Summary of Qualitative Conclusions

The qualitative component of Paper 3 [3] contributes three
major insights to the Exegesis:

1. Global aviation frameworks independently support
the core modernization mechanisms measured in
the DOE simulations.

2. Policy documents consistently validate the need for
integrated, automated, and cyber-resilient ATC
architectures, reinforcing the mixed-methods
findings.

3. The qualitative synthesis confirms that
modernization must occur at both technical and
organizational levels, ensuring operational
alignment with safety objectives.
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