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Abstract - Border surveillance has become a critical 
national security requirement due to increasing concerns 
regarding illegal migration, unauthorized crossings, 
smuggling, and strategic threats. This research proposes a 
satellite-based, artificial intelligence-driven surveillance 
system capable of continuously monitoring border regions 
using multi-temporal remote sensing data. The system 
integrates Google Earth Engine with intelligent modules for 
vegetation change analysis (NDVI), movement tracking, object 
detection (vehicles, buildings, and cargo containers), human 
footprint tracing, and predictive analytics for smuggling and 
migration risks. The proposed solution automates geospatial 
analysis through indices (NDVI, NDBI, NDWI, BSI), SAR 
backscatter, and temporal differencing. A Stream lit-based 
dashboard provides real-time analysis, alerts, and risk 
visualization for border forces. The system is lightweight, 
scalable, and low-cost, making it suitable for large border 
surveillance operations. Experimental evaluation shows 
significant potential for real-time border monitoring, early 
anomaly identification, and predictive security analytics. 
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1. INTRODUCTION  
 
Border surveillance plays an essential role in national 
security, especially for countries with extensive geopolitical 
boundaries. Traditional surveillance techniques depend 
heavily on human patrolling, CCTV networks, and local 
sensor systems. These approaches are limited in range, 
prone to human error, and often infeasible in remote 
terrains such as deserts, mountains, marshlands, and dense 
forests. Modern technological advancements have enabled 
the use of satellite imagery in conjunction with AI to monitor 
borders at scale, regardless of terrain or climatic conditions. 
Satellite missions like Sentinel-2 (optical) and Sentinel-1 
(SAR) offer high-resolution, frequent, and cloud-penetrating 
imagery that can reveal surface anomalies, movement 
patterns, construction activities, and environmental changes. 
Artificial Intelligence further elevates the value of satellite 
data by providing automated detection, classification, and 
prediction capabilities. 
 
This research introduces a unified border surveillance 
system using Google Earth Engine (GEE) and AI-based 
analytical modules, accessible through a user-friendly 
Streamlit dashboard. The proposed system analyses a 

selected Area of Interest (AOI) and performs vegetation 
change mapping, movement analysis, object detection, 
footprint tracing, desert sandstorm suppression, and 
predictive risk modelling. 
The objective is to provide border security forces with 
accessible, real-time insights that support operational 
readiness, strategic decision- making, and preventive 
security interventions. 
 

1.1 Problem Identification 
 

Current border surveillance systems lack automated, large-
scale, terrain-independent reconnaissance capabilities. 
Manual methods are labor-intensive and fail to detect subtle 
or low-visibility activities such as gradual encroachment, 
illegal trails, temporary shelters, or night-time movements. 
The absence of automated anomaly detection exposes 
borders to security vulnerabilities. 
 
1.2 Objectives of the Study 

1. To develop a satellite-driven AI surveillance 
dashboard for border monitoring. 

2. To implement change detection modules including 
NDVI, movement tracking, and dust storm masking. 

3. To detect vehicles, buildings, cargo containers, and 
footprints using Earth Engine imagery. 

4. To integrate predictive analytics for migration or 
smuggling-related risk assessment. 

5. To provide real-time alerting and intuitive geospatial 
visualization for authorities. 

 
1.3 Scope 
 
The project can be applied to: 
 

1. International land borders 
2. Desert / coastal / mountainous terrains 
3. Defense intelligence operations 
4. Disaster response and illegal settlement monitoring 
5. Smuggling and infiltration detection 

 
1.4 Methodology Overview 
 
Data is retrieved from Sentinel-1 and Sentinel-2 satellite 
collections. Various indices such as NDVI, NDWI, NDBI, and 
BSI are computed, along with RGB differencing for 
movement tracking. SAR backscatter identifies metallic or 
rigid structures. A predictive model computes risk levels 
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from satellite-derived features. The results are displayed via 
a Stream lit dashboard integrated with GEE. 
 

2. LITERATURE SURVEY 

Existing border surveillance systems rely primarily on 
physical patrols, ground sensors, and drone feeds. However, 
academic studies highlight the potential of satellite-AI 
methods for large-scale monitoring. Research by Saadi & 
Samir (2023) explores AI-based border analytics, while 
Google’s  Open Buildings dataset provides state-of-the-art 
building extraction accuracy. Other studies employ NDVI, 
NDBI, and BSI indices for environmental and movement 
detection. These works collectively justify the need for 
automated satellite intelligence systems. 

2.1 Existing Systems 

Traditional border surveillance involves: 

 Physical patrolling 
 Border fences and ground sensors 
 CCTV monitoring 
 UAV and drone patrols 

These methods face limitations in large and inaccessible 
regions, weather dependence, and require large manpower. 

 Limitations 

 Limited area coverage 

 Risk to human personnel 

 No automated anomaly detection 

 High operational costs 

2.2 Proposed System Overview 

The proposed system utilizes satellite imagery and AI to 
automate surveillance. It comprises: 

 NDVI-based vegetation monitoring 

 Before/After image comparison 

 Movement heatmaps 

 Object detection: vehicles, buildings, cargo containers 

 Footprint mapping using Bare Soil Index 

 Dust storm masking 

 Predictive risk modelling 

This unified approach offers broad coverage, automation, and 
continuous monitoring capabilities. 

 

 

 

2.3 Feasibility Study 

 Technical Feasibility 

Uses cloud-powered Google Earth Engine and lightweight 
Python libraries, requiring no high-end hardware. 

 Operational Feasibilit10y 

Border forces can easily operate the dashboard due to its 
simplified UI. 

 Economic Feasibility10 

All satellite datasets used (Sentinel-1, Sentinel-2, Google Open 
Buildings) are freely accessible. 

2.4 Tools and Technologies Used 

 Python 3.10, Streamlit, Leafmap, Folium 

 Google Earth Engine API 

 Scikit-learn, Pandas, NumPy 

 Plotly, Matplotlib 

3. SOFTWARE REQUIREMENT SPECIFICATION (SRS) 

3.1 Users 

 Border security forces 

 Intelligence analysts 

 Disaster management authorities 

 Remote sensing researchers 

3.2 Functional Requirements 

 Detect vegetation loss using NDVI 

 Track movement using RGB difference 

 Extract buildings using Open Buildings 

 Identify vehicles and containers 

 Trace footprints using BSI 

 Produce risk forecasts 

3.3 Non-Functional Requirements 

 Real-time response 

 Web-based interface 

 High accuracy of spectral indices 

 Secure access 

 Scalability for national-level deployment 
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4. SYSTEM DESIGN 

4.1 Context Diagram 

 

Fig 1: Context Diagram 

4.2 System Perspective 

The architecture includes three layers: 
1. Data Layer – Sentinel-1/2, Open Buildings 
2. Processing Layer – Earth Engine, spectral indices, 

ML 
3. Application Layer – Stream lit maps, alerts, graphs 

 

Fig 2: System Architecture 

5. IMPLEMENTATION 

5.1 System Setup & Environments 

This section describes the software, hardware, and 
environmental requirements used to develop the Border 
Surveillance Using Satellite and AI system. The 
implementation uses Python, Stream lit, and Google Earth 
Engine (GEE) for satellite-based analysis. 

5.1.1 Programming Environment 

The system is developed in Python 3.10 with Stream lit as the 
dashboard framework. Google Earth Engine API handles 
satellite imagery processing, while Leafmap/Geemap render 
maps. Additional libraries include scikit-learn for model 
training, Plotly for graph visualization, and Folium for 
geospatial layers. 

5.1.2 Hardware Requirements 

The system requires a minimum of an Intel i5 processor, 8 GB 
RAM, and stable internet connectivity to fetch and process 
real-time satellite data. 

5.2 Module-Wise Implementation 

This section explains each module implemented in the 
surveillance dashboard, along with algorithms and 
workflows. 

5.2.1 NDVI Change Detection 

Normalized Difference Vegetation Index (NDVI) is computed 
using Sentinel-2 bands. A time-series graph and change map 
highlight vegetation loss or new growth. 

5.2.2 Before/After Image Viewer 

A split-map slider compares true-color satellite imagery 
between two selected dates, allowing visual assessment of 
structural and environmental changes. 

5.2.3 Movement Tracking 

Movement heatmaps are generated by computing absolute 
RGB differences between images. Thresholding helps 
highlight areas with significant activity or structural changes. 

5.2.4 Vehicle Detection 

Vehicle hotspots are detected by combining NDBI (building 
suppression), NDWI (vegetation suppression), and SAR 
backscatter to isolate metallic objects. 

5.2.5 Cargo Container Detection 

Edge detection algorithms identify linear parallel structures 
typical of stacked cargo containers in ports or border 
checkpoints. 

5.2.6 Person Footprint Tracing (BSI) 

Bare Soil Index (BSI) identifies exposed soil trails that 
indicate human activity or footpaths in desert regions. NDVI 
masking removes vegetation noise. 

5.2.7 Dust/Sandstorm Masking 

SWIR and NIR spectral ratios detect airborne dust or sand, 
essential for desert border regions. Dust masks improve 
clarity before feature extraction. 

5.2.8 Predictive Risk Modeling 

A logistic regression model classifies risk levels 
(Low/Medium/High) using NDVI trends, movement, dust 
intensity, and seasonal attributes. 
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5.3 Integration Workflow 

All modules operate through a unified Stream lit dashboard, 
calling GEE for data retrieval, processing results, and 
rendering maps interactively. 

5.4 Code Snippets (Examples) 

NDVI: ndvi = image. Normalized Difference(['B8','B4']) 

Movement: 
diff=after.subtract(before).abs().reduce(ee.Reducer.sum()) 

5.5 Frontend Implementation 

The dashboard is built using Stream lit, featuring side panels 
for inputs, dynamic rendering using m.to_ stream lit(), and 
export options. 

5.6 Performance Optimization 

Optimization includes using GEE reducers, caching 
mechanisms, and minimizing heavy computation through 
efficient filtering. 

6. MATHEMATICAL MODEL  

This section presents the mathematical foundations used in 
the “Border Surveillance Using Satellite Imagery and Artificial 
Intelligence” system. The model combines spectral indices, 
spatial change detection, and multi-modal risk scoring to 
quantify terrain activity, movement, and anomalies along 
border regions. 

A. Normalized Difference Vegetation Index (NDVI) 

NDVI is used to monitor vegetation health and detect 
anomalies such as clearing of areas or movement-
induced vegetation disturbances. 

 
Where: 

 (Near Infrared) 

  

A significant drop in NDVI may indicate human activity, 
vehicle movement, or soil exposure. 

B. Normalized Difference Water Index (NDWI) 

NDWI is used to suppress vegetation and highlight road 
surfaces for refined vehicle detection. 

 
 

Where: 

  

  

Values near zero or negative indicate roads, trails, and 
non-vegetated surfaces. 

C. Normalized Difference Built-Up Index (NDBI) 

NDBI helps remove buildings from analysis to isolate 
vehicles and open land features. 

 
Where: 

  

  

Higher NDBI values correspond to urban structures, 
rooftops or construction. 

D. Bare Soil Index (BSI) (Used for Footprint Tracing) 

The Bare Soil Index enhances features where soil is 
exposed, including human footprints and illegal paths. 

Bare Soil Index (BSI) 

 
Where: 

 Blue = B2 

 Red = B4 

 NIR = B8 

 SWIR = B11 

Higher BSI values highlight recently disturbed soil. 

E. Movement Detection using RGB Difference 

Movement is computed by change in surface reflectance. 

 
Where: 

 : Before image 

 : After image 

Large values indicate vehicle movement, construction, or 
surface disturbances. 

F. SAR Backscatter Measurement 

Sentinel-1 SAR data is used to detect metallic objects 
such as vehicles or equipment. 
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High values → metal signatures 
Low values → vegetation or soil 

G. Dust & Sand Masking Index 

Dust storms are common in desert borders; detection 
uses thermal and optical band differences: 

 

High Dust Index values indicate airborne dust or sand 
obstructing visibility. 

H. Change Detection Model 

Generalized formula to detect changes in any index 
value: 

 

Where is any spectral index (NDVI, BSI, NDWI, etc.). 

Significant change: 

 

is a threshold selected by the analyst. 

I. Binary Threshold Masking 

All detection layers use threshold-based classification: 

 

This produces clean masks for heatmaps and object 
detection. 

J. Predictive Risk Score Model 

The system computes a risk score using weighted 
satellite-derived features: 

 

Where: 

 = learned model weights 

Risk levels: 

 

This provides near-real-time risk prediction for 
border activity. 

 

 

 

 

 

K. Final Mathematical Summary Table 

Index / 
Model 

Formula Purpose 

NDVI (1) Vegetation loss / illegal clearing 

NDWI (2) Road & soil highlighting 

NDBI (3) Building removal 

BSI (4) 
Footprint / soil disturbance 
detection 

Movement (5) Vehicle & human movement 

SAR (6) Metal object detection 

Dust Index (7) Desert preprocessing 

Change Map (8) & (9) Activity alerts 

Risk Model 
(11) & 
(12) 

Predictive analytics 

 

7. RESULTS 

The system successfully identifies high-change zones, 
structural modifications, dust storms, human footprints, and 
container layouts. Predictive models highlight risk 
probabilities ranging from low to critical based on movement, 
vegetation, and environmental variables. 

 

 

Fig 3: NDVI Time Series & alerts 
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Fig 4: Movement Tracking Heatmap 

 

Fig 5: Refined Vehicle Detection 

 

Fig 6: Cargo Container/ Port Layout Detection 

 

Fig 7: Person Detection/ Footprint Tracing (BSI) 

 

Fig 8: Adaptive Desert Preprocessing and Dust Mask 

 

 

Fig 9: Predictive Analysis for Migration and Smuggling 

8. CONCLUSION 

The proposed system demonstrates that satellite-AI 
integration provides scalable, accurate, and continuous 
border monitoring. The framework reduces manpower 
burden and significantly enhances situational awareness for 
national security. 

9. Future Enhancements 

 Multi-model deep learning for object classification 
 Federated learning for distributed border stations 
 Integration with autonomous surveillance robots 
 Multi-sensor fusion (thermal + hyperspectral + 

LiDAR) 
 Ethical AI compliance dashboard 
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