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Abstract - The rapid evolution of artificial intelligence has enabled the creation of highly realistic synthetic audio, commonly
referred to as deepfake audio. Such fabricated speech poses serious threats to privacy, security, and trust in digital
communication. This paper presents a machine learning-based framework for detecting deepfake audio by analyzing
extracted acoustic features. The proposed system utilizes Mel Frequency Cepstral Coefficients (MFCCs) to capture critical
frequency-based characteristics of audio samples. A Random Forest classifier is trained on a curated dataset containing both
authentic and manipulated speech samples to distinguish real from synthetic voices. The model is integrated into a Flask-
based web interface that allows users to upload audio files, visualize playback, and receive real-time prediction results.
Experimental results demonstrate that the system achieves high accuracy in identifying fake audio samples while maintaining
low false-positive rates. The approach provides an efficient and scalable solution for enhancing the reliability of digital voice
data and can be extended to multimedia deepfake detection in the future.
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1.INTRODUCTION

The rapid growth of artificial intelligence and deep learning has revolutionized content creation in speech, images, and
video. However, these advancements have also led to serious security and ethical challenges, particularly through the rise
of deepfake audio—synthetically generated voices that closely mimic real human speech. Such audio can be misused for
fraud, misinformation, impersonation, and evidence manipulation, making manual or traditional verification methods
inadequate. To address these risks, this work proposes a lightweight machine learning-based framework for deepfake
audio detection. The system uses robust preprocessing techniques and is deployed through a Flask web application,
enabling users to upload audio, analyze authenticity, and visualize results easily. The framework aims to provide an
accessible and effective solution to counter the growing threat of audio- based deepfakes. The paper is organized as
follows: Section II reviews related research, Section III describes the proposed methodology, Section IV presents
experimental results, and Section V concludes with future directions.

1.1 Description

Audio deepfake detection has become a crucial research area as Al-driven voice cloning, text-to-speech systems, and
neural vocoders increasingly enable the creation of highly realistic synthetic speech. These deepfakes pose serious risks,
including identity theft, fraud, misinformation, and biometric spoofing, making reliable detection essential. The goal of
audio deepfake detection systems is to differentiate genuine speech from artificially generated or manipulated audio using
advanced signal processing and machine learning techniques. Modern approaches employ features like MFCCs,
spectrograms, and temporal patterns, combined with deep learning models such as CNNs, RNNs, and transformer-based
architectures, trained on diverse real and fake audio datasets to identify subtle artifacts undetectable to human listeners.

1.2. Existing System

1. Existing deepfake audio detection systems use signal processing, machine learning, and deep learning
approaches.

Common detection features include spectrograms,

MFCCs, prosodic cues, and phoneme timing irregularities.

Deep learning models such as CNNs, LCNNs, and RawNet2 are commonly employed.

Benchmark datasets like ASVspoof and WaveFake are used for training and evaluation.
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6. Current systems face challenges in generalizing to unseen synthesis methods.
7. Maintaining detection accuracy in real-time and low-resource scenarios remains difficult.

1.2 Proposed System

¢ Combines signal processing and deep learning for detection.

e  Preprocesses audio for noise removal and normalization.

e Extracts MFCCs, prosodic features, and spectral representations.
e Usesahybrid CNN-LSTM or CNN-Transformer model.

¢ Outputs real/fake classification with confidence score.

e Supports multilingual and real-time deployment.

1.3 Objectives

1. To verify that audio content is real and unaltered, especially in media, legal, and security contexts.

2. To detect and stop the spread of fake audio in politics, social media, and public communications.

3. To defend voice-based authentication systems (e.g., banking, smart devices) from spoofing attacks.

4. To aid investigations by distinguishing genuine audio evidence from manipulated or synthesized versions.

2. LITERATURE SURVEY

In recent years, the detection of deepfake audio has become a major research focus due to the increasing sophistication of
generative models such as WaveNet, Tacotron 2, and Voice Conversion Networks. These models can synthesize speech that
closely resembles real human voices, posing a significant challenge to existing authentication systems. To mitigate such
threats, researchers have explored various feature-based and deep learning-based approaches for detecting synthetic or
tampered audio.

Table -1: Literature Survey
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Title Authors Year Key Contribution
DeepFake Audio Introduced a multi-
DeteFtion via Zhang et al. branch attention

Multi- Branclll 2024 network to capture fine-
Spectral Attention rained spectral cues
Networks & P '
A Surveyon Deepfake Provided an
Audio Detection Chen et al. extensive overview
2023 of detection
methods, datasets,
challenges, and
trends.
Fake AudioNet: Exploited differences in
hDetecélng AI-h speechrhythm and
Synthesized Speech via intonation usin
Temporal Dynamics Lecetal. 2023 .g
temporal modeling.
Detecting GAN- Used contrastive
Generated Audio learning to build
Deepfak.es Using S.EIf' AlBadaw y et al. 2022 robust embeddings for
Supervised Learning . .
classification.

Impact Factor value: 8.315
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3. SYSTEM REQUIREMENTS AND SPECIFICATION

Functional:

¢ Acceptaudio (WAV/MP3) e Preprocess (noise removal,
MFCCs) » Model detects Real /Fake e Output with confidence » Simple UI/CLI

Non-Functional:
* 290% accuracy ¢ <5 sec latency » Batch processing ¢ Secure file handling

Hardware:
*i5/Ryzen 5 « 8 GB RAM « 50 GB storage « GPU optional

Software:
¢ Python 3.8+  Libs: numpy, pandas, sklearn, librosa,
tensorflow/pytorch e OS: Windows/Linux/macOS e Tools: VS Code/Jupyter ¢ Git for version control

4, IMPLEMENTATION

The process starts with audio input, followed by preprocessing and feature extraction. These features are used for model
training, which can be improved with data augmentation. The model then performs real/fake classification.
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Fig-1: System Design
5. RESULTS AND EVALUATION

1. Model achieved 93.4% accuracy in detecting real vs fake audio.

2. Precision: 92.7%, Recall: 94.2%, F1-score: 93.4% — strong and balanced performance.
3. 1.6 sec prediction time per audio — supports real-time use.

4. Performed better than SVM and Logistic Regression models.

5. Dashboard gives instant visual results and confidence scores for easy understanding.

6. DISCUSSION

The project shows that machine learning can reliably detect deepfake audio with high accuracy. Effective preprocessing
and feature extraction improved model performance, while data augmentation increased robustness.

The Random Forest model outperformed other classifiers, giving fast and accurate results suitable for real-time use. The
system'’s user interface made testing simple and clear. Overall, the project successfully proves that deepfake audio can be
detected efficiently and provides a strong base for future improvement.
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7.CONCLUSION

Deepfake audio is a growing threat to digital security and media trust. This project presents a machine-learning-based
system that detects fake audio using MFCC and spectral features, classified through a Random Forest model. With an
accuracy of 93.4%, the system effectively identifies manipulated speech. A Flask-based web app makes the tool user-
friendly, allowing audio upload, playback, and real-time predictions on regular hardware without heavy GPU
requirements. While the system works well for pre-recorded audio, future improvements include adding deep learning
models, expanding datasets, enabling real-time/streaming detection, improving model explainability, and deploying the
system on cloud platforms for scalability.
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