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Abstract - The complexity of the legal system and language
barriers create significant obstacles for marginalized
communities in India to access legal information and
resources. NyaySetu, an Al-powered legal assistant, aims to
overcome these challenges by offering a multilingual platform
that simplifies legal inquiries, incorporates a Know-Your-
Rights framework, and provides concise case file summaries.
Utilizing OpenAl's GPT-4 integrated with Retrieval-Augmented
Generation (RAG), the system ensures precise and user-friendly
legal guidance. Additionally, blockchain-based IPFS is
employed for secure document storage, while features like
biometric authentication, lawyer recommendations, and
gamified legal education improve accessibility and user
engagement.
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1. INTRODUCTION

In India, accessing legal information and services remains
a daunting challenge, especially for marginalized
communities. The complexity of legal language and
procedures often leaves individuals struggling to understand
their rights. This widespread lack of awareness, combined
with significant language barriers and low literacy levels,
creates substantial hurdles in achieving justice.
Consequently, many people are either unable or unwilling to
seek the legal help they urgently require, perpetuating cycles
of vulnerability and inequality.

To address this critical issue, NyaySetu, an Al-powered
digital platform, has been developed to offer user-friendly
legal assistance. This cutting-edge solution supports multiple
languages, effectively eliminating linguistic barriers that
hinder access to legal resources. By demystifying complex
legal terms and concepts, NyaySetu ensures vital legal
information is accessible to a wider audience, including
those who previously found the legal system intimidating or
difficult to comprehend. A standout feature of the platform is
the Know-Your-Rights (KYR) framework, which provides
personalized guidance based on each user's profile and
circumstances. Understanding the importance of
accessibility in today’s digital landscape, NyaySetu is
available on various devices such as smartphones, tablets,

and desktops, ensuring users can access legal resources
regardless of their preferred technology.

NyaySetu's strength lies in its advanced technological
foundation, which distinguishes it within the legal assistance
domain. The platform utilizes OpenAl's GPT-4, a state-of-the-
art language model, in conjunction with Retrieval-
Augmented Generation (RAG) technology. This integration
enables NyaySetu to deliver precise, context-aware legal
advice tailored to individual users. To improve user
understanding, it includes a sophisticated case file
summarizer that condenses complex legal documents into
simple, concise summaries. Recognizing the importance of
data security in legal matters, NyaySetu leverages
blockchain-based IPFS for secure and tamper-proof
document storage. Additional features, such as biometric
authentication  for  enhanced  security, lawyer
recommendations for connecting users with suitable legal
professionals, and gamified legal education to make learning
engaging, further enrich the platform. Through this robust
suite of functionalities, NyaySetu empowers users with the
tools and knowledge needed to navigate the legal system

effectively, addressing long-standing gaps in legal
awareness, particularly among India’s marginalized
communities.

2. LITERATURE REVIEW

The incorporation of Artificial Intelligence into the legal
sector has attracted substantial attention from academics,
professionals, and policymakers, resulting in a growing body
of research examining its applications, impacts, and
challenges. One prominent area of focus is the development
of Al-driven tools to support legal practitioners in tasks like
research, document review, and contract analysis. Research
by Cohen et al. (2018) and Ashley (2020) emphasizes the
potential of Al technologies, such as natural language
processing and machine learning, to improve the efficiency
and accuracy oflegal research by facilitating quicker retrieval
and evaluation of statutes, case law, and legal documents.

Despite their efficiency and productivity benefits, Al-
based legal assistants like NyaySetu also bring ethical and
regulatory concerns to the forefront. Scholars such as Calo
(2017) and Haggerty and Ericson (2020) have raised
questions about the accountability and transparency of Al
systems within the legal context. They stress the importance
of robust mechanisms to ensure equitable and transparent
decision-making processes. Additionally, significant attention
has been placed on addressing concerns related to data
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privacy, security, and potential biases in Al algorithms,
underlining the necessity of mitigating risks tied to Al's
adoption in legal frameworks.

Beyond ethical and regulatory matters, researchers have
also delved into the broader societal effects of Al in law.
Studies by Susskind (2019) and Koppell (2021) discuss Al's
influence on the legal profession, addressing areas like legal
education, the evolution of legal practices, and enhanced
access to justice. Al technologies have the ability to
democratize legal services and improve access to justice for
underserved populations. However, concerns remain that
their widespread adoption could deepen existing inequalities,
creating a gap between those who can afford advanced tools
and those who cannot.

The literature emphasizes the importance of collaboration
across disciplines, involving experts in law, computer science,
ethics, and public policy, to tackle the multifaceted challenges
of Al adoption. Susskind (2020) advocates for a
comprehensive approach that considers the technical, social,
ethical, and legal dimensions of Al systems. This collaborative
approach can foster a deeper understanding of Al's
possibilities and challenges in the legal sector, enabling its
responsible and ethical implementation.

In conclusion, while Allegal assistants like NyaySetu offer
immense potential for enhancing efficiency, productivity, and
justice accessibility, they also present critical ethical,
regulatory, and societal challenges that require attention.
Through interdisciplinary efforts, stakeholders can address
these issues and leverage Al's transformative capabilities to
foster fairness, accountability, and inclusivity within the legal
system.

3. SYSTEM ARCHITECTURE

The architecture of NyaySetu integrates artificial
intelligence, blockchain, database systems, and advanced
security features to deliver a seamless, secure, and accessible
platform for legal support. The system comprises various
key components working cohesively to ensure efficient
delivery of legal information and services.

A. User Interaction and Legal Assistance

Interact with the platform through the Legal Chat
Assistant. This Al-powered tool engages users,
comprehends their queries, and guides them through the
legal process. Powered by OpenAl’s GPT-4 and Retrieval-
Augmented Generation (RAG), the assistant delivers
precise, context-sensitive responses. Additionally, users
can access a personalized Know-Your-Rights (KYR)
framework, offering tailored legal guidance based on their
individual profiles.

B. Authentication and Security

The platform incorporates biometric authentication to
ensure secure access for users, lawyers, and administrators.

Legal authorities can also authenticate digital signatures
through the system, providing trust and reliability in legal
documentation and transactions. These security measures
enhance the platform's credibility and user confidence.

C. User Dashboard

Case Management and Tracking: Users can monitor
ongoing legal cases, track progress, and manage related
documents.

1. Secure Document Storage: Sensitive documents
are securely stored using IPFS-based blockchain
technology, ensuring tamper-proof access limited to
authorized users.

2. Al-Powered Case Summarization: Complex legal
documents are simplified into concise summaries
for easier understanding.

3. Lawyer Recommendations: The system connects
users with legal professionals based on their
specific needs and location.

D. Backend and Data Storage

The backend system of NyaySetu employs a hybrid
approach, combining traditional databases with blockchain
technology for scalability, security, and efficiency. Routine
legal data, such as case files and standard documents, is
stored in conventional databases for quick access and
smooth operations. For critical documents requiring high
integrity and long-term preservation, blockchain-based IPFS
is utilized. This approach ensures immutability and
establishes trust while balancing speed and security for
varied data needs.

E. Data Encryption and Security

NyaySetu utilizes a robust Data Encryption Layer to
secure data transfers between the user interface and
backend. By employing advanced cryptographic protocols,
the system protects personal information, case details, and
confidential documents from unauthorized access, breaches,
or interception. This encryption layer underscores the
platform's dedication to maintaining user privacy and
security.

F. Integration and Workflow

NyaySetu offers a streamlined workflow:

1. Users submit legal queries via the Legal Chat
Assistant.

2. The backend processes queries using GPT-4 and
retrieves relevant information via RAG.

3. Simplified legal guidance is provided through the
KYR framework.

4. Users can securely store or retrieve documents
from IPFS storage and manage cases using the
dashboard.
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5. Legal documents can be authenticated with digital
signatures, and legal counsel can be accessed
through lawyer recommendations.
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Fig. 1. Use Case Diagram

The workflow is clearly illustrated, showcasing how
different users, including individuals and legal authorities,
interact with the platform. Admins and lawyers play critical
roles in document authentication and legal support, while
users benefit from Al-driven services and secure data
management.

In conclusion, NyaySetu’s design integrates advanced
technologies like Artificial Intelligence, Blockchain, and
Biometric Authentication to address gaps in legal assistance.
The platform is crafted to be both efficient and user-friendly,
empowering marginalized communities with easy access to
critical legal resources.

4. ARTIFICIAL INTELLIGENCE

NyaySetu utilizes cutting-edge Al technologies to handle
legal queries and provide accurate, context-aware responses.
Powered by OpenAl's GPT-4 and supported by the Retrieval-
Augmented Generation (RAG) framework, the system
integrates these components seamlessly. The following
overview highlights their roles, emphasizing fine-tuning,
RAG, and the Al workflow.

A. OpenAl GPT-4 for Legal Queries

As a state-of-the-art language model, GPT-4 powers
NyaySetu's ability to understand and respond to legal queries
in natural language. This Al system can interpret complex
questions, simplify legal jargon, and provide clear
explanations. However, GPT-4 alone may lack access to the
most up-to-date or specific legal knowledge. To address this,
NyaySetu integrates Retrieval-Augmented Generation (RAG).

B. Retrieval-Augmented Generation (RAG)

RAG is a sophisticated technique that enhances GPT-4 by
incorporating an external knowledge retrieval system into
the response generation process. It ensures the Al's answers
are relevant and grounded in real-time information.

1. User Query: The user submits a query through
NyaySetu.

2. Query to Knowledge Sources: The system sends
the query to external legal databases, case law
records, or predefined legal texts.

3. Context Retrieval: Relevant information is
extracted and sent back to the system.

4. Enhanced Query and Context: The retrieved data
is combined with the original query to create a more
informed prompt.

5. Query to GPT-4: This enhanced promptis passed to
GPT-4, providing both the user’s question and
contextual legal information.

6. Response Generation: GPT-4 generates an accurate
and relevant legal response based on the augmented
context, which is then delivered to the user.

This mechanism ensures that NyaySetu remains updated
with the latest legal developments and provides reliable,
context-aware responses.

C. Advantages of RAG for NyaySetu

1. Real-Time Legal Updates: While GPT-4 may not
include the latest legal developments, RAG bridges
this gap by retrieving real-time information from
external sources.

2. Scalability: RAG reduces the need for frequent
retraining of GPT-4 by dynamically fetching new
data from external databases.

3. Efficiency: By narrowing retrieved information to
only what is relevant, RAG improves both the speed
and accuracy of responses.

D. Fine-Tuning the Language Model

NyaySetu further optimizes GPT-4 for legal queries through
fine-tuning:

1. Customized Training: The modelis trained on legal
datasets, including case law, statutes, legal
documents, and prior interactions, to improve its
understanding of legal terminology and concepts.

2. Domain Adaptation: Fine-tuning aligns GPT-4’s
responses with specific legal jurisdictions and
ensures they are nuanced and legally sound.

E. LangChain Integration for Advanced Workflows

NyaySetu utilizes LangChain, a framework that enhances LLM
applications by integrating GPT-4 with external data sources
and workflows. This integration enables:

1. Task Management: Legal queries often involve
multiple steps, such as understanding the question,
retrieving data, and generating advice. LangChain
facilitates seamless task chaining.
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2. Context Management: LangChain ensures
continuity and coherence across multi-step legal

queries by maintaining context throughout
interactions.

3. Efficient Orchestration: It enables smooth
coordination between GPT-4 and external

knowledge retrieval systems, ensuring efficient and

bottleneck-free workflows.
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Fig. 2. Overview of NyaySetu’s Al Workflow

By leveraging these advanced technologies, NyaySetu
ensures efficient, accurate, and user-centric legal assistance,
setting new benchmarks in Al-driven legal platforms.

5.IMPLEMENTATION DETAILS

The NyaySetu platform integrates cutting-edge front-end
and back-end technologies with a strong focus on security
and decentralization. The front-end, developed using Next.js,
provides a seamless user experience through an intuitive,
responsive interface. It supports multiple languages,
including regional dialects, to ensure accessibility for a wide
range of users. The back-end leverages OpenAl's GPT-4 in
combination with LangChain, enabling efficient query
handling and Retrieval-Augmented Generation (RAG) to
deliver accurate and context-sensitive legal advice.
Additionally, the back-end connects with various external
databases and legal knowledge sources to further improve
the accuracy and efficiency of the Al-generated outcomes.

In terms of security, NyaySetu incorporates blockchain
technology for document storage using the InterPlanetary
File System (IPFS). This decentralized storage solution
ensures sensitive legal documents are secure, tamper-proof,
and accessible only to authorized users. The platform also
employs biometric authentication for secure user access,
adding an essential layer of protection—especially for
managing confidential legal data. By integrating
decentralized storage with advanced authentication
mechanisms, NyaySetu provides users with a secure and
trustworthy legal assistance platform.

6. RESULTS AND CONCLUSION

The NyaySetu platform has demonstrated impressive
results in terms of usability, legal awareness, and security.
User testing revealed that the platform is highly accessible,
thanks to its intuitive design, support for multiple languages,
and the integration of the Know-Your-Rights framework,
which simplifies legal information for marginalized
communities. Al-powered features, such as case
summarization and legal chat assistance, have notably
enhanced the user experience by delivering accurate and
timely legal advice. By emphasizing legal awareness through
gamified learning and region-specific legal information,
NyaySetu enhances users' understanding, thus facilitating
better access to justice.

Regarding security, the combination of biometric
authentication with decentralized IPFS-based document
storage guarantees the integrity and confidentiality of legal
documents. This approach in stills user confidence in
securely managing sensitive information. When compared to
existing platforms, NyaySetu stands out due to its Al-driven
personalization and robust data management capabilities -
key areas where gaps were previously identified in the
market.
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Fig. 3. Comparison between Baseline LLM and RAG + LLM

A diagram highlights how NyaySetu's Retrieval-
Augmented Generation (RAG) model, which retrieves
relevant contextual data before generating a response,
outperforms baseline large language models (LLMs) in
addressing expected legal queries. The RAG-enhanced model
produces significantly more accurate and relevant answers
by grounding the LLM’s output in real-time, precise legal
information.
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Fig. 4. Comparison between Baseline LLM and RAG + LLM

Above diagram compares these models when dealing
with unexpected legal queries, where the RAG-enhanced
system proves more reliable by delivering coherent
responses, even in unfamiliar scenarios.

Overall, the integration of RAG with LLM technology
significantly enhances NyaySetu's ability to manage diverse
legal inquiries, making it a more dependable solution
compared to traditional LLM-based platforms.
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